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Kurzfassung

Malware ist ein allgegenwirtiges Problem, und wéhrend die meisten Menschen wissen, dass ausfiihrbare
Dateien geféhrlich sein konnen, gelten andere Dateiformate als vertrauenswiirdig und sicher. Eines dieser
Dateiformate ist Portable Document Format (PDF). Jeden Tag werden Milliarden von PDF-Dateien erstellt
damit ist PDF der de-facto Standard fiir den Austausch von Dokumenten weltweit. Cyberkriminelle versu-
chen, die groB3e Beliebtheit von PDF auszunutzen, um Malware zu verbreiten oder Phishing-Kampagnen
zu starten. Dariiber hinaus haben jiingste Forschungsergebnisse gezeigt, dass selbst digital signierte PDF-
Dokumente verdndert werden kdnnen, ohne dass die Signatur ungiiltig wird.

Artificial Intelligence (AI) in Form von Neural Networks (NN) ist ein vielversprechender Ansatz, Sicher-
heitsanalysten bei der Identifizierung bosartiger PDF-Dateien zu unterstiitzen. Insbesondere Convolutional
Neural Networks (CNN) haben hervorragende Ergebnisse bei Klassifizierungsaufgaben gezeigt, jedoch ist
die Forschung beziiglich der Erkennung von PDF-Malware mit diesen Netzwerken sehr begrenzt. Daher
werden in dieser Arbeit drei CNN mit unterschiedlichen Datensitzen trainiert, um PDF-Dateien entweder
als gutartig, als Malware, oder als verdichtig zu klassifizieren.

Die Ergebnisse zeigen eine Genauigkeit von mehr als 97 Prozent bei dem Netzwerk, das trainiert wurde, um
klassische PDF-Malware, sowie verdichtige Dokumente die manipuliert wurden, zu identifizieren. Dariiber
hinaus wurde in dieser Arbeit ein Datensatz zum Trainieren eines CNN zur Erkennung eines als shadow

attack’” bekannten Angriffs, sowie ein Tool zur Klassifizierung von PDF-Dateien durch ein NN erstellt.

X






Abstract

Malware is an ever-present problem, and while most people are aware that executable files can be dangerous,
other file formats are deemed as trustworthy and safe. One of these file formats is PDF. Billions of PDF
files are created each day and this file format is the de-facto standard for document exchange worldwide.
Cybercriminals try to exploit the huge popularity of PDF to spread malware, or launch phishing campaigns.
Additionally, recent research has shown that even digitally signed PDF documents can be altered without
invalidating the signature.

Al in the form of NN is a promising attempt to help security analysts identifying malicious PDF files.
Especially CNN have shown great results in classifying tasks, however, research regarding PDF malware
detection with these networks is very limited. Therefore, in this thesis three CNN are trained on different
data sets to classify PDF files as either benign, malware, or suspicious.

The results show an accuracy of more than 97 percent for the network that is trained to identify classic PDF
malware, as well as suspicious documents that have been tempered with. Additionally a data set to train a
CNN to detect an attack known as the "shadow attack", as well as a tool to feed PDF files to a network has

been created in this work.
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1. Introduction

LYAnti-Virus “is dead“.*- Brian Dye, Symantec’s senior vice president, Wall Street Journal

2014.05.04]

Malware is an ever-present topic and while many people today are aware of the dangers of executable files,
other file formats are still viewed as harmless. One of those file formats is PDF. With more than 2.5 tril-
lion [1]] PDF files created every year, PDF is the de-facto standard for exchanging documents worldwide,
and it seems only logical that attackers target something so popular and widespread. In fact, the earliest
attacks [2] on the PDF file format date back to 2001, when a virus nicknamed "Peachy" was spread via
PDF. Ever since, researchers, and Antivirus Software (AV) vendors alike, have tried to find ways to detect
whether a PDF document is safe to open.

Traditionally, AV software makes use of signature-based detection to detect malware that is already known.
The obvious downside of this approach is that malicious code has to be encountered, analyzed by a se-
curity analyist and then a signature has to be made and distributed. In times where tens of thousands of
new, adapted malware software pieces are written daily, this task is becoming extremely difficult and time-
consuming and by the time a threat is identified, it might have already spread and infected countless devices.
This problem becomes even more evident, considering that cybercriminals have found ways to automatically
generate new malware.

Other solutions, like sandbox systems are too slow to scan high amounts of files in an appropriate time span
and even worse, attackers have developed methods to evade such dynamic detection systems.

Furthermore, recent research [3]] has shown, that even digitally signed documents can be manipulated, with-
out invalidating the signature, which is especially worrying, considering that PDF documents are used for
contracts, invoices, classified research and more.

Therefore research has turned to Machine Learning (ML) to break the wheel and escape the vicious circle

of only being able to react to known threats, while attackers already work on new ways to exploit a system.

"https://web.archive.orqg/web/20170825175728/https://www.wsj.com/news/article_email/

SB10001424052702303417104579542140235850578-1MyQjAXMTAOMDAWNTEWNDUyYW ]


https://web.archive.org/web/20170825175728/https://www.wsj.com/news/article_email/SB10001424052702303417104579542140235850578-lMyQjAxMTA0MDAwNTEwNDUyWj
https://web.archive.org/web/20170825175728/https://www.wsj.com/news/article_email/SB10001424052702303417104579542140235850578-lMyQjAxMTA0MDAwNTEwNDUyWj
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Especially NN have shown great potential in the field of malware classification and could prove to be an
essential tool for security analysts to gain ground on cybercriminals.

Thus, this thesis was created to increase the awareness of PDF security and to evaluate one of the ML
approaches to detect malicious PDF files, as well as suspiciously modified documents and validate, if this is

a viable solution for the problem at hand.

1.1. Thesis Outline

This thesis is organized in several parts and provides an overview of the PDF file format as well as the
weaknesses of this format. Furthermore attacks targeted at PDF and the basics of ML and NN are explained
and a NN is trained and evaluated against an attack targeted at digitally signed PDF documents. Additionally

a data set is created to train the NN to specifically detect this attack.

introduces the topic and outlines the underestimated dangers of PDF and contains the motivation
of the author to write this thesis. Limitations and contributions of the work done are included in this section
as well.

describes the background knowledge necessary to understand the problems with PDF and addi-
tionally covers the basics of ML that are needed to comprehend the practical part of this thesis.

Existing research on this topic and the differences to this thesis are mentioned in The work
of Fettaya et al., on which the practical part largely builds on, is also covered in this section.

explains the training and testing of the CNN and the development of the specifically designed

data set, as well as the results of the experiments done.

Finally, wraps up the topic and gives an outlook on future work.

1.2. Research Question

The main goal of this thesis is to train a CNN for PDF malware detection and to assess if this method
is capable of detecting threats that do not include malware, like attacks on the integrity of a document.
Furthermore it is evaluated, if the training process can be improved, by modifying the training samples, to

identify such attacks reliably and put them into a separate class that is neither benign nor malware.
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1.3. Limitations

This thesis has some limitations. Firstly, only one CNN architecture design is tested and evaluated against
the data sets used, which is mainly due to the fact, that solely open-source solutions are considered.

Additionally, the data sets used to train the CNN are mostly based on data that dates back a few years and
since malware evolves continually it is unclear how the results transfer to malware of today. Although the
self developed data set was created with a lot of effort in terms of randomization of the attack, only form
fields are implemented in the attack, which could lead to a bias of the classifier against documents with form

fields.

1.4. Contribution

The main contribution of this work is a way to reliably classify PDF files into three different categories:
benign, malicious and suspicious and the source code to recreate the results or use it for further research is
freely available.

Furthermore a specially designed, publicly available data set to train a NN to detect a specific attack that

targets the integrity of PDF documents is included.







2. Prerequisits

This chapter covers the technical background and the details of the PDF as well as potential weaknesses and
attack vectors of the file format. Furthermore, basic concepts of ML and NN are explained. Additionally,

this part of the thesis describes the ways of detecting malware in PDF files.

2.1. The Portable File Format

Developed in 1992 by Adobe co-founder Dr. John Warnock, PDF is one of the most used and widespread
file formats across the globe today and an open standard, maintained by the International Organization for
Standardization (ISO) [5]. It has become the de-facto standard concerning the distribution of printable
documents. According to [6] it is the second most popular file-format found on the web. PDF is used by
companies for the transfer of documents, as well as by researchers to write papers and articles, or by students
for their homework.

This section aims to help understand the structure of PDF, as well as the strengths and weaknesses of this

file format.

2.1.1. PDF File Structure

The ISO 32000 [8] family of ISO standards defines the core specification of PDFs. A PDF file consists of
objects and is constructed of four parts: header, body, cross-reference table and trailer. shows the

initial structure of a PDF.

Header

The header contains the version number of the PDF specification [8]. shows an example of the
PDF header.
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Header

Body

Crossreference table

Trailer

Figure 2.1.: The basic structure [7]] of a PDF consists of a header section, the body where all visible content

Body

is stored, the cross-reference table, and the trailer section.

The body section holds all the objects [8]] and data of the document. This is the data that is shown to the

user. Objects can be labelled to enable other objects to refer to them. Labelled objects are called indirect

objects and each of them has a unique object identifier.

In total, eight different types of objects are supported by a PDF file:

Boolean objects represent the logical values of true and false.

Numeric objects contain the subtypes of integer and real. Integer objects represent mathematical
integers, while object of type real represent mathematical real numbers.

Arrays are one-dimensional collections of objects. Contrary to many programming languages, PDF
arrays can be heterogeneous, so it can contain any combination of numbers, strings, dictionaries or
any other objects, including other arrays or it can also zero elements.

String objects consist of a series of zero or more bytes and are stored in a more compact way than
integer objects. String objects can either be written as literal strings or as hexadecimal strings. Addi-
tionally, every string object gets encrypted, if the encryption function is used on the file.

Dictionary objects contain parts of objects, their entries. Each entry consists of a key, which is a
name, and a value, which can be any kind of object, even other dictionaries.

Name objects are atomic symbols that are uniquely defined by a sequence of any characters (8-bit

values) except null.




2. Prerequisits

* Stream objects are sequences of bytes of unlimited length. Objects that are likely to be of large
amounts of data, like images, are represented as streams.

* The Null object has a type and value that are unequal to those of any other object.

I kd@lab:~$ xxd sample.pdf | head -n 1
2 00000000: 2550 4446 2d31 2e37 0dOa 25b5 b5b5 b50d

— SPDF-1.7..%.....

Listing 3: The "xxd" command shows a hexadecimal dump of the file and the "2550 ... b50d" corresponds
to the ASCII characters of "PDF-1.7" which is the actual header [8] content. This document uses
PDF version 1.7 and the dots following the version number are non-printable ASCII characters. T
The % sign indicates a comment in the PDF standard and the example demonstrates that the first

two lines are comments, which is true for all PDF documents.

Cross-Reference Table

Information and pointers to all objects in a PDF file can be found in the cross-reference table [§]. This
allows for random access to indirect objects in the file, therefore not the whole file has to be searched to

locate a specific object. shows an example of a cross-reference table.

Trailer

The location of the cross-reference table [§], the root object (see and of certain special objects
within the body of the file are stored in the trailer. PDF reading software start rendering a file from the

bottom of the file, which is the trailer. shows an example of a trailer section.

2.1.2. Important Features of PDF

PDF offers a vast amount of features [§]. Besides well-known advantages, like the possibility to open PDF
files on almost any device, independent of the Operating System (OS), or a good file compression algorithm
and the possibility to encrypt a file or set a password, there are less-known features that are relevant to

understand in this work.
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xref

0 2437

0000000266 65535 £
0000000017 00000 n
0000000171 00000 n
0000000757 00000 n
0000001074 00000 n
0000001647 00000 n
0000001700 00000 n
0000012071 00000 n
0000012124 00000 n
0000025911 00000 n

Listing 4:

Example of a Cross-Reference-Table [§]], inspected by opening the file with a standard text ed-
itor. The second line only containing two numbers ("0 2437") marks a subsection, where "0"
corresponds to the object number and "2437" to the number of objects in this subsection. Each
following 20 bytes long line represents one object, where the first 10 bytes are the object’s offset
from the start of the file to the beginning of the object. This is followed by a blank space and the

generation number of the object, as well as another blank space and either the letters "f" or "n",

indicating if an object is free or in use.
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trailer

<</Size 351/Root 276 0 R/Info 274 0 R
/ID[<2E73E198E8119EC575764BBOF1356027><E67AC8FCCE140348AA880F36,
—~ DE64CB25>]

/Prev 377973>>

startxref

0

o\°

SEOF

Listing 5:

Example of a PDF Trailer [[8], inspected by opening the file with a standard text editor. The
"trailer" string specifies the start of the trailer section, followed by a dictionary (in between the
"« "and "»" signs) that accepts key-value pairs and stores the contents of the trailer section. /Size
specifies the number of entries in the cross-reference table, this case 351. This is followed by
/Root, which marks the reference for the document catalog object. /Info describes the reference
object of the information dictionary. /ID is an array of two string that build a file identifier.

Startxref specifies the offset from the beginning of the file to the cross-reference table and the

trailer end with the end-of-file tag "EOF".
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Incremental Updates

PDF is designed to allow incremental updates [8]. When a file is updated, instead of rewriting the entire file,
changes shall be appended to the end of the file, leaving its original contents intact. This is especially useful
when changes to large documents are made, because saving takes less time.

Due to these incremental updates, a PDF file can have more than one body section, as well as multiple

cross-reference sections and trailers, as demonstrates.

Header
Original body
Original cross-reference section

Original Trailer
Body update 1
cross-reference section 1

Updated trailer 1

Body update n

cross-reference section n
Updated trailer n

Figure 2.2.: The figure shows, that after the original body, cross-reference and trailer sections, new sec-

tions [EI] are added to the file structure.

Interactive Features

PDF features that allow a user to interact with a document [8] using a mouse and/or keyboard are called
interactive features. These features include:
* Preference settings to control the way a document is presented
* Interactive forms, or "AcroForms" - a collection of fields for gathering information interactively from
a user.
* Actions to perform when triggered. This can be something like launching an application, or playing a
sound.
* Digital signatures to authenticate the identity of a user and the validity of the contents of a document.

* Annotations for adding text notes, sounds, movies or other ancillary information.

10
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 Other features like measurement properties or navigation facilities.

Multimedia Features

The PDF file format allows the embedding [§]] and playing of multimedia content, such as images, sounds,
movies, a slideshow, or 3D artwork. This feature comes along with a lot of capabilities. For example,
document authors may control play-time requirements, such as which player software should be used to
play a given media object. Media objects can be played in different ways, like in a floating windows or in a

specific region of a page.

2.1.3. PDF Document Structure

In general, a PDF document is a hierarchy of objects [8]] that are contained in the body section of a PDF file.
The document’s catalog (see dictionary is at the root of the hierarchy. This section explains

the most important elements of this structure. [Fig. 2.3]illustrates the structure of the object hierarchy.

11
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Content
stream
Page Thurmbnail
image
Page Annotations
tree
Page “as
COutline
Entry
Qutline
hierarchy
Outline
Entry
Drascument catalog —— 1
Thread Bead
Article
threads - ]
Bead
Thread p—— . s s
Mamed
destinations
Interactive
farm

Figure 2.3.: The document catalog splits into five main branches, the page tree, article threads, named
destinations, interactive forms and the outline hierarchy. The page stree has two types of nodes,
page tree nodes and page objects. Other important branches are the article threads branch and
the ourtline hierarchy branch, which contains all the outline items that make up a visible, inter-

active structure for a user.

12
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Document Catalog

The Root entry in the trailer of a PDF file points to the catalog dictionary [8]], which is the root of a doc-
ument’s hierarchy. References to other objects defining the document’s contents, outline, article threads,
named destinations and other attributes are stored in the catalog. Furthermore it contains additional infor-
mation about how the document shall be displayed on the screen, like if some other page than the first one

shall be displayed when the document is opened.

Page Tree

The page tree [8]] defines the ordering of pages in a document. This structure enables conforming document
reading software to quickly open a document containing thousands of pages, using only limited memory.
The tree consists of two types of nodes: page tree nodes, which are intermediate nodes, and page objects,
which are leaf nodes. Each page object is a dictionary specifying the attributes of a single page of the

document.

Article threads

This is an array that contains thread dictionaries. An article [8] is a sequence of physically discontiguous
but logically related items, for example a news story that begins on the first page of a newsletter and then
runs over onto one or more nonconsecutive interior pages. The article thread defines the sequential flow of

an article. This enables a PDF viewer to present the text boxes of an article for easier reading.

Outline hierarchy

Outlines [8]], sometimes called bookmarks, allow a user to navigate interactively from one part of the doc-
ument to another. The outline hierarchy is tree-structured and consists of all outline items and serves as
a visual table of contents to display the structure of a document. A user may interactively open and close
individual items by clicking them with the mouse and when an item is opened, the immediate children of
that item in the hierarchy become visible on the screen. While in most cases an outline item points to a
specific destination in a document, other targets [9]] like a Uniform Resource Identifier (URI), to direct the

reader to a web address associated with the document, can be used.

13
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2.2. PDF Malware

The word "malware" is a combination of "malicious" and "software" and that perfectly fits, as malware is
exactly that. Unwanted software that can intentionally cause harm to a system, or fulfill other malicious
acts, like stealing credentials, propagate itself, or grant unnoticed access to the infected system. Attacks
carried out with the help of PDF files date back to 2001, when a virus named Peachy misused features of
PDF to execute malicious VBScript. [[10]

From 2010 to 2014 malicious PDF files represented the most dangerous infection vector in the wild, only to
be then replaced by Office-based malware.

The complexity of the PDF file format enables attackers to use various approaches to conceal code injection
or other attack strategies.

Furthermore, the possibility to modify the structure of the PDF file format, by for example injecting benign
or malicious material in various portions of the file, make it an attractive choice for malware writers, es-
pecially because those characteristics make PDF files particularly interesting in environments where ML is
used to detect malware, since it takes less efforts for attackers to create samples that bypass the ML algo-
rithm. [[11]

The most common attack vectors are briefly explained in the following paragraphs.

2.2.1. Phishing

Phishing is one of the oldest and still most common attack vectors [12]] regarding PDF files. PDF documents
are still perceived as safe and harmless by the majority of people, therefore it is viable to place a Uniform
Resource Locator (URL), pointing to a malicious website, maybe containing a form where the user should
enter some credentials, or where a malware is placed, in a PDF document and distribute that file. Since PDF
documents are binary or a mixture of binary and ASCII texts, it is harder to detect the phishing attempt,
compared to plain text based phishing attacks.

The main advantages of phishing using PDF documents is, that it does not rely on any existing vulnerabilities
in the application used to view the document, as well as the minimal know-how needed to launch such an
attack.

Furthermore this method can be used to either target as many people as possible, or for spear phishing
attacks, where the goal is to get a high value target to fall victim to the phishing attempt, usually with

specially crafted, unique PDF document.

14
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2.2.2. JS Based Attacks

PDF allows the embedding of JS code [8]] which is often used for forms in documents or other legitimate

use cases like 3D rendering or dynamic content. Furthermore JS code may also reside in other files [10] on

a local machine, or even be retrieved from remote locations with features like /URI or /GoTo.

However, attackers make use of this feature to trigger specific vulnerabilities, such as buffer overflows [13]

in PDF viewer applications, such as Adobe Acrobat Reader or Foxit Reader. Most exploits make use of

malicious JS code and since 2008 more than 25 critical Common Vulnerabilities and Exposures (CVE) ID{I

regarding JS-based vulnerabilities have been recorded in the wild.

According to Corona et al., JS-based malware [14] is typically characterized by three actions:

Decoding - Since malicious code is often obfuscated, a decoding routine has to extract the exploit
code and store it within objects. shows an example of a JS-based attack in the wild.
Fingerprinting - Depending on the environment the exploit may adapt its behavior. This is done to
decrease the chance of detection and to focus only on environments that are actually vulnerable to the
exploit used.

Execution - If the fingerprint prerequisites are met, the exploit is finally executed. It may rely on
one or multiple vulnerabilities and different exploitation techniques to successfully jeopardize a PDF

viewer and do further damage, like taking control of the whole OS.

2.2.3. Other Exploitable Features

In their paper PDF Malware Detection based on Stacking Learning Issakhani et al. identify other common

PDF features [|15]] that can be utilized in various ways to deliver an attack. Among those features are:

Header Obfuscation - Malicious PDF files tend to have obfuscated and/or malformed headers [16]].
Metadata - Attackers often hide parts of the shell code in the metadata section [17] of a PDF file,
which normally contains information about the file, like its creation date.

Streams - Binary data, like image files are stored in stream objects [18]]. Attackers use such objects
to hide malicious JS.

Object Streams - Objects can be placed in a stream [[19]]. Objects containing malicious code can be
wrapped in such a stream to conceal them.

Encoding Filters - To reduce the size or protect sensitive contents of PDF streams, encoding or

compression filters are used [20]. This technique is often used by attackers to hide malicious content.

"https://cve.mitre.org
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1 var pr = null ;

2 var fnc = 'ev';

3 var sum = '';

4 app. doc syncAnnotScan () ;

5 if ( app plugIns length !'= 0) {

6 var num = 1;

7 pr = app. doc getAnnots ({ nPage 0}) ;

8 sum = pr[ num ]. subject ;

9 }

10 var buf = "";

1 if ( app pluglns length > 3) {

12 fnc += 'a';

13 var arr = sum. split (/ =/) ;

14 for ( var i = 1; i < arr. length ; i++) {

15 buf += String fromCharCode ("Ox"+ arr [1]) ;

16 }

17 fnc += '1";

18 }

19 if ( app pluglns length >= 2) { app [fnc 1( buf ); }
Listing 6: Example of a malicious JS decoding routine [14]. First, the encoded exploit is loaded via the

app.doc.getAnnots() method. Afterwards, the exploit is decoded through the String.split and
string.fromCharCode methods and stored within the buf variable. Finally, the exploit is executed
through the app [’eval’ J(buf) instruction, because, if the PDF viewer has two or more plugins (if

app.pluglns.length >=2, the variable fnc is equal to ’eval’ at the end of the computation).
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* Action Class - This class has elements that operate on specific events, like clicking or dragging, which
can be subverted to execute malware [15]].

* OpenAction/AA Object Type - This is a sub group of Action and enables a script to get executed 2]
once a file is opened. This feature is often used in combination with the execution of JS code.

* Embedded Files - Since it is possible to embed [8] different file formats to a PDF, attackers can use
this opportunity to attach malicious files, like executables.

* RichMedia - The [§] file format allow to embed media files and flash objects inside them [21]], a
feature than can be used to attach malign media.

* PDF Obfuscation - Specific obfuscation forms [|15], like a different representation of strings, for
example hexadecimal encoding, inside the PDF are supported by the file format. This feature is used
by attackers to evade signature-based detection by AV.

In 2019 Mladenov et al. discovered, that the cryptographic protection of digitally signed [3|] PDF documents
can be bypassed. This attack worked with at least 21 different PDF viewers and six online validation
services. Although this specific vulnerability has since been patched by the affected vendors, Mainka et
al. followed up with an attack [22] that allows to alter the content of a digitally signed document without
invalidating the signature. At least 16 PDF viewers were vulnerable to that attack at the time of discovery,
and by December 2020 there were still six unpatched PDF applications.

Since digitally signed PDFs are used for the exchange of sensitive and important information, like contracts
or invoices, this breach of integrity and authenticity is alarming.

Miiller et al. analyzed the PDF standards and identified dangerous paths [10], which are legitimate features
that can be exploited for various malicious actions. Miiller et al. categorized those attacks into four classes:

* Denial of Service (DoS) attacks affecting the host that processes the document

* Information disclosure attacks where personal data out of the victim’s computer is leaked

» Data manipulation on the victim’s system

* Code execution on the victim’s machine.

In total more than 200 different attack vectors were identified and 26 PDF viewers that are vulnerable to at

least one attack. Furthermore the research of [10] resulted in more than ten CVEs.

2.3. PDF Malware Detection

Over the years numerous attempts have been made to reliably detect malicious PDF files. There are various

ways of analyzing malware [[12]], ranging from static analysis to ML-based attempts or a combination of
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multiple techniques. A basic overview of the existing techniques and the idea behind them is given in this

section.

2.3.1. Static Analysis

Static analysis is the task of doing a complete code analysis [4] and it is very often the first step when it
comes to the evaluation of a suspicious file. Often, heuristic-based rules are applied on the content of a file to
find potentially malicious action. A very basic approach is to search for keywords, for example JavaScript.
Since it is not necessary to open or run a suspicious file to do a static analysis, this method is risk-free, but
can be very time-consuming if done manually, especially when the code is obfuscated.

This step can be done by a human security analyst with the help of tools, in the case of PDF for example the
PDF—Toolﬂ or automatically by a static analyzer software, like [[23[]. A major advantage of static analysis is

the low cost in computation and, if done automatically, it is considerably faster than dynamic analysis [[11]].

2.3.2. Signature-based Detection

This is the most common and basic method [4] used by AV vendors to identify malicious files and falls
into the category of static analysis. A security analyst manually inspects a suspicious file and extracts one
or more patterns from the byte code, the so called signatures, and store them in a database. When a new,
unknown file is analyzed, the code segments of that file are checked for matches in the database, and if a
match occurs, the file is marked as malicious.

A major downside [12] of this method is, that malware authors continually improve, obfuscate or mutate the
malicious code and evade the signature-based detection method. Furthermore, when zero-day vulnerabili-

tieﬂ occur, this technique is not robust.

2.3.3. Dynamic Analysis

This detection method describes the approach of behavior-based malware detection [12], using sandbox
technology. The behavior exhibited from a PDF file is monitored in a controlled and safe environment and
a detection decision is made, depending on the behavior observed.

Dynamic analysis monitors all the activity of the suspicious file, like access to hard disk, running processes
or modifications to the registry. In contrast to static analysis [24], this method greatly increases the detection

rate for attacks, as dynamic methods are immune to obfuscation and physical structure falsification. Analysis

nttps://blog.didierstevens.com/programs/pdf-tools/
3Tf no mitigation or patch is available for a vulnerability, it is called a zero-day
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in a sandbox, however, is only effective, if the file analyzed behaves as though it was running in a real
environment. Attackers have already found solutions to detect if the file containing the malware is opened
in a sandbox environment and how to avoid detection. A known anti-sandbox technique is to only exhibit
benign behavior if the file is running in a sandbox environment. Further limitations are known for some
sandbox tools, like only being able to deal with specific attacks. The time it takes to analyze a file, as well
as the computational resources necessary are additional downsides of sandbox environments, which is why

most system rely on static analysis [11].

2.3.4. Machine Learning Based Detection Techniques

Due to the fast growth of threats the work required by handwritten signature-based detection increased
dramatically and therefore ML-based techniques to detect malware in PDF files have been researched and
used more and more in both, academic and industrial environments [4]], [25].

Research has shown that such systems could achieve high detection rates when confronted with obfuscated
attacks that typically evade simple heuristics [14], [26].

The main goal of a ML-based malware detection system is to decide whether a suspicious file is malicious
or benign and they operate by analyzing and classifying information won from the structure or the content

of the input file. Nearly all of those approaches share the same basic architecture, also seen in

Pre-Processing

In this part, the PDF files are parsed [11] and the data essential for detection is isolated. Depending on the
approach of the developers, either specific keywords or metadata selected, or code like JS or Actionscript is
extracted etc.

This phase is crucial, as the success of detection relies heavily on the extracted data. There are two major
types of pre-processing, static and dynamic.

The basic principles explained in are valid here as well, the suspicious PDF file is analyzed
without it, or its contents being executed. Dynamic pre-processing on the other hand makes use of sand-
boxing technologies or other techniques to execute the file or its (JS) content in a safe way, as mentioned in
Section 2.3.3]

Pre-Processing tools can either be written from scratch and tailor-made for the specific implementation, or
a third-party tool is used for this step. Authors of existing ML-based detectors mostly use existing pre-
processing parsers. Each parser analyzes three main elements of a PDF file: the PDF structure, which refers

to all the elements that are not related to embedded code, like direct or indirect objects, metadata etc., the
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JS, which means all the embedded JS code inside the file, and finally embedded files, which refers to the
capability of parsers to extract or inject embedded files.
Every parser has different strengths and weaknesses in the handling of those three elements, sometimes not

supporting one element at all, or only partial, like, for example, only analyzing JS code statically.

Feature Extraction

This component acts on the information extracted during the pre-processing step and converts it to a vector
of numbers. A vector can, for example, represent the presence of a specific keyword or Application Pro-
gramming Interface (API) calls, or occurrences of certain elements in the file. Employed feature types fall
into three categories: structural, JS-based and raw-bytes.

Structural features target the PDF structure and the idea behind it is that malicious files are structurally
different from benign ones. Files that contain malware usually consist of fewer pages or feature specific
keywords more often. [27] is one of the approaches that evolves around this idea and proved to be effective.
Byte-level features, where sequences of bytes taken as n-grams are taken, were used by the first attempts [|28]]
to develop a PDF malware detector, but they were soon deemed unpractical for the problem at hand. JS-
based features are related to the structure of JS code. Most of them concern API calls, information obtained
from code behaviour, or lexical characteristics of the code, like the amount of specific operators in the file.
The idea behind using JS-based features is that certain functions that perform dangerous operations or the

presence of obfuscated code are considered malicious.

Classifier

This is the actual learning algorithm.

In a training phase the parameters are fine-tuned to reduce overﬁttingEI and guarantee the highest flexibility
against polymorphic variants. All PDF malware detectors are trained with supervision, meaning that it is
required to label the training samples (benign or malicious) before the training starts. Depending on which
feature-type for classification is chosen, an appropriate learning algorithm has to be selected. Existing
research has shown that decisions trees have yielded good results and are used most of the time. Prior work
has focused on trying out different combinations of the aforementioned components, for example, using a

specific pre-processing module with a specific learning algorithm or feature extractor.[11]]

*Overfitting [29]] describes the inability of a network to learn effectively. This can be due to many reasons, for example a data set

that is too small, or an overly complex architecture of the network.
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Figure 2.4.: This schematic overview of a learning-based PDF malware detection tool.|[11] demonstrates,
that an input file has to be pre-processed first, for example, unwanted features are thrown away,
or parsing techniques extract the parts wanted for further processing. In a next step, the features
are extracted. This works by converting the information obtained in the previous step to a vector
of numbers, where a vector represents, for example, a specific keyword. Finally, the data is fed

to the classifier, that trains with the data and makes predictions about the input data.

2.4. Machine Learning Background

This section gives an overview of the most important ideas and concepts of ML. First, keywords like Al and

ML are explained and the section then focuses on the basics of CNN and how such a network is trained.

2.4.1. Artificial Intelligence

Many definitions and explanations of Al exist, with one of the most famous one coming from Alan Tur-
ing [30].

To answer the question if a machine could think, Turing suggested a game, called "the imitation game".
Three players take part in the game, one assuming the role of an "interrogator, while the others play a male
and a female. The goal of the interrogator is, to determine which player is the male, and which one is
the female, without being able to see them, just by asking questions. One of the players tries to assist the
interrogator, while the other one has the objective to trick the interrogator into making the wrong decision.
Turing then concludes with the thought, that if a machine can take the place of either the male or female
player, and the results of the games played do not change, it can be assumed that the machine is able to

think.
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2.4.2. Machine Learning

Ever since the invention of computers the question arose, if it was possible to build computer system that
automatically improve with experience. One of the most basic definitions of ML has been phrased by Tom
Mitchell [31]], who described it as a computer program that improves its performance at some task through
experience. Mitchell [31]] followed this up with a more precise definition:* A computer program is said to
learn from experience E with respect to some class of tasks T and performance measure P, if its performance
at task in T, as measured by P, improves with experience E.”

An example would be a program that plays chess and improves its performance, measured in the ability to
win chess games, through experience by playing games against itself. To get a proper learning problem, that
can be solved with ML, the three features, Task T, Performance measure P and Training experience E have

to be identified.

2.4.3. Neural Networks

In 1995 Hassoun described NN [32] as parallel computational models, with varying degrees of complexity,
comprised of densely interconnected adaptive processing units. Furthermore those networks are fine-grained
parallel implementations of nonlinear static or dynamic systems, and one of the key features is the adaptive
nature, allowing the networks to “learn by example”, instead of traditional “programming”.

NN are mainly used for tasks like pattern recognition and to simulate the activity of the human brain. Various
types and architectures [|33], [34] of NN exist, and for the task of malware classification [4]], [15] CNN have
shown promising results. CNN use convolution instead of general matrix multiplication in at least one of

the layers [35].

Basic Concepts

Inspired by the human brain, NN consist of many connected processors, called neurons [36]. The learning
process of NN though, is different from that of humans. Given the task of recognizing hand written digits,
NN learn by being trained on training examples. These examples are fed to the network as input images,
and the output result is then validated. The network develops a system to learn from those examples and
infers rules for recognizing the handwritten digits. The accuracy is improved by increasing the size of the
training data set.

Each input file is encoded by a special layer [|37], the input layer, to get the desired values that can be worked

with by the neurons of the network. The decision of a network on how to classify any given input is based
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on the weights and the bias of each neuron within the network. Weight can be described as the importance
of an input to a neuron in the decision making process, while the bias determines how easy it is to get the
neuron fired (triggered). A neurons output can either be “1”, or “0”, depending on whether the sum of the
inputs multiplied by the weight, added to the bias is higher or lower than 0. Consequentially, a higher bias
means that the neuron is more likely to output a ““1””, whereas a negative bias will rather lead to an output of
“0”.

It is necessary to update the weights and biases of the neurons to make sure that the network actually learns
and evolves. This can be achieved with the help of special learning algorithms that enable an automatic
learning process without the programmer having to interact, ultimately leading to the network being capable
of solving complex problems. If a neuron could only have input and output values of “1” and “0”, changes
to the weights could cause a dramatic change in the output of other neurons, leading to maybe correctly
classifying one example that was misclassified earlier, but now misclassifying a lot of other examples that
were correctly identified earlier. Therefore, so called sigmoid neurons are used for NN, because their input
and output can not only take on binary values, but anything in between and their output can take on different
values too. This way small changes in their weights and biases only cause minimal changes in their output,

making it possible for the network to learn.

A so called loss function [37] is used to monitor and improve the learning process. This function measures
the (in)correctness of the output provided by the network, for example how many images were classified
wrongly. The best case scenario is an outcome of as close to "0" as possible, meaning that almost no error
in classification happened. A high loss on the other hand suggests that the accuracy of the network is low
and adjustments to the weights and bias are necessary. The process of calculating the optimal values for the
weights and bias is called gradient descent.

First, weights are set to a random value and little by little adjusted, usually by lowering their values, hence
descending, until the loss function reaches its minimum. The step size taken in descending is called the
learning rate, and in general is set to a very low amount, as to not miss the minimum with a descent too
large. The process of updating the weights of neurons is called backpropagation.

The errors of neurons [38]] of the hidden layers are calculated by using the error value from the output layer
and then passing them backwards to adjust their weights. This whole process is usually done many times,

known as epochs, and in general, the more epochs a network is trained, the better the accuracy.

23



2. Prerequisits

2.4.4. Convolutional Neural Networks

CNNs have been used primarily in various image classification tasks [39]], but recent research has shown,
that they can be used for malware detection and classification as well.

This section aims to give an understanding of the architecture of a CNN and the way it operates. For ease
of understanding, the architecture of a CNN for the task of image classification is explained. The basic
principles are the same for a malware classifying CNN.

The first layer [37] is always the input layer, consisting of the input neurons, where the encoding of any
given input happens. The encoding needs to happen, because otherwise the next layers can’t use the input.
The number of neurons present in the input layer is determined by the size of the input. For example, a
network designed to classify black and white images with a size of 28 by 28 pixels would have an input
layer consisting of 784 neurons (28x28x1). The last layer is always the output layer, consisting of the output
neurons. There are as many output neurons in this layer as there are target classes, for example two, if
the network needs to classify into the classes of "benign" and "malicious". In between the input and output
layers are so called “hidden” layers, where the neurons in these layers are neither inputs nor outputs. |[Fig. 2.
shows a typical CNN architecture of a CNN Note that there are many different architecture types and the

following layers might not all exist in every CNN:

Convolutional Layer

These layers are the most basic but most important layers [29] in a CNN. They act as filters and a CNN may
contain multiple of these layers. Those filters slide over the layer for the given input data and are used for
feature extraction, for example finding color, edges, gradient orientation etc. of an input image. The neurons
of the network thus learn to fire when those features are detected. To achieve this, a set amount of filters
with a fixed size (kernel size) move across the pixel-matrix of the input image from left to right, line by line,
with a fixed step-size. The first Convolutional layer usually consists of 16 or 32 filters and the convoluted
output of every filter is a matrix. These matrices are then usually fed to a second Convolutional layer with

the same architecture, followed by a (Max)-Pooling layer.

(-Max)-Pooling Layer

A pooling layer [40]] is used to produce a summary statistic of its input and to reduce the spatial dimensions
of the feature map, but without losing important structural information. To achieve this downsampling, a

max pooling layer reports only the strongest values of each input feature while the rest is thrown away. An
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average pooling layer on the contrary passes the average values on to the next layer. Through convolution
and pooling, the size of the input continually shrinks and the amount of filters to recognize high-level signals

rises. After the last Max-Pooling layer, one or more Fully-connected layers follow.

Fully-connected/Dense Layer

These layers [40], [41] are used as the final layers of CNNs for classification tasks. Every neuron is con-
nected to every input and output. To feed the result matrix of the previous Convolutional and Max-Pooling
layers to a Fully-connected/Dense layer, the output has to be flattened first. A fully-connected layer/dense
layer has the task to ultimately classify the input into a corresponding class. Many implementations of

CNNss us the softmax rule for the final decision making.
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Figure 2.5.: The first layer of this sample architecture [42]] is the input layer, where an image is broken
down and only the most important features are passed on to the next layers. This is followed by
multiple Convolutional layers and Pooling layers, where the input is broken down even further
and the neurons are trained to recognize the important features. Finally, the input is flattened
and passed on to a Fully-connected layer, where with the help of the softmax function, which is

used for multi-class classification problems, a prediction is made.

Activation Functions

Activation functions [43]] decide whether a neuron is fired or not. Therefore, it determines the output of a
CNN and influences the accuracy and efficiency. The most common activation functions used in CNN are
explained briefly.

* Sigmoid function The output of this function will always be between 0 and 1. It is not as computa-

tionally efficient as other activation functions and is only useful for binary classification tasks.
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¢ Softmax This activation function is useful for multi-class classification tasks, as the function calcu-
lates the probabilities of each target class across all possible target classes.
* Rectified Linear Unit (ReLU) This is a very fast and computationally efficient activation function

and often used in hidden layers in Deep Learning.

2.4.5. Basics of CNN Training

To understand everything done in a few key terms are briefly explained. ML is usually divided
into supervised [44] and unsupervised learning, with the difference being, that supervised learning requires
human interaction to correctly label the data fed to the CNN, while in unsupervised learning the network
tries to find hidden structures in unlabeled data. Supervised learning is used for classification tasks, meaning
that the CNN has to predict the target class, e.g. "benign" or "malware".

To train a CNN a data set has to be obtained, or crafted manually. A data set consists of files that are used
to train and test the CNN and to achieve high accuracy and confidence in the predictions, the quality and
quantity of the input data set is crucial. The data set is usually divided into two parts, the training data
samples, which are used during training of the CNN and the test samples, that is data that is unknown to the
network prior to testing, which are taken to evaluate the accuracy of the network.

When a CNN is trained, the training data set is divided into so called batches [45]]. The size of these batches
can be fixed or adaptive, and is influenced by various factors, like the hardware that is used. After working
through a batch, the predictions for every sample in the batch are compared to the expected output and the
model is updated to improve accuracy.

Usually a CNN trains for a set amount of rounds, called epochs, where each means working through the
complete training data set. The number of epochs is mostly anywhere in between 5 and 1000, depending on
the model trained and the time available. When the error rate, or loss is at a minimum, training is stopped,

as no more improvement can be expected.
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The topic of PDF malware analysis and detection has been around since the beginning of the 21th century,
when a virus called "Peachy" [2] was first discovered. Although PDF is used worldwide by billions of
people, most research about malware detection has focused on other file formats.

However, over the last decade, with the upcoming of ML, there has been an increase in awareness about the
threats of malicious PDF documents and approaches on how to detect such documents have been developed.
In this section, relevant work that has been done in the field of PDF automated malware detection and evasion

techniques is introduced.

3.1. Automated Malware Detection

Although several toolsﬂ exist to help security analysts manually dissect a PDF file and determine whether
it contains malware or not, manual analysis is time-consuming and not efficient enough considering that
billions of PDF documents [1]] are created every day.

Therefore, automating this process was necessary and approaches have been made in different directions
to solve this problem. Carmony et al. describe three different categories of methods of automated PDF
malware detectors [46], namely signature-based detectors, metadata and structural features based detectors,

and JS based ones.

3.1.1. Signature-Based Detectors

Commercial AV vendors rely heavily on this method to detect malicious PDF files. Shafiq et al. proposed
a detector that uses statistical anomaly using n-grams [28] and managed to achieve a True Positive (TP)
detection rate of more than 80 percent.

In 2013, Lu et al. presented "MPScan" [[47]], a dedicated PDF scanner that can de-obfuscate JS code and then

performs a multilevel analysis on the extracted JS strings to detect malware and successfully detected more

"https://blog.didierstevens.com/programs/pdf-tools/
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than 90 percent of malicious PDF documents. One step of the analysis process of "PDF Scrutinizer” [48]]

relies on static heuristics to determine whether a file is benign or not.

3.1.2. Metadata and Structrual Features-Based Detectors

This detection method focuses on the name objects [49] in a PDF file, and the approaches often incorporate
static analysis tools for pre-processing as well. Maiorca et al. propose a detector that extracts metadata [|50]]
and then utilizes random forests for detection, but it was soon discovered, that this approach failed against
polymorphic attacks.

Furthermore, [26]], [27]], [51]] demonstrate other approaches in this category.

3.1.3. DL-based Approaches

Since the main focus of this thesis lies on PDF malware detection with a CNN, research in this area is men-
tioned in more detail here, although, strictly speaking, these approaches fall under either of the categories
mentioned earlier. Most of the research in the field of malware detection using DL has been done on other
file formats, mainly executable files.

David et al. achieved an accuracy of more than 98% with a NN that automatically generates signatures [|52]]
based on the behavior of an executable file. Malware classification through a CNN has been done with great
success in [[53[]-[55].

Fettaya et al. were the first researchers to specifically target PDF malware detection with a CNN [4]. The
approach used in that paper is the foundation of the practical part of this thesis, as the source code is publicly
available. The first 200kB of a file are used as input vectors and the CNN searches for patterns to do the
classification. Originally, the CNN achieved a detection rate of more than 90% while maintaining a very
low False Positive (FP) rate. Additionally, Fettaya et al. claim that even new, undetected malware can be
classified correctly with a high accuracy. Other approaches targeting PDF malware detection with a CNN

include [15]], [56]. The data set developed by Issakhani et al. is, among others, used in this thesis.

3.2. The Shadow Attack

Mladenov et al. discovered, that digitally signed documents can be altered [3]] after the signature is applied,
without invalidating the signature.
Three different attack variations are demonstrated, with the most powerful, dubbed "Hide and Replace",

being able to change the entire document. Research on the possibility to detect this kind of malicious
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documents with a CNN has, to the best knowledge of the author of this thesis, not been done at the time of
writing.

In the "Hide and Replace" attack, the manipulated PDF document contains a second, different document
with different content. This second document is hidden and after the victim digitally signs the document,
the attackers append a new "Xref table" and "Trailer" section to the file.

Finally, the attackers make the hidden content visible without invalidating the digital signature. [Fig. 3.1

demonstrates how this attack can look like.

Figure 3.1.: The example shows, that the person that digitally signs the document has a different view
of the document. After the digital signature process, the attackers swap the prepared content

without invalidating the digital signature.
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4. Approach

This chapter describes the exact setup of the experiments done, as well as the results. The complete source

code and the selfmade data set are available at the authors githulﬂ repository.

4.1. Training and Testing of the CNN

This section describes everything that is done in order to train and test the NN, covering the lab setup, as

well as the essential parts of the scripts used.

4.1.1. Lab Setup

A Virtual Machine (VM) is used to train the CNN and for all test and validation tasks. Ubuntu is chosen as
the OS for all experiments and due to the limitations of the virtualization software, all ML tasks are done by
the Central Processing Unit (CPU).

shows the specification of the host system and the VM.

System Host System VM

0S Ubuntu 18.04.6 LTS Ubuntu 22.04 LTS

Kernel Linux 4.15.0-175 generic Linux 5.15.0-33-generic

CPU Intel Xeon CPU E5-2630 v4 @ 2.20GHz | Intel Xeon CPU E5-2630 v4 @ 2.20GHz
CPU cores | 40 32

RAM 256 GB 128 GB

Table 4.1.: Lab Setup

"https://github.com/neighbourhoodnerd/saferPDF
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FROM python:3.10.4-buster

WORKDIR /usr/src/app

COPY requirements.txt ./

RUN apt update

RUN apt install libpng-dev libopenblas—-dev freetypex -y

RUN pip install —--no-cache-dir -r requirements.txt

RUN mkdir logs

RUN id

RUN whoami

COPY

ENTRYPOINT [ "python", "./train.py" ]

Listing 7:

The Dockerfile shows that python version 3.10.4 is used and that a few commands are run, like
the installation of the requirements specified in "requirements.txt". Finally the entrypoint is set to

" Jtrain.py", which is the training script.

4.1.2. Preparing the Container Environment

All training and testing is done in a Dockelﬂ container. shows the Dockerfile used and

lists the content of the "requirement.txt" file.

The bash script in[Listing 9]is used to build the container.

4.1.3. Architecture of the CNN

In [4]], Fettaya et al. proposed three different architectures for a CNN. The authors claim, that multiple

convolutional layers in model "C" enable the CNN to create complex signatures from different parts of the

Zhttps://docker.com
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1 |kd@lab:~/DeePdf$ cat requirements.txt
2 |[torch

3 | numpy

4 |pandas

5 |tgdm

6 |[matplotlib

7 |scikit—-learn

Listing 8: The requirements.txt contains all the packages that are needed to train and test the NN.

1 #!/bin/bash

3 sudo docker build -t deepdf

Listing 9: The container is built with the "docker build" command. This command is in a bash script for

ease of use.
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input file and combine them together. Therefore this architecture is chosen for the experiments in this thesis.
The CNN consists of three convolutional layers, each followed by a max-pooling layer and finally a fully-

connected layer and a linear layer.

shows the exact architecture of the CNN, while contains the source code of the model.
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4.1.4. Data Sets

Experiments are done with different data sets. In total, three data sets are used as the basis training and
testing material for the experiments. shows an overview of the data sets used in this thesis.
A CNN is trained for each data set and validated against the same data set. In total, three models are trained:
* Model "Contagio' - This model is trained on the "contagio" data set only.
* Model "Evasive' - This model is trained on the "evasive" data set only.

* Model ""Shadow'' - This model is trained on the selfmade shadow attack data set only.

Data Set Contagio | Evasive | Combined
Benign Samples 9095 9093 9182
Malicious Samples 11102 13101 13212
Shadow Attack Samples | O 0 5983

Table 4.2.: Three different data sets are used in this thesis. "Contagio" data set is a widely used dump of PDF
files, containing more than 11000 malicious samples. The "Evasive" data set is a modification of
the "Contagio" data set, focusing on malware samples that are more likely to be undetected. The
"Combined" data set is a self-made data set that contains more than 5900 samples manipulated

with the "shadow attack".

Contagio Data Set

This data set [57] containing more than 20.000 files is used in most research work regarding PDF malware
detection, as it is freely available and already labelled. Since it is used so often, it allows for comparability
between different approaches and is a main reason why it is considered in this work.

After removing everything without the PDF extension and deduplicating, the data set consists of 9095 benign

and 11102 malicious files.

Evasive Data Set

Issakhani efr al. developed a data set that is based on the contagio data set and samples gathered from
VirusTotaﬂ and made it publicly available [58]. The authors chose samples that tend to evade common

significant features [[15]], thus making them harder to detect.

*https://virustotal.com
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After downloading, deduplicating and preparing the files as training input for the CNN, the data sets consists
of 9093 benign files and 13101 malicious files.

4.1.5. Data Preparation

Prior to feeding the data to the CNN, each file of every data is renamed to the SHA256 hash sum of the
corresponding file. This allows for easy deduplication and greater clarity.

Afterwards a Comma-separted values (CSV) file is created, where each line holds the information about
one file in the data set. The CSV file contains the name of the file, which is the hash sum and the correct
label, which is either "0" for benign, "1" for malicious, or "2" for suspicious and is later used as input for
the training and testing scripts.

Since the the models "contagio" and "evasive" are only able to do binary classification, suspicious files are
labeled as malicious when these models are used for testing.

1sting 10| shows an example of a CSV file.

4.1.6. Training

Every model is trained for a total of ten epochs on the corresponding data set and batch size is set to 128.

displays the total time necessary to train each model.

Training is done with the source code provided by [4]], with slight adjustments to the script being made,

mostly due to outdated packages or to modify the verbose output of the script.

shows how a training is started, while displays an excerpt of a logfile during the

training process.
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1 kd@lab:~/DeePdf$ cat combined_dataset.csv | tail -10

2 28169, ff9bc5eb3edbdfaaeflf42clf0bf3bdf9%cel089f81£878d8e3e44d96
— dd6bc21,2

3 28170, £ffa52£84d6ba3607dd22ddafc2802983d8e650801dc7049dee5e7839b
— 21c3bb5c, 2

4 28171, ffaeba8fdc631509%9ab694870afe921cb0afdddidbafdeaz2fd2dbe3732
—~ 1839%ala,2

5 28172, ffb5895c3fedalb6fffcbl9fab3£f23051£5538¢c6481a62c07c8al0656
— 7c27382,2

6 28173, £f£fc383bb1422ac39fa9d10083£558f5eabf15429£285d5edc28857237 |
— 8867bab, 2

7 28174,£ffe73a2d085£726922948487d140a43be631cf9d95b754ab47492b94 |
— 03c6b37,2

8 28175, ffeb78eb14b589d0a62bbfbc6425ab34571006121a806e703e568cchb
- bc360c2,2

9 28176, ffec7bc022358b0b8elcdacbb6845e2b70fb528838ecaa264981bb5ddc
— 653850b, 2

10 28177,£££641385100b076c0bab6e2eel185458230d67f64e9e33a6943ec70cO
—~ 5ded087,2

1 28178, ff£f87a067ccb94008583£7737224abf1596eacalfaa’739025072a53ee
— cb5a2f56,2

Listing 10: Every line corresponds to one file of the data set. The first number is the index number of that
file, followed by the SHA256 hash value of that file, which is also the name of the file. Finally,
the verdict, which is the label for that file, ends the line. In this case, the verdict for each file is

"2", indicating that those are files containing the shadow attack.
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kd@lab:~/DeePdf$ sudo bash run.sh ModelC training_contagio.csv

— /data —--name model_contagio

Listing 11: The training is started via bash script which does folder mappings to the container and sets the

entry point to the actual training script. The first parameter passed to the script is the base model
that is to be used for training. In this case, verweis auf appendix modelc, "ModelC" is used.
This is followed by the path to the CSV file that contains the information of the data set. The
next argument is the location where the actual PDF samples are stored. The optional parameter

"name" is passed to the script to name the model and log file accordingly.

DEBUG:root:Training id: model_contagio
DEBUG:root:Nb epochs: 10
DEBUG:root:Used device cpu
DEBUG:root:Train Test split is done with contagio mode
DEBUG:root:Train size 12092, Valid size 1621, Test size
— 6484
DEBUG:root:Train df sha256: 2c493008a8d351c9b07005fbdec43517
— 7cad4ed9cc638c0141£8731012a05a3976
DEBUG:root :ModelC (
(embed) : Embedding (257, 16), weights=((257, 16),),
— parameters=4112
(conv_1): Convld(l6, 128, kernel_size=(16,),
- stride=(16,)), weights=((128, 16, 16), (128,)),
— parameters=32896
(pooling) : MaxPoolld(kernel size=4, stride=4, padding=0,
— dilation=1l, ceil_mode=False), weights=(), parameters=0
(batch_norml) : BatchNormld (128, eps=1le-05, momentum=0.1,

— affine=True, track_running_stats=True),

— weights=((128,), (128,)), parameters=256
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20

21

22

23

24

25

26

27

28

29

(conv_2): Conv1ld (128, 128, kerne

— stride=(16,)), weights=((128

< parameters=262272

(relu2): RelLU(), weights=(), par

(pooling2) : MaxPoolld(kernel_siz

— dilation=1, ceil_mode=False)

(batch_norm2) : BatchNormld (128,

— affine=True, track_running_s

~ weights=((128,), (128,)),

Pra

(conv_3): Conv1ld (128, 128, kerne

— stride=(2,)), weights=((128,
— parameters=65664
(relu3): RelLU(),

weights=(), par

(pooling3) : MaxPoolld(kernel_siz
— padding=0, dilation=1,
— parameters=0

(fc_1l): Linear (in_features=128,
— Dbias=True), weights=((128, 1
— parameters=16512
(batch_norm3) : BatchNormld (128,
— affine=True, track_running_s

—~ weights=((128,), (128,)),

Pra

ceil mode=False),

1l _size=(1l6,),

, 128, 16), (128,)),
ameters=0

e=4, stride=4, padding=0,
, weights=(), parameters=0
eps=1le-05, momentum=0.1,

tats=True),

rameters=256

1 _size=(4,),
128, 4), (128,)),

ameters=0

e=24, stride=24,

weights=(),

out_features=128,
28), (128,)),
eps=1le-05, momentum=0.1,

tats=True),

rameters=256

(fc_2): Linear (in_features=128, out_features=1,
— bias=True), weights=((1, 128), (1,)), parameters=129
(sigmoid) : Sigmoid(), weights=(), parameters=0
)
DEBUG:root:step,tr_loss, tr_acc, val_loss, val_acc, time
DEBUG:root:Started timing
DEBUG:root:Step:0 | Loss:0.892018 | Acc:0.2656 | Time:98.76
DEBUG:root:Step:15 | Loss:0.240854 | Acc:0.9260 | Time:6.64
DEBUG:root:Step:30 | Loss:0.120697 | Acc:0.9641 | Time:6.93
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30

31

Listing 12: The logfile output shows, that the epochs are set to 10 and that the CPU is used. The data set is
then split into a training set, a validation set and a test set. The training set is used to train the
CNN, and one epoch lasts as long as it takes to feed all samples in the training data set to the
network. After each epoch, the accuracy of the model is validated with a validation data set, and
finally, after the set number of epochs reached, the model is evaluated with the test training set.
Before the actual training starts, the output shows the exact architecture of the model. Finally,
the progress during the training can be seen, as every 15 steps the current accuracy and loss value

are written to the file.

4.1.7. Tool for Validation and Testing

Although the source code of [4]] includes validation of the accuracy within the training process, a separate
script is written to be able to manually feed files to predict to the model and to add additional functionality.
The features of the self-developed tool include:

* Feed any number of labelled files to the classifier

* Multi-Class classification if the model allows it

* Transformation of the input data to the necessary format

* Construction of a data set out of labelled PDF files

* Randomization of test and validation data

* Results and Statistics in a logfile

4.1.8. Validation of Training Accuracy

To validate the accuracy, each model is tasked with classifying 1000 random samples of the corresponding
data set. The script then returns the values for TP, FP, True Negative (TN) and False Negative (FN), as well

as the total amounts of predicted files. This process is repeated ten times for every trained model.

4.2. The Shadow Attack

Mainka et al. demonstrated, that it is possible to craft PDF documents [22] that can be changed after being

digitally signed. A more detailed explanation of this exploit technique is given in|Section 4.2
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The authors developed three different attacks, with "Hide and Replace" being considered the strongest
method. This method is used in this thesis and it is evaluated if a CNN can be trained to detect docu-
ments that are manipulated this way. To achieve this, a data set has to be created first and the network is
trained on those samples. Afterwards, the validation process explained and used in[Section 4.1.8]is executed.
shows an example of a document prepared with the shadow attack and demonstrates, that

the manipulated file is not considered harmful by any AV.

4.2.1. Creation of Data Set

As, to the best of the authors knowledge, no comprehensive data set of "shadowed" documents is available,
a new one is created. First, the source code of the original attack [59] is adjusted to create more than five
thousand modified PDF documents. For a greater variety in the data set, the "base" files of the attack are
benign files of the contagio data set. Every chosen benign file is modified to contain hidden content of
random size, while displaying other, harmless random content. A script to automatically repeat this process
is used and more than 5900 shadowed PDF files are created. These newly created files are combined with

the "evasive" data set and form a combined data set.

4.2.2. Testing Models against Data Set

To check if the models trained on the "contagio" and "evasive" data sets already detect the shadow attack
with a satisfying accuracy, the process explained in[Section 4.1.8]is executed. As those networks are trained
for binary classification only, all malicious "shadow" files are put into the class "malicious". shows
the outcome of the test, indicating that the CNN is not able to reliably classify PDF documents manipulated
with this kind of attack as malicious. The "Contagio" model has a detection rate of less than one percent,
while the "Evasive" model correctly identifies about two thirds of the files as malicious, hinting that the

improved data set that this model was trained on has similarities with the shadow attack.

4.2.3. Adaption of the Architecture and Re-Training the CNN

As the shadow attack is not malware per definition, further outlined by the fact that not a single AV product
flags manipulated files as malicious (see[Fig. 4.3)), the CNN is trained to distinguish between three different
categories: Benign, Malware and Suspicious. The latter category is used for PDF files that have potentially
been tempered with like in the shadow attack, by hiding elements or certain content. The architecture of the

CNN has to be adapted to achieve this. The loss and activation functions are changed to enable multi-class

42



4. Approach

MR LTSS, 1 WHE EEE S EEIOUE TASIAE G U LIRS L U LT G | 2 S S L
are others. | recently received a large mumber of rejecis of online applications wherein
the examiners asked to comfirm that the claimed works had not been previously published

-

mow registered. At firs | was astonished that [ would be asked this—isn't it clear after all
on the application form. However, [ compared the old Form T where ane clearty
answers these questions to the online form where it is not so clear. Same with filing the
jpablished version of a previously registered unpublished work, this was on the Foma TX
bt it s mot o the online application.

Figure 4.2.: An extra page is inserted into a benign PDF file. This extra site contains form fields including
random text, in this case "mine" and "conducts”. This is how the victim will see the document.
After the document is digitally signed and returned to the attacker, the hidden content is made

visible.

classification. shows the complete, modified code of the architecture of the multi-classification

model.
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:;: No security vendors and no sandboxes flagged this file as malicious

247403392a7aca2a347cbi0alcb18id26bedBe19b201caf922bcd2051d9de359a 100.46 KB
shadowed 10.pdf

acroform  pdf
Community

* Scome N
DETECTION DETAILS BEHAVIOR COMMUNITY

Security Vendors' Analysis
Acronis (Static ML) () Undetected Ad-Aware
AhnLab-V3 () Undetected ALYac
Arcabit () Undetected Avast
Avira (no cloud) () Undetected Baidu
BitDefender () Undetected BitDefenderTheta
Bkav Pro (/) Undetected ClamAV
CMC () Undstected Comodo
Cylance () Undetected Cynet

Figure 4.3.: A manipulated document created for the data set (Section 4.2.1)) is uploaded to VirusTotal and

scanned by 58 AV products. The file is not detected as malicious by a single vendor.

Model Name Contagio | Evasive
Accuracy in % | 0,82 68,04
FPin % 0 0
FNin % 99,13 31,96

Table 4.3.: Models "Contagio" and "Evasive" are tested with 1000 PDF documents that are all modified
with the shadow attack. All files are labeled as malicious, which is why there can not be any FP
results. The test is repeated ten times for both models and the average values are shown in the

table.

While loss stagnates during training after about three epochs, training accuracy keeps improving slightly,
which could be due to the change of the loss function. Training this model takes significantly longer,

potentially caused by the larger data set and the change in architecture. After training is completed, the

CNN is validated the same way described in[Section 4.1.8]
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4.3. Results

This section contains all the results of the tests done in this thesis.

Model Name Contagio | Evasive | Shadow
Epochs Trained 10 10 10
Batch Size 128 128 128
Total Training Time (minutes) 161 177 320
Accuracy on Contagio Data Set - in % 99,76 99,87 99,36
FP rate on Contagio Data Set - in % 0,02 0,05 0,47
FN rate on Contagio Data Set - in % 0,22 0,08 0,17
Accuracy on Evasive Data Set - in % 96,17 99,56 99,34
FP rate on Evasive Data Set - in % 0,02 0,06 0,36
FN rate on Evasive Data Set - in % 3,81 0,38 0,30
Accuracy on Combined Data Set - in % | 81,67 94,77 97,86
FP rate on Combined Data Set - in % 0,00 0,05 0,49
FN rate on Combined Data Set - in % 18,33 5,18 1,65

Table 4.4.: Results of Validation Tests

Table 4.4| shows, that the "Shadow" model that has the ability to classify into three different categories
performs best on the "Combined" data set. This model has a significantly lower FN rate on the "Combined"
data set than the other two models trained, which is due to being trained on this data set, thus obviously
having learned to identify files manipulated with the shadow attack. Interestingly, model "Shadow" even
outperforms model "Contagio” on the "Contagio" data set in terms of FN, indicating that this model is
oversensitive to malicious files.

This is further highlighted by the fact, that model "Shadow" has a higher FP rate across all data sets.

The results clearly show, that the data set developed in this thesis leads to a significant improvement in the
prediction accuracy when a model is faced with files that have been manipulated with the "shadow attack".
The model trained on the "Combined" data set managed to achieve and overall accuracy of more than 97%
on this data set, manily due to the fact that the other models can not detect the "shadow attack” properly, as
highlighted in[Table 4.3] Therefore it is safe to assume that the quality of the data set is of great significance
when it comes to training a NN that is used for malware prediction and that a model can be trained to detect

a specific attack.
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This final chapter concludes the thesis and outlines future work.

PDF malware is a real threat and a potential point of entry for attackers. The liberties this file format grants
can be used to insert malware into a PDF document or to launch other, hidden forms of attacks, like shadow
attacks.

As billions of PDF documents are created each day, it is impossible for security analysts to find every ma-
licious document before it is spread in the world wide web. Furthermore, many AV products use signature-
based detection techniques that are useless when faced with unknown threats and many companies can’t
afford or implement other detection technologies, like a commercial sandboxing system. Therefore re-
searchers have turned to ML and make of DL to automatically detect malware.

This thesis has shown that CNN can be trained to not only detect classic PDF malware, but to also identify
suspicious files that have been modified with the shadow attack. This attempt could prove fruitful in the

fight against PDF malware and aid in the protection of billions of users.

5.1. Future Work

Al and especially the research field of ML offer huge potential in the fight against malware. This thesis
merely scratched the surface and focused on PDF documents only.

Extending the scope to other file formats and different attack vectors is of great importance for future work.

5.1.1. Build a Web-Based PDF Classifier

An idea to build on this work is to build a web-based PDF classifier that people can use to upload files and
let the classifier predict whether the file is benign, malware or suspicious. By implementing a feedback
functionality, the classifier could be updated and retrained based on the feedback.

This could help especially small companies or private users to be safer when dealing with potentially dan-

gerous files.
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5.1.2. Analyzing the Impact of Adversarial Attacks

Adversarial attacks [7], [60] are a major problem for NN used for classification tasks. To build a robust PDF

malware detection system, the effects of adversarial examples need to be evaluated.
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A.1. Appendix: Model Architecture of Model "Contagio"

1 |import torch.nn as nn
2 |import torch

3 |import numpy as np

5 | INPUT_LENGTH = 1024%x200

¢ | INPUT_HEIGHT 257

s |def compute_output_size (input_length, window, stride):

9 return int ((input_length - window)/stride)+1

1n|class ModelC (nn.Module) :
12 def _ _init_ (self, input_height=INPUT_HEIGHT,

— input_length=INPUT_LENGTH) :

13 super () .__init__ ()

14 embedding_size = 16

15 self.embed = nn.Embedding (input_height, embedding_size)
16 self.conv_1l = nn.Convld(embedding_size, 128, 16,

17 self.pooling = nn.MaxPoolld(4)

18 output_size = compute_output_size (input_length,

19 self.batch_norml = nn.BatchNormld(128)

20 self.conv_2 = nn.Conv1ld(128, 128, 16, 16)

21 self.relu2 = nn.RelLU()

2 self.pooling2 = nn.MaxPoolld(4)
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def

output_size = compute_output_size (output_size, 16, 16)
self.batch_norm2 = nn.BatchNormld(128)

self.conv_3 = nn.Conv1d (128, 128, 4, 2)

self.relu3 = nn.RelLU()

output_size = compute_output_size (output_size, 4, 2)
self.pooling3 = nn.MaxPoolld (output_size)

self.fc_1 = nn.Linear(128,128)

self.batch_norm3 = nn.BatchNormld(128)

#self.dropout = nn.Dropout (.25)

self.fc_2 = nn.Linear (128,1)

self.sigmoid = nn.Sigmoid/()

forward(self, x) :

x = gself.embed (x)
x = torch.transpose(x, 1, 2)
x = self.pooling(nn.functional.relu(self.conv_1(x)))

x = self.batch_norml (x)

x = self.pooling2 (nn.functional.relu(self.conv_2(x)))
x = self.batch _norm2 (x)

x = nn.functional.relu(self.conv_3 (X))

x = self.pooling3 (x)

X = x.view(-1,128)
x = nn.functional.relu(self.fc_1(x))
x = self.batch_norm3 (x)

#x = self.dropout (x)

self.fc_2(x)

b
Il

X self.sigmoid (x)

return x

// 4

Listing 13: Architecture of Model "Contagio"

50




A. Appendix

A.2. Appendix: Model Architecture of Model "Shadow"

1 |import torch.nn as nn

2 |import torch

3 |import numpy as np

s | INPUT_LENGTH 1024x200

257

6 | INPUT_HEIGHT

g8 |def compute_output_size (input_length, window, stride):

9 return int ((input_length - window) /stride)+1

n|class ModelC (nn.Module) :
12 def _ _init_ (self, input_height=INPUT_HEIGHT,

— input_length=INPUT_LENGTH) :

13 super () .__init__ ()

14 embedding_size = 16

15 self.embed = nn.Embedding (input_height, embedding_size)

16 self.conv_1l = nn.Convld(embedding_size, 128, 16, 16)

17 self.pooling = nn.MaxPoolld(4)

18 output_size = compute_output_size (input_length, 16, 16) // 4
19 self.batch_norml = nn.BatchNormld(128)

20 self.conv_2 = nn.Conv1ld(128, 128, 16, 16)

21 self.relu?2 = nn.RelLU()

2 self.pooling2 = nn.MaxPoolld (4)

3 output_size = compute_output_size (output_size, 16, 16) // 4
24 self.batch norm2 = nn.BatchNormld (128)

25 self.conv_3 = nn.Conv1d (128, 128, 4, 2)

26 self.relu3 = nn.RelU()

27 output_size = compute_output_size (output_size, 4, 2)

28 self.pooling3 = nn.MaxPoolld (output_size)

29 self.fc_1 = nn.Linear (128,128)
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30 self.batch_norm3 = nn.BatchNormld(128)
31 self.dropout = nn.Dropout (.25)

32 self.fc_2 = nn.Linear (128, 3)

33 self.softmax = nn.Softmax(dim = 1)

34

35 def forward(self, x):

36 x = self.embed(x)

37 x = torch.transpose(x, 1, 2)

38 x = self.pooling(nn.functional.relu(self.conv_1(x)))
39 x = self.batch_norml (x)

40 x = self.pooling2 (nn.functional.relu(self.conv_2 (x)))
41 x = self.batch norm?2 (x)

2 x = nn.functional.relu(self.conv_3 (X))
4 x = self.pooling3(x)

44 X = x.view(-1,128)

45 x = nn.functional.relu(self.fc_1(x))
46 x = self.batch_norm3 (x)

47 x = self.dropout (x)

48 x = self.fc_2 (x)

49 x = self.softmax (x)

50 return x

Listing 14: Architecture of Model "Shadow". The difference is the use of "Dropout" as well as the "Softmax"

function, which is necessary for multi-class classification.
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