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Abstract

Reinforcement learning (RL) has made significant progress in solving complex tasks across various
domains, yet ensuring the safety and reliability of RL agents remains a critical challenge. This thesis
focuses on avoiding negative side effects (NSEs) in RL, a key aspect of Al safety that seeks to prevent
agents from causing unintended harm while pursuing their goals. A systematic literature review was
conducted to explore existing methodologies aimed at mitigating NSEs, with a particular emphasis on
approaches such as reward regularization, impact regularization, inverse reinforcement learning, and
model-based penalty prediction. The review reveales a strong reliance on assumptions such as fully
observable states and known dynamics, which limit the applicability of current safety mechanisms in
real-world, partially observable environments. The thesis also identifies gaps in the literature, including
the need for more robust methods to handle non-Markovian side effects, better integration of real-time
human feedback, and the development of standardized safety benchmarks. Addressing these gaps is
crucial for advancing the safe deployment of RL agents in real-world scenarios, where complexity and
unpredictability pose significant challenges.
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1 Introduction

Over the past few years, Reinforcement Learning (RL) has demonstrated remarkable proficiency across
a spectrum of tasks. Reinforcement learning showcased its capability to solve complex problems,
from outperforming human teams in Dota2 [1] to defeating the world champion in Go [2], [3], to even
achieving superhuman mastery in Atari games, chess, shogi, and Go with a single agent [4]. This
concept even was extended to environments that are inherently stochastic, partially observed, or so
large and complex that they appear stochastic to a finite agent [5]. Considering this advances in Atrtificial
Intelligence (Al) research, RL has consistently pushed the boundaries of Al achievement.

Despite these impressive strides, the rapid advancement of machine learning and Al has prompted an
intensified attention and research interest regarding its societal implications [6], [7]. These challenges
revolve around the concept of Al alignment or the Al control problem, which addresses fundamental
questions regarding how Al systems should be constructed to ensure their objectives align with human
values, thereby mitigating potential harm [8], [9]. This encompasses the challenge of Al capability,
aiming to constrain Al systems to prevent them from causing harm or gaining excessive control [10].

Reinforcement Learning, being a key player in Al development, also faces the imperative of ensuring
safety in its systems. Scholars have theorized that highly intelligent agents may exhibit tendencies to
pursue resources and power to fulfill their goals [10]-[12]. In a thought experiment, Marvin Lee Minsky,
a renowned Al researcher and co-founder of the MIT Computer Science and Atrtificial Intelligence Lab-
oratory'"), even envisioned a scenario where an agent, tasked with proving the Riemann hypothesis,
could rationally exploit the entire Earth and its inhabitants as computational resources to achieve its
task [13].

Despite ongoing efforts, numerous challenges persist in designing safe Al systems and reinforcement
learning is no exception. Amodei et al. delineated concrete problems in Al safety [6], highlighting the
necessity for RL agents to address issues related to unintended and harmful behavior arising from
design flaws. Raji and Dobbe revisited these safety properties through an additional analysis on the
impact on society [7], further emphasizing the need on agents being able to mitigate this problems
when deployed in real world scenarios. The concrete problems of Al safety in the field of reinforcement
learning can be split up into five main pillars highlighting the need to ensure safety across different
areas covering varying aspects of agents [6], [7]:

M https://www.csail.mit.edu/
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e Avoiding Negative Side Effects: Ensuring that agents act without inadvertently causing harm,
such as a robot unintentionally damaging property while completing tasks.

e Avoiding Reward Hacking: Preventing agents from exploiting reward mechanisms to achieve
goals through unintended means, for instance, by manipulating their perception of success.

e Scalable Oversight: Facilitating intelligent decision-making in situations where information is
limited, requiring agents to discern appropriate actions even with incomplete knowledge.

e Safe Exploration: Enabling agents to explore new strategies without risking adverse conse-
quences or without endangering itself or its surroundings.

e Robustness to Distributional Shift: Ensuring that agents can adapt and perform reliably even
when faced with environmental variations between training and deployment settings.

Addressing these challenges is essential for advancing the capabilities of RL agents while maintaining
safety and reliability to ensure robust behavior. This thesis focuses on the first main pillar with avoiding
negative side effects. While this term is often used interchangeably with the other safety problems,
it is important to highlight that this Al safety problem indeed spans its own research area to ensure,
agents do not cause harm while completing their tasks.

1.1 Research Questions

The goal of this thesis is to conduct a systematic literature review in the field of avoiding negative side
effects in reinforcement learning. We will capture the methodologies and assumptions taken when
creating safe agents in past research endeavors, take a systematic look on challenges and limitations
associated, and highlight the gaps in the literature. The complete research question can therefore be
stated as follows:

“What approaches have been taken in previous studies to ensure that reinforcement learn-
ing agents avoid negative side effects while completing their tasks?”

To further emphasize on how this field can be advanced in future work, we additionally define following
research question to highlight the gaps in the literature:

“What areas within the domain of avoiding negative side effects in reinforcement learning
require further exploration?”

To ensure a systematic and comprehensive approach to the literature review, the Preferred Reporting
Items for Systematic Reviews and Meta-Analyses (PRISMA) framework [14] was adopted as a guiding
principle. PRISMA provides a structured methodology for conducting systematic reviews, enhancing
transparency and reproducibility in the research process.
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1.2 Related Work

Reinforcement Learning (RL) systems have made significant strides in recent years, demonstrating
remarkable proficiency across a spectrum of tasks while also mitigating undesired behavior to some
extent. However, ensuring the safety and reliability of these systems remains paramount, particularly
in mitigating negative side effects (NSEs) that may arise during planning and execution. While vari-
ous approaches have been proposed to address these challenges, evaluating the safety properties of
intelligent agents in RL environments is critical for ensuring their responsible deployment.

Leike et al. [15] introduced a suite of environments designed to test various safety properties, including
safe interruptibility, avoidance of side effects, reward gaming, and robustness to self-modification and
adversaries. They evaluated the performance of Advantage Actor-Critic (A2C) [16] and Rainbow [17],
two deep reinforcement learning agents, on these environments and found that they were unable to
satisfactorily solve them, highlighting the importance of addressing safety concerns in Al systems.

Building on this work, Wainwright et al. [18] presented SafelLife, a publicly available reinforcement
learning environment specifically designed to test the safety of agents. Safelife features complex,
dynamic levels with opportunities for unsafe behavior, and agents are evaluated based on their ability
to maximize rewards while minimizing side effects. Despite achieving high performance in terms of
reward maximization, agents trained on SafeLife often exhibit unsafe behavior, underscoring the need
for further research into ensuring the safety of Al systems.

Amodei et al. [6] identified several concrete problems in Al safety, such as reward misspecification,
unsafe exploration, and negative side effects. The authors emphasized the importance of value align-
ment and safe exploration in preventing agents from causing harm, even when following seemingly
correct objectives. Their framework for Al safety has influenced many subsequent research directions
aimed at improving the safety and robustness of RL systems. Raji et al. [7] revisited these problems by
examining real-world case studies and highlighting that socio-technical factors, such as over-reliance
on automation and stakeholder engagement, play critical roles in Al safety failures. They argue that a
purely technical approach may not suffice and propose a more comprehensive socio-technical framing
for understanding Al safety in real-world deployments.

Saisubramanian et al. [19] focused specifically on avoiding negative side effects in RL systems that
arise from incomplete knowledge of the environment. They present a detailed taxonomy of nega-
tive side effects, including factors such as severity, reversibility, and observability, and discuss various
strategies to mitigate these effects. Their work highlights the challenges that arise when agents operate
in open-world settings where full knowledge of the environment cannot be guaranteed. They further
emphasize the importance of model imprecision and propose strategies like model updates and con-
strained optimization to handle the unexpected outcomes of agent actions in uncertain environments.
Turner [20] introduced a formal framework for side effect regularization, presenting it as a delayed spec-
ification assistance game. Their framework models the RL agent’s objective as a partially observable
Markov decision process (POMDP) where the true objective is revealed at a later time step, requiring
the agent to balance maximizing a proxy reward with preserving its future ability to achieve a range of
plausible objectives. Turner [20] empirically demonstrated the effectiveness of this framework in grid-
world environments, showing that it captures many aspects of side effect minimization and serves as a
formal method to reason about side effect regularization.

3
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Finally, Griffin et al. [21] explored the use of distance-impact penalties to mitigate negative side effects
in RL by penalizing agents based on their ultimate impact on the environment. Griffin et al. proposed
that the penalty depends solely on the final state of the environment after the agent has completed
its task, rewarding agents that reverse or minimize the impact of their actions. This approach proved
effective across a variety of grid-world environments, helping agents avoid irreversible changes while
still accomplishing their goals. The use of distance-impact penalties offers a scalable and general so-
lution that is compatible with model-free RL algorithms, with demonstrated effectiveness in generating
low-impact behavior.

While there is no concrete consensus on how to evaluate the safety properties of agents or what
aspects environments should consider, related work has focused on building environment suites for
evaluating safe behavior as well as formalizing the problems associated with negative side-effects.
However, gaps and areas for further research remain.



2 Methodology

To ensure a systematic and comprehensive approach to the literature review, the Preferred Reporting
Items for Systematic Reviews and Meta-Analyses (PRISMA) framework [14] was adopted as a guiding
principle. PRISMA provides a structured methodology for conducting systematic reviews, enhancing
transparency and reproducibility in the research process.

Identification of studies via databases and registers

'
(=
-3 Records identified from: Records removed before screening:
§ o Databases* (n = 1399) ) e Duplicate records removed (n =44)
".E o  Workshops (n = 447) e Records marked as ineligible by automation tools (n = 0)
g e  Authors (n =331) e Records removed for other reasons** (n = 61)
—
\ 4
'
Records screened »| Records excluded based on defined scoring scheme
(n=2072) (n =2026)
= \ 4
g . Reports not retrieved:
9 Ref)c;rés sought for retrieval » e Blog article with citation entry on Google Scholar (n = 1)
g (n = 46) e Papers under review, which were rejected (n = 1)
\ 4
Report d for eligibilit Reports excluded:
eBc:‘ 45 assessed for eligibliity - > e  Preprints, where peer-reviewed conference paper was
(n=44) retrieved (n = 4)
—
\4
'
< Studies included in review
g (n=40)
=
2 Reports of included studies
= (n =40)
—

Figure 2.1: PRISMA 2020 flow diagram [14] including the identification of studies via databases and registers.
* Google Scholar returned a server error when exporting more than 1000 entries, resulting in the most
1000 relevant results identified from this database
** ACM Digital Library did not have an export feature, therefore search results known to be discarded
in a future step were removed
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2.1 Eligibility Criteria

Topic-wise Papers within the field of Safe RL that discuss the avoidance of unintended, negative
side-effects due to reward specification in RL. This also includes papers about the agent alignment
problem or human preferences (in the context of side-effect avoidance).

Time-wise Papers published between the years 2019 and 2023 were considered for the systematic
literature review.

Language-wise Only papers published in English were considered.

Publication-wise Only peer-reviewed papers of conferences, journals and theses were considered.
Furthermore, we included ArXiV preprints of authors, that have other peer-reviewed papers in the field
or have an affiliation with Google Deepmind or OpenAl.

Scoring Searched records got scored by four reviewers in the field of Safe RL with values ranging
from 0 to 2:

e 0: Record is not relevant for the literature review
e 1: Record is relevant in form of discussing the higher level topic or applies a topic-wise approach

e 2: Unique, new approach or updated approach in the topic-wise field

Only records with a combined score of at least 50% (4) or higher get sought for retrieval.

Grouping The search was performed on August 218!, 2023.

2.2 Search Criteria

Search terms The following case-insensitive search term was used for retrieving the records for re-
view:

"reinforcement learning" AND
(
"avoiding side effects" OR
"negative side effects" OR
"undesired side effects" OR
"unintended side effects"
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Databases Following well-known databases in the field of Al and Machine Learning were used to
perform the search:

e Google Scholar("

e ACM Digital Library®

e Scopus®®

e SpringerLink®
Workshops In addition, well known workshops of the major conferences (CORE-RANKING A and

above) in the topic-wise field were searched:

e SafeAl at AAAI 2019-2023

AlSafety at IJCAI 2019-2023

Safety Machine Learning at ICLR 2019

Security and Safety in ML Systems at ICLR 2021

Safe and Robust Control of Uncertain Systems at NeurlPS 2021

ML Safety at NeurlPS 2022

Authors To further enhance topic-wise results, papers of well-known authors in the field were searched
in addition:

Alexander Matt Turner

Anca Dragan

Dylan Hadfield-Menell

Rohin Shah

Sandhya Saisubramian

Viktoria Krakovna

https://scholar.google.com/
https://dl.acm.org/
https://www.scopus.com/home.uri

=TT R =

ECAC
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2.3 Search Strategy
We followed a 3-fold search strategy to retrieve relevant studies:

1. All records listed in defined Databases using the specified Search terms were retrieved.

2. The second step includes all records published at relevant Workshops at a major conference with
a CORE-RANKING of A and above that match the specified Topic-wise eligibility criteria.

3. To finalize the list of records for screening, we included all papers of the most relevant Authors in
the field of Safe RL, again matching the specified Topic-wise eligibility criteria.

Identification of studies Figure 2.1 shows the PRISMA 2020 flow diagram [14] resulting in 2177
records identified from databases, workshops and authors matching the defined Eligibility Criteria. 105
records (44 duplicates and 61 for other reasons as described in figure 2.1) where removed before
screening, resulting in 46 reports sought for retrieval, that matched our Scoring criteria with a combined
score of at least 50% (score 4) or higher.

Two reports, including a blog article with a matching entry on Google Scholar as well as a rejected
paper under review, were not retrieved.

We furthermore excluded 4 preprints, where the matching peer-reviewed conference paper was in the
results sought for retrieval, resulting in 40 studies with corresponding reports included in the systematic
literature review.



3 Background

The background of this thesis describes Reinforcement Learning (RL), a sub-field of Machine Learning

(ML) [16], where an environment and an agent form a cyclic relationship with each other.
state reward action
SI R, Ar

R,
S.. | Environment ]4—

\

A A

Figure 3.1: Interaction between the Agent and the Environment in Reinforcement Learning [16].

Figure 3.1 shows the cyclic relationship, where the agent observes a state of the environment S; at
time step t € Ny and is tasked to take an action A; based on this state. This action transitions
the environment into the next state S;;; and the agent receives a reward R;;; C R, a signal how
good or bad this action was, before a new cycle begins. Multiple interaction cycles form a trajectory
So, Ag, R1, 51, A1, Ra, 52, Ao, R3, ... and the goal of the agent is to interact with the environment in such
a way, that it maximizes its reward.

3.1 Markov Decision Process

A Markov Decision Process (MDP) [22], [23] forms the mathematical setting for modeling decision
making. A tuple M = (S, A, R, p, x,~) is defined as MDP, if

e Sis a set of states denoted state space,

e A s a set of actions denoted action space,

R c R is the a set of rewards,

p is a transition probability function or inner dynamics function with
p:SXRxSxA—10,1] (s',r|s,a) = P(Sty1 = 8, Rip1 = 7|St = s, Ay = a),

X : S — [0,1] is a initial state distribution,

~ € [0, 1] is a discount factor, and

the process adheres to the Markov Property

P(Si41 = 5", Rip1 = 7|Sy = 54, Ay = ay, ..., So = s0, Ao = ap)

= ’P(Sprl = Sl,RtJrl = 7“|St = St,At = at) .

9



3 Background

An MDP can be defined deterministicp: S x R x S x A — {0,1} (and is also often denoted with T') or
stochastic. Furthermore, the cyclic interaction between agent and environment can run indefinitely or
a finite number of steps, where St defines the terminal state.

The literature distinguishes between three different definitions of the reward function R, where

1. R(s) : S — R makes the reward of the agent only dependent of the current state s,
2. R(st,a¢) : S x A~ R considers the current state s; when choosing action a;, and

3. R(st,at,s141) 1 S x A x S — R defines the reward, when the agent takes action a, in state s, and
transitions into the following state s 1.
Throughout this thesis, we consider

e uppercase variables such as S;, A;, and R, as random variables at time step ¢,
e lowercase variables such as sy, s/, s;, s, ... as specific elements of their corresponding space,
e the tuple M = (S, A, R, T) as deterministic and finite Markov Decision Process,

e and R(sy, at, st+1) : S x A x S — R as definition of the reward function

unless denoted otherwise.

3.1.1 Partially Observable Markov Decision Process

A Partially Observable Markov Decision Process (POMDP) [24] is an extension of a Markov Decision
Process (MDP) where the agent does not have full visibility of the underlying state. Instead, it must
make decisions based on a belief or observation about the state, leading to a more complex decision-
making problem.

An POMDRP is defined by the tuple M = (S, A,0O,R,p, Z, x,~,C,d), where

e S A R,p, Y, are the components of an standard MDP,
e (O is a set of observations the agent can make about a state, and

e 7 :SxAw—|0,1]is the observation function, which defines the probability of receiving a particular
observation o given the agent is in state s and takes action a.

Since the agent cannot observe the state directly, it maintains a belief state b(s), which is a probability
distribution over all possible states s € S. This belief state represents the agent’s estimate of being in
a particular state, given its past actions and observations. The belief state b; is updated at each time
step based on the previous belief state, the action taken, and the observation received, using Bayes’

rule , ,
bey1(s) = Z(s',a,0) Zsesp(s |s,a)bi(s)
" P(olb, a)
where P(o|b;, a) is a normalizing constant ensuring the belief is a valid probability distribution.

(3.1)

In an POMDP, the agent seeks to maximize its expected cumulative reward, based on its belief about
the underlying state

‘](7‘-) = E|:Z’YtR<St,At)‘7T,bO (32)
t=0
where 7 is the agent’s policy, which maps belief states to actions.

10



3 Background

3.1.2 Constrained Markov Decision Process

A Constrained Markov Decision Process (CMDP) [25] is an extension of a Markov Decision Process
that incorporates additional constraints into the decision-making framework. The goal in a CMDP is to
optimize an objective function (typically the expected cumulative reward) while also satisfying certain
constraints that limit the allowable actions based on other criteria, such as resource usage or risk.
Formally, an CMDP is defined as tuple M = (S, A, R, p, x,,C,d), where

e S A R,p, Y,y are the components of an non-constrained MDP,

e C:Sx A RFisa set of cost functions that define additional criteria (e.g., safety, energy usage)
to be considered during decision making,

e d c R¥ represents a set of constraints or thresholds on the cumulative costs.

In an CMDP, the agent seeks to maximize the expected cumulative reward

J(m) = E[Z V' R(St, Atﬂ (3:3)
t=0
subject to constraints on the expected cumulative cost functions
E{Zthi(St,At)} <d;, Vie{l,2,..,k} (3.4)
t=0

where 7 denotes the policy of the agent, and 7 indexes the cost functions.

The difference between a standard MDP and a CMDP is that the CMDP imposes these additional
constraints on the agent’s behavior, restricting the set of feasible policies to those that satisfy the cost
bounds while still attempting to maximize the original reward function. Solving a CMDP generally
involves balancing between optimizing the reward and adhering to the constraints.

3.1.3 Factored Markov Decision Process

A Factored Markov Decision Process (FMDP) [26] is a Markov Decision Process, where the state
and action spaces are described using a factored representation. This allows the MDP to be more
compactly represented and efficiently solved in cases where the state and action spaces are large but
can be decomposed into smaller, interacting components.

An FMDP is defined as tuple M = (X, A, R, p, x,,C, d), where

o X ={X;,Xy,...,X,} is a set of state variables. Each state variable X; takes values from a finite
domain, and the full state space S is the Cartesian product of the domains of all state variables,
i.e., S = X1 x X9 x...xX,,

o A={A,As,..,A,} is aset of action variables, representing actions that can affect the system’s
state,

e R: S x A+ Risthe reward function, often represented in a factored form using local reward
functions on subsets of state and action variables,

11



3 Background

e p:SxAxS — [0,1] is the transition probability function, which describes the probability of
transitioning from one state to another given an action. In an FMDP, this function is factored into
smaller, local conditional probability distributions,

e y: S —[0,1] is a initial state distribution,
e ~ € [0, 1] is a discount factor, as in standard MDPs.

In an FMDP, both the state and transition functions are decomposed. The transition dynamics are rep-
resented using Dynamic Bayesian Networks (DBNs) [27], where the probability of each state variable
X, attime step t + 1 depends on a subset of the state variables and action variables at time step ¢. This
factored representation drastically reduces the complexity of modeling and computation.

For instance, the transition probability function is factored as

n

p(s'|s,a) = [ p(X{| Pa(Xi), a) (3.5)
=1
where P,(X;) represents the set of parent variables (state and action variables that influence X/) in the
factored model.

3.1.4 Lexicographic Markov Decision Process

A Lexicographic Markov Decision Process (LMDP) is a variant of the standard MDP that involves opti-
mizing multiple reward functions in a lexicographic order, meaning that the agent prioritizes one objec-
tive over others according to a strict ranking or hierarchy. In this framework, the agent seeks to optimize
the most important objective first and only considers the next objective if the primary one is maximized
(or constrained in some way), and so on.

An LMDP can be defined by the tuple M = (S, A, {R!, R%,...R*},p, x,7), Where

e S A, p,x,y are the components of an non-constrained MDP, and

e {R'R? ...R'} is a set of reward functions, where R’ : S x A — R represents the reward function
for the i-th objective.

In a Lexicographic MDP, the reward functions R!, R?, ... R’ are ranked according to priority. The agent’s
objective is to maximize the expected cumulative reward of R! first. Once the policy optimally satisfies
R!, it seeks to maximize R? without reducing the optimality of R', and so on for each R'.

More formally, the agent maximizes the expected cumulative reward for the most important reward
function

Jl(ﬂ') = E[Z’thl(St,At)] (36)
t=0
subject to the optimal policy for R'. It then maximizes the second reward function
) =B YA RS A1) 37)
t=0

while ensuring the cumulative reward for R! remains optimal. This process is repeated for each reward
function in the lexicographic order until all objectives are satisfied according to their priority.
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3.2 Value Methods

In value-based methods [16], the core idea is to learn value functions that help the agent determine
how good it is to be in a certain state or take a certain action. The agent uses these learned values to
derive an optimal policy for decision making.

3.2.1 Policy and Value Functions

Let M = (S, A, R, p, x,7) be an MDP, then a function
m: S x A~ [0,1] (als) — P(A: = a¢|St = st) (3.8)

is called a policy. A policy 7(a|s) is a mapping from states to a distribution over actions, specifying the
probability of taking action « in state s, while 7 (+|s) gives us the probability over all actions in state s.

The goal of an agent is to learn a policy that maximizes the return (sum cumulative, discounted rewards)
G, starting from time step ¢

T
Gy = Rip1 +YRiso + V2 Reys + ... + 7" 'Ry = Z'YkRH—k—H : (3.9)
k=0
The goal in reinforcement learning is often to find an optimal policy denoted 7 that maximizes the
return for all states.

The state-value function V,.(s) for a policy 7 gives the expected return starting from state s and following
policy 7 thereafter. It is defined with

T

Vii:S—=R, s—E; [ZVth-i-k-Q—l
k=0

St = S:| = EW[Gt|St = S] (310)

and quantifies how good it is to be in a particular state when following a given policy.

The action-value function Q.(s,a) represents the expected return of taking action « in state s and
following policy = thereafter. It is defined with

T
Qr: Sx AR, (s,a)—Eq [Z’YthHeﬂ
k=0

St:S,AtICL:| :Eﬂ[Gt’St:S,At:CL] (311)

and is used in many algorithms to assess the value of actions and choose the optimal one.

The advantage function A, (s,a) measures how much better an action a is compared to the expected
actions under policy =. It is defined as the difference between the action-value function and state-value
function

Ar i SXxA—=R, (s,a)— Q" (s,a) —V7(s) (3.12)

and helps in distinguishing whether a particular action is better than the average action in the given
state.

13
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Furthermore, there is a relationship between V. and Q.., where one can be derived from the othder.
The state-value function V,; can be derived from @, and 7

Va(s) = > 7(als)Qx(s, a) (3.13)

acA

and the action-value function @Q,i can be derived from V. and p(s', r|s, a)

Qr(s,a) = Z Zp(s',r|s,a)[r + Ve(s')] . (3.14)

s'eSreR

The value functions with respect to the optimal policy 7« are called optimal state-value function V*(s)
and optimal action-value function Q*(s, a).

With respect to an action-value function @, a policy

1 if a = argmax Q. (s, d)
m(als) := a’ (3.15)

0 otherwise

is defined as greedy policy, and

1—e+ g if a = argmax Qr(s,a)
m(als) := a/ (3.16)

TA] otherwise
is defined as e-greedy policy.
Throughout this thesis, we refer to these policies as e-greedy policies if Q) is clear from the context.

e-greedy policies help the agent to explore the environment, where it chooses a random action « derived
from the e-greedy policy with a probability of e > 0 to gain further insights about unknown states. By
exploitation on the other hand, the agent chooses the greedy action to get the most expected reward
by exploiting the current action-value estimates. However, being greedy might not actually get the
most expected reward and can lead to sub-optimal behavior during the learning process. Therefore
it is advisable to switch from an explorative to a greedy policy if the agent’s action-value function is
approaching the optimal action value function Q,(s,a) ~ Q*(s,a) to refrain from exploratory moves,
when e.g. the agent goes live in a production setting.

To now help the agent to converge to an optimal policy, we use the process of generalized policy
iteration [16] as shown in Figure 3.2, that combines two processes iteratively:

1. Policy Evaluation: In the policy evaluation phase, the agent estimates the value function for the
current policy 7. This involves calculating either the state-value function V. (s) or the action-value
function Q (s, a), which represent the expected return for states or state-action pairs, respectively.
The goal is to determine how good the current policy is in terms of expected future rewards.

2. Policy Improvement: Once the value function is evaluated, the agent uses this information to
improve the policy by making it greedy. This leads to an improved policy =’ based on the updated
value function.

14
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evaluation
Vs g
1 Vv
7~ greedy(V)
improvement Vi, T
T < > Vs

Figure 3.2: Generalized policy iteration for estimating V' (s)* and m(a|s)* [16].

Generalized policy iteration is guaranteed to converge to the optimal policy 7*, because policy eval-
uation provides a better estimate of the value function for the current policy, and policy improvement
ensures that each new policy is at least as good as the previous one (non-decreasing performance). As
the process iterates, the policy becomes closer to the optimal policy, and the value function converges
to the optimal value function V*(s) or Q*(s, a).
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3.2.2 Tabular Methods

Tabular methods are used when the state-action space is small enough that the agent can store the
values for all possible state-action pairs in a table. These methods directly update the estimated value
of each state-action pair based on interactions with the environment.

SARSA

SARSA (State-Action-Reward-State-Action) is a Temporal-Difference Learning method [28] with the
basic principle of using already learned estimates of state or state-action values in the process of
updating other corresponding estimates. SARSA learns the action-value function Q(s,a) by updating
the current policy based on the action the agent actually takes, rather than the the best possible action.
The update rule is defined as

Q(st,at) < Q(seyar) + a[Reyr +v Q(se + Lyar + 1) — Q(s¢, ar)] (3.17)

where « is a parameter called step size, that allows to control the influence of the update. This makes
SARSA sensitive to the exploration strategy (on-policy) since the next action is determined by the
current policy.

Q-learning

Q-learning [29] is an off-policy TD algorithm that updates the action-value function based on the max-
imum possible future reward, independent of the agent’s policy. This means the can learn the optimal
policy even while exploring suboptimal actions. The update rule is defined as

Q(st;ar) « Q(se,ar) + o[ Rep1 + max Q(si41,a") — Q(st, a)] (3.18)

and uses the greedy action max Q(s:+1,a’) to learn the optimal policy.

N-step Bootstraping

N-step bootstrapping methods [16] extend SARSA and Q-learning by considering multiple steps of
rewards and updating the Q-values based on the next n-steps. This introduces a balance between
Monte Carlo methods (which use full episodes) and one-step TD methods [28]. The n-step update rule
is defined with

n—1

Q(st,at) — Q(s¢,a¢) + ZVthJrkH + 9" Q(St4ns at4n) — Q(5¢,at) (3.19)
k=0

and allows the agent to incorporate longer-term planning while maintaining computational feasibility.
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3.2.3 Approximate Methods

In environments with large or continuous state-action spaces, tabular methods are impractical due to
memory and computation constraints. Approximate methods use function approximations (often neural
networks) to estimate value functions and learn policies.

Deep Q-Networks

Deep Q-Networks (DQNs) [30] use a neural network to approximate the action-value function. Instead
of storing Q-values in a table, the network generalizes across states to estimate the Q-values. The goal
is to find a parameterized Q-function which approximates the optimal action-value function Q(s, a; 6;) ~
Q*(s,a), where 0; is a vector of the neural network’s parameters (weights and biases) at iteration .
However, training neural networks has an i.i.d. assumption on the training data (independent and
identically distributed) and while state-action tuples sampled by interacting with the environment can
be considered as identically distributed, observations/states from the same episode are very likely to
be correlated (and therefore not independent). Furthermore, the network might circulate, which moves
it in the exact opposite direction as the previous step.

To counteract dependent state-action pairs from the same episode, Mnih et al. [30] use state-action
pairs from different episodes by letting the agent play a number of episodes and storing all state tran-
sitions (state, action, next state, reward) in a replay buffer. For the learning process, we then can
simply pick random elements from the buffer for a single batch, to make the training data independent
(enough).

To keep the network from circulating, the authors use two networks, one for acting and one for predict-
ing. Therefore the neural network is copied and the acting network learns continuously by interacting
with the environment, while the prediction network is freezed and updated after x (hyperparameter)
updates.

The squared TD-error is used to calculate the loss to update the network’s parameters

Ll(el) = IEs,va(-) |:(yz - Q(S, a; 01))2 (320)
where -
yi = Egoe [r + 7 max Q(s',a';0;,1) (3.21)
is the TD target of Q-learning.
VLZ(QZ) = Il“--ﬂs,awp();S’NE |:( + max Q(Sla a/; 91’*1) - Q(& a; 91))V92Q(5a a; 91) (322)

calculates the gradient and the parameters are updated with

01 =10; — a(r + 7 max Q(s',d';0;-1) — Q(s, a; 9i)>vgiQ(S, a; 0;) (3.23)
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Double DQNs

Double DQNSs [31] mitigate the overestimation bias in DQNs (and standard Q-learning) by substituting
the max-operator of TD target max Q(s, a’; §) with the argmax-operator, which yields the same result

max Q(s,a’;0) = Q(s,argmax Q(s,d’;0); 9) ) (3.24)
This however, introduces a selection of overestimated actions, because the outer Q-function which
evaluates the best action, is the same Q-function which selects the best action Q(s,d’;0) = Q(s,d’; ).
To remedy this problem, the authors split up the evaluation and the selection in two separate functions
(networks) Q(s,d’;0") # Q(s,a’;6) and update the TD target with

yi = Egrc |7+ Q(s, argmax Q(s,a;0): ¢/) (3.25)
where one network 6 evaluates the best action, and the other network 8’ selects the best action.

Prioritized Replay Buffer DQNs

In standard DQN [30], experience replay samples past transitions uniformly. Prioritized Replay Buffer
DQNs [32] improves this by sampling transitions with higher temporal difference (TD) error more fre-
quently. This allows to weight the experiences by "how surprising" they were when they were first
learned and replay "surprising" experiences more often. The probability of sampling a transition from
the Prioritized Replay Buffer is proportional to its TD error

P(i) x |6:]* (3.26)

where ¢; is the TD error and w controls the prioritization. However, estimating the expected value
with stochastic updates relies on the updates correlating to the same distribution as its expectation.
Prioritizing these experiences differently introduces a bias, which needs to be corrected. Therefore, w
allows to correct the bias via importance sampling weights by a parameter g with

11\ 1
Wi (N ' P(z)) " max w; (3-27)

where 5 = 1 fully compensates for the bias. Schaul et al. [32] note that small bias at the beginning can
be advantageous and they recommend starting with an initial 5 < 1 and let go 5 — 1 over time.
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Noisy DQNs

Noisy networks [33] introduce learnable noise to the Q-networks weights to encourage exploration in a
more controlled manner. Instead of using explorative strategies like e-greedy policies, noisy networks
sample noise for the network weights to drive exploration.

The linear part of a standard neural network layer with p inputs and ¢ outputs is defined with
y=wzx+b (3.28)
where w are the weights and b are the biases with

w € R*P x cRP

(3.29)
beR? yeR?.
The linear part of a noisy network with p inputs and ¢ outputs is defined with
=+ 0z + (u’ + o’ o) (3.30)
where p and o
o’ e RP ¥ eR?
b . (3.31)
o’ e RP 1’ e RY
are learnable parameters, and
eV e RT*P
3.32
e’ e RY ( )

is random gaussian noise.

Dueling DQNs

Dueling DQNs [34] splits the network into two streams, where one estimates the state-value function
V(s) and the other estimates the advantage function A(s, a). The idea behind the dueling architecture
is to improve the efficiency and stability of Q-learning by decoupling the estimation of the state-value
function and the advantage function. In traditional Q-learning, a single network is used to estimate the
Q-value for each state-action pair. However, this can be inefficient in some cases, especially when the
agent is in states where the choice of action doesn’t significantly impact the outcome.

To get the action-value Q(s, a) again, the two streams are combined with
1
Q(s,a) =V(s) + <A<s, a) — ] ZA(S,@')) (3.33)

where ﬁ Y. A(s, d’) is anormalization term to ensure that the advantage function is zero-mean, which
avoids the problem of the Q-value being overly influenced by the advantage function.
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N-step DQNs

Similar to n-step bootstrapping [16] as defined in subsubsection 3.2.2, n-step DQNSs incorporate multi-
step return to update the @Q-value function. This can be seen as a simple extension to vanilla DQNs
[30], where the TD target as defined in Equation 3.21 is updated using the cumulative rewards from
n steps before bootstrapping from the state at step ¢ + k, allowing the model to capture longer-term
dependencies with

IES’NE)
Yi =
Es’wa)

Distributional DQNs

EZ;I Yook for terminal sy
i " (3.34)

Zz;é Vo pg + A" max Q(skr1,0d'; 9,5)] otherwise .
a

Distributional DQNs [35] are an extensions of traditional DQNs [30] that aims to model the full distribu-
tion of possible future rewards, rather than just the expected value. The idea is that for each state-action
pair (s, a) there is not just a single value (expected return), but a range of possible outcomes (distribu-
tion of return), each with different probabilities.

The objective is to learn the distribution of future rewards, denoted as Z(s, a), where
Z(s,a) ) 7' R(Sr, Ay) (3.35)
t=0

is the random variable representing the return from state s after taking action a, considering both
immediate and future rewards.

The key difference to vanilla DQNs is that instead of approximating the expectation E[Z (s, a)] = Q(s, a),
we approximate the entire distribution of Z(s, a) and The TD target is modified to be distributional. Given
a transition (s,a,r,s’), the next state’s distribution Z(s', a’) is used compute the new distribution Z(s, a).
The target distribution is formed by

Z'(s,a) =r+v Z(¢, argimax E[Z(s',d")]) (3.36)

a

where Z'(s,a) is the target distribution for state s and action a, and Z(s', argmax E[Z(s',d')]) is the

distribution of future returns from the best action in the next state s'.
The network is trained to minimize the Wasserstein distance (or similar distance metrics) between the
current distribution Z(s, a) and the target distribution Z’(s, a).

Rainbow DQN

Rainbow DQN [17] is a combination of several improvements to the DQN framework [30], including
Double DQNs [31], Prioritized Replay Buffers [32], Noisy DQNSs [33], Dueling DQNs [34], N-step DQNs
[16], and Distributional DQNSs [35].

Rainbow integrates these methods into a single powerful and efficient reinforcement learning algorithm
for large-scale problems.
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3.3 Direct Policy Methods

In Direct Policy Methods, the goal is to directly optimize the policy = without explicitly estimating the
value function. These methods optimize the policy by maximizing the expected cumulative reward
using gradient-based optimization techniques. Unlike value-based methods, which require calculating
action-value functions, direct policy methods work directly on the policy space.

3.3.1 Policy Gradient

Policy Gradient (PG) [16] methods aim to optimize the policy 7(a|s; #) by adjusting the policy parameters
6 in the direction that increases the expected reward. The idea is to directly compute the gradient of the
expected cumulative reward with respect to the policy parameters and updates the policy accordingly.

The objective is to maximize the expected return

J(0) =E, [Z ~R(Sy, At)] (3.37)
t=0

The policy gradient theorem provides the gradient of this objective
VoJ(0) = E, [Q”(s, )V In7(als; 9)} (3.38)
and this gradient is used to update the policy parameters using gradient ascent
0+ 0+ aVyJ(0) (3.39)

where « is the learning rate

REINFORCE

REINFORCE [16] is classic policy gradient algorithm, where the gradient is computed based on the
total reward obtained from entire episodes (also known as Monte Carlo policy gradient). The gradient
is calculated similar to the policy gradient theorem as describe in Equation 3.38

VoJ(0) =E, [Q”(s, a)Volnn(als; 6)}
(3.40)
=E, [GtVQ In7(als; 0)}

and replaces the action-value function Q™ (s, a) with the return G; sampled from the entire episode.
REINFORCE with baseline A major drawback of the basic REINFORCE algorithm is its high variance
[16]. To reduce this variance, REINFORCE with a baseline introduces a baseline function that subtracts

from the return. This baseline does not introduce bias, as long as it is independent of the action, and
helps stabilize learning by reducing the variance in the policy gradient estimate.

The gradient of REINFORCE with baseline is defined with
VoJ(0) =E;|(Gr — b(s)VgInn(als;0) (3.41)
where b(s) is the baseline function. An often used baseline is the state-value function V7 (s).
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3.3.2 Actor-Critic

Actor-Critic (AC) methods combine both value-based and policy-based approaches. The actor refers
to the policy that is learned to select actions, while the critic refers to the value function that evaluates
how good the current policy is. The Actor-Critic framework consists of two components:

1. Actor: The policy 7(als; 0,.t0r S€lECtS actions, and
2. Critic: The value function V (s; 0..1;c €stimates the expected return of being in state s.

The idea is to replace the full return used in REINFORCE with the 1-step TD error. The update for the
actor is based on the gradient of the expected return J(6,.:.) and is defined with

veactor = aactorve In 71-(at|5t; Hactor)ét (342)

where §; is the TD error. This 1-step TD error is computed by the critic and serves as a signal for both
updating the value function and guiding the actor’s policy update. The TD error is calculated with

0t = re1 + YV (St41; Ocritic) — V(565 Ocritic) (3.43)
and represents the difference between the estimated value of the current state and the value of the
next state, plus the immediate reward.

Advantage Actor-Critic

Advantage Actor-Critic (A2C) [16] is a synchronous variant of the actor-critic method. In A2C, multiple
agents interact with their own copy of the environment in parallel, and the gradients from all agents are
accumulated and applied synchronously to update the policy and value network.

The actor updates the policy parameters using the policy gradient, and the critic helps reduce the
variance of the gradient by providing a better estimate of the value of the state. The update to the
actor’s policy is based on the advantage

VoJ(0) =~ Vglnm(al|s;0)A™(s,a) (3.44)

where A7 (s, a) is the advantage function provided by the critic.

Asynchronous Advantage Actor-Critic

Asynchronous Advantage Actor-Critic (A3C) [36] is similar to A2C [16] but works asynchronously. Mul-
tiple agents interact with different environments in parallel, and each agent updates the global policy
asynchronously without waiting for other agents. This allows the agent to explore different parts of the
state space simultaneously and leads to faster convergence.

The asynchronous updates also reduce the correlation between experiences and stabilize training.
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Trust Region Policy Optimization

Trust Region Policy Optimization (TRPO) [37] is a policy optimization algorithm designed to ensure
more stable updates to the policy by restricting how much the policy can change during each update.
It prevents overly large updates that can cause the policy to degrade.

TRPO solves the following optimization problem

max {Zﬂz(st, at>] (3.45)

st. Dgr(ma,,|lm) <9

where Dy, is the Kullback-Leibler divergence between the old policy and the new policy, and ¢ is the
threshold that limits the magnitude of the update. TRPO guarantees large improvements in perfor-
mance while keeping the policy updates within a trust region to avoid instability.

Proximal Policy Optimization

Proximal Policy Optimization (PPO) [38] is a simpler and more practical variant of TRPO. Instead of
using a complex optimization with constraints, PPO uses a clipped objective function to limit the policy
updates to a safe region.

The PPO objective is defined with
LPPO () = Elmin(r,(6) Ay, clip(r,(6),1 — £,1 + E)At)] (3.46)
where
mo(at|st)
ﬂ—eold(a‘t‘st)
is the probability ration, and ¢ is a small parameter controlling the range of allowed policy changes.

PPO uses this clipping to prevent large deviations from the current policy, ensuring stable updates and
avoiding the need for complex constraints.

() = (3.47)

Soft Actor-Critic

Soft Actor-Critic (SAC) [39] is an off-policy actor-critic algorithm that incorporates an entropy term into
the objective function to encourage exploration. The goal is to maximize both the expected reward and
the policy’s entropy, which leads to more robust exploration.

The objective function for SAC is defined with

J(7) = 3 Blapayn P50, ar) + M (m(:]s1) | (3.48)

where H () is the entropy of the policy, and « is a temperature parameter that balances the trade-off
between reward maximization and exploration. SAC is highly efficient in continuous action spaces and
is one of the most effective methods for stable learning with off-policy data.
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3.4 Inverse Reinforcement Learning

Inverse Reinforcement Learning (IRL) [40] is the process of inferring the reward function R(s,a) that an
expert is implicitly optimizing, based on observing the expert’s behavior. Unlike traditional reinforcement
learning where the reward function is given, in IRL the agent must learn the reward function from
demonstrations and then use this reward to derive the policy.

In IRL, the agent observes a set of expert trajectories 7 = (sg, ao, $1, a1, s2, as, ...) Where each trajectory
consists of states and actions taken by the expert. The goal is to find a reward function R(s,a) that
make the expert policy 7* appear optimal. Formally, the objective of IRL is to maximize the likelihood
of the expert trajectories under the inferred reward function.

3.4.1 Maximum Entropy IRL

A popular approach to IRL is Maximum Entropy IRL (MEIRL) [41], which assumes that the expert’s be-
havior is stochastic and that the expert is maximizing expected reward while maintaining high entropy
(i.e., the policy is probabilistic and not overly deterministic). This approach uses the principle of maxi-
mum entropy [42] to deal with the uncertainty of the expert’s actions, encouraging the learned policy to
remain stochastic and explore different actions.

In MEIRL, the goal is to find a reward function R such that the expert’s behavior is more likely compared
to other possible behaviors. The probability of a trajectory 7 under a policy 7 is modeled as

1 T—1
P(|R) = @ P ( > R(st, at)> (3.49)
t=0

where 3> R(s;, a;) is the total reward for trajectory 7, and

T-1
Z(R) =) exp ( > R(s}, ag)> (3.50)
r! t=0

is the partition function (normalizing constant) that ensures the probability distribution sums to 1. This
encodes the principle that the expert’s trajectories are exponentially more likely under the inferred
reward function.

The MEIRL objective is to maximize the log-likelihood of the observed expert trajectories

max > log P(Teapert|R) - (3.51)

Texpert

This results in a reward function that maximizes the probability of the expert’s demonstrated trajectories
while maintaining maximum entropy over the policy’s actions.
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3.4.2 Maximum Causal Entropy IRL

Maximum Causal Entropy IRL (MCEIRL) [43] is a variant of MEIRL [41] that generalizes the idea to
sequential decision-making problems. Here, the objective is to maximize the causal entropy of the
policy, taking into account the future states and actions. The goal is to find the reward function R that
maximizes the causal entropy of the policy «, ensuring stochasticity in the expert’s future decisions as
well.

The policy 7(s|a) is modeled as
m(als) o exp (Q“(s, a)) (3.52)

where Q7 (s,a) is the action-value function under policy =. The reward function R(s,a) is inferred
to maximize likelihood, ensuring that the observed expert actions are consistent with a high-entropy
optimal policy.
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4 Systematic Literature Review

Based on the PRISMA principle [14], we identified following studies for the systematic literature review:

Study Year Approach
Amodei et al. [6] 2016 | Introduction
Leike et al. [15] 2017 | Deep Reinforcement Learning, Environment
Huang et al. [44] 2018 | Inverse Reinforcement Learning, MDP Solver
Zhang et al. [45] 2018 | Human Feedback, Model-based Penalty Prediction
Frye et al. [46] 2019 | Parenting, Human Feedback
Krakovna et al. [47] 2019 | Impact Regularization, Reward Regularization
Saisubramanian et al. [48] 2019 | Planning with Reduced Models, Model Portfolio
Shah et al. [49] 2019 | Implicit Preference Information, Maximum Causal Entropy IRL
Krakovna et al. [50] 2020 | Impact Regularization, Reward Regularization
Miret et al. [51] 2020 | Impact Regularization, Reward Regularization

Saisubramanian et al. [52] 2020 | Human Feedback, Environment Shaping, Model-based Penalty Prediction
Saisubramanian et al. [53] 2020 | Lexicographic MDP, Human Feedback, Model-based Penalty Prediction

Shah [54] 2020 | Implicit Preference Information, Maximum Causal Entropy IRL, Human Feedback
Turner et al. [55] 2020 | Impact Regularization, Reward Regularization

Turner et al. [56] 2020 | Impact Regularization, Reward Regularization

Wainwright et al. [18] 2020 | Deep Reinforcement Learning, Environment

Waisi [57] 2020 | Tabular Solution Methods

Alizadeh Alamdari et al. [58] | 2021 | Reward Regularization

Burden et al. [59] 2021 | Deep Reinforcement Learning

Klassen et al. [60] 2021 | Symbolic Planning

Lindner et al. [61] 2021 | Impact Regularization, Reward Regularization

Liu et al. [62] 2021 | Model-based Penalty Prediction

Saisubramanian et al. [63] 2021 | Human Feedback, Environment Shaping, Model-based Penalty Prediction
Vamplew et al. [64] 2021 | Impact Regularization, Reward Regularization

Alizadeh Alamdari et al. [65] | 2022 | Reward Regularization

Burden et al. [66] 2022 | Confidence Measures, Model-based Success Prediction

Griffin et al. [21] 2022 | Impact Regularization, Reward Regularization, Theory

Hoang et al. [67] 2022 | Text-based Reinforcement Learning, Environment

Klassen et al. [68] 2022 | Symbolic Planning

Klassen et al. [69] 2022 | Reward Regularization

Ma et al. [70] 2022 | Environment Feedback, Model-based Penalty Prediction

Saisubramanian et al. [19] 2022 | Human Feedback, Environment Shaping, Model-based Penalty Prediction, Survey
Saisubramanian et al. [71] 2022 | Human Feedback, Environment Shaping, Model-based Penalty Prediction

Turner [20] 2022 | Impact Regularization, Reward Regularization, Theory
Turner et al. [72] 2022 | Impact Regularization, Reward Regularization, Theory
Eresheim et al. [73] 2023 | Impact Regularization, Reward Regularization
Klassen et al. [74] 2023 | Reward Regularization

Laidlaw et al. [75] 2023 | Reward Regularization

Low et al. [76] 2023 | Model-based Penalty Prediction

Srivastava et al. [77] 2023 | Model-based Penalty Prediction

Table 4.1: Studies covered in the systematic literature review ordered by year in ascending order.
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4.1 Agents without safety mechanisms

In the field of reinforcement learning (RL), agents typically aim to maximize a reward signal through
interaction with their environment. However, when agents operate without explicit safety mechanisms,
they can exhibit behaviors that lead to unintended or harmful consequences. These negative side ef-
fects can occur because the agents optimize for rewards without regard for safety constraints, making
their actions unpredictable or dangerous in real-world scenarios. The absence of safety mechanisms
is particularly concerning in complex environments, where side effects may not be immediately observ-
able or penalized.

This section explores tabular solution and deep reinforcement learning approaches where agents are
trained without built-in safety mechanisms. It examines the challenges of ensuring safe behavior in
these contexts, as well as the potential trade-offs between performance and safety. We review key
studies that highlight how agents struggle to avoid side effects and how different learning methods
perform in safety-critical environments.

4.1.1 Tabular Solution Methods

Waisi [57] aims to address the challenge of avoiding negative side-effects without explicitly embedding
ad-hoc constraints into the agents’ objective functions, which could limit the generality of the solution.
The study compares the performance agents in two different environments, one with a safety setting
and another with a standard setting. The safety setting involves the agent being unaware of penalties
for causing side effects, while in the standard setting, the agent is directly penalized for such actions.
The environments used for the experiments are a variant of the Sokoban game [15] and the Cliff-walking
environment [16]. The agents are trained using Q-learning [29] and Sarsa [28].

The results indicate that agents trained in the standard setting, where they are aware of penalties for
causing side-effects, perform better and learn more optimal behavior [57]. In contrast, agents in the
safety setting fail to adequately avoid side effects, highlighting the difficulty of achieving safe behavior
without direct penalties for harmful actions. The study shows that integrating penalties into the agent’s
objective function improves safety but may reduce the agent’s performance in other aspects.
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4.1.2 Deep Reinforcement Learning

Leike et al. [15] propose a set of environments to evaluate how well agents adhere to safety constraints
during their operation. These environments, referred to as Al Safety Gridworlds, are designed to il-
lustrate various safety challenges that intelligent agents might encounter, such as safe interruptibility,
avoiding side effects, safe exploration, and robustness to distributional shifts and adversaries.

Each gridworld is a two-dimensional grid where the agent occupies a single cell and can move in four
directions (up, down, left, right). The environments are episodic, meaning that each episode begins with
the environment in a specific state and ends when the agent reaches a goal or after a fixed number of
steps. Furthermore each environment includes a performance function (hidden from the agent) beside
the reward function (observed by the agent) to measure compliance with safety constraints.

The authors conducted experiments with advantage actor critic (A2C) [36] and Rainbow [17], which
combines six extensions of DQNs [30] into a single agent (double Q-learning [31], prioritized replay [32],
dueling networks [34], multi-step learning [78], distributional RL [35], and noisy nets [33]). Both agent
do not have any safety mechanisms and struggle to solve the specification problems, often optimizing
for the visible reward function at the expense of safety, such as disabling interruption mechanisms,
taking unsafe shortcuts, or exploiting reward function loopholes. In robustness problems, where the
reward and performance function align, both agents performed poorly when faced with distributional
shifts or adversarial conditions, highlighting the difficulty of generalizing learned behaviors to slightly
altered environments.

Wainwright et al. [18] propose SafeLife, a benchmark environment that tests agents to avoid negative
side-effects while achieving their goals. The problem they are trying to solve is the lack of compre-
hensive and complex environments to evaluate and benchmark the safety of RL agents, particularly
concerning unintended side effects that occur as agents interact with their environment.

The SafeLife environment is a procedurally generated gridworld with dynamic elements inspired by
Conway’s Game of Life [79], where agents are tasked with either creating or removing specific patterns
of life while minimizing side effects. The environment includes static elements (e.g., walls, trees) and
dynamic elements (e.g., life dots that follow the rules of cellular automata). Furthermore the environ-
ment is able to be initialized stochastically to also include intrinsic and chaotic dynamics making the
tasks much more complex and contains both a primary task (the creation and destruction of patterns)
and a secondary task (reaching the goal, the levels’s exit).

Negative side-effects are quantified using the earth mover’s distance (EMD) [80], which calculates
the effort needed to transform one distribution of cell types in the grid into another, representing the
changes caused by the agent’s actions. This side-effect score for a cell type ¢ is calculated with

dCE]V[D (Dsl , Dss) = EMD(pC(Dsl)a pc(Dsg); dw) (41 )

where
1 if s(Z=¢)

0 otherwise

(4.2)

pc(£§ Ds) = ,Z;S’ Z {
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is the expected density of cell type ¢ at location Z over the distribution of state Dy and d,(AZ) =
tanh(£||AZ||1) is the ground distance based on the L; norm (manhatten distance) of the grid points in
the location.

Agents are trained using proximal policy optimization (PPO) [38] to maximize rewards associated with
task completion while being evaluated on the side effects they cause. The side effects are quantified
using an earth-mover distance metric between the distribution of states under agent action and a base-
line state that represents the environment had the agent not taken any action. The baseline agents
trained in SafeLife are effective at completing tasks but tend to cause significant side effects, indicating
that current methods for RL do not inherently ensure safety. The results show that while the agents can
be trained to perform well in specific tasks, their actions often disrupt the environment in unintended
ways, demonstrating the challenge of aligning performance with safety.

[59] [59] uses the SafeLife environment [18], to measure and analyze the side effects produced by
agents. The authors conducted experiments using Deep @Q-Networks (DQN) [30], Proximal Policy
Optimization (PPO) [38], and a Uniform Random Agent to additionally evaluate, if unguided random
exploration leads to more disruptions.

Experiments were focused on the append-still task of the environment, which requires the agent to
create stable life structures in designated areas before reaching the goal cell [18]. It is considered that
an agent has passed it's designated task, if it managed to create at least half of the life cells in the
designated ares before reaching the goal within 1000 time steps, otherwise it failed. Furthermore the
side-effect score of SafeLife is normalized with

dfMD(Dﬁ ) DSQ)
Zegrid pc(f; DSQ)

Ve(Ds,, Ds,) = (4.3)
to facilitate comparisons between environments and to compare agent behaviors in larger and more
densely populated boards.

The authors present a detailed analysis on how the different agents perform in terms of both achieving
their primary rewards and minimizing negative side-effects.

Pass Rates and Rewards The pass rate and average rewards of DQN agents increased with more
training steps. After 30 million steps, DQN agents had the highest pass rate and average rewards, but
this did not translate into lower side-effects. PPO agents on the other hand consistently outperformed
DQN agents with the same amount of training steps, with 2.5 times of the pass rates and 1.5 times of
the average reward. However like DQN agents, increasing training did not significantly reduce negative
side-effects.

For PPO agents, there was a notable non-linear relationship between rewards and caused side-effects,
forming a bell curve where moderate rewards were associated with the highest side-effect scores. For
DQN, these scores were more constant across different reward levels.
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Side Effects Interestingly, the DQN agent with the least amount of training had the lowest side-effect
score on average. PPO agents displayed a similar trend, but with a slight improvement in avoiding
side-effects as training increased. After 6 times the training steps of DQN, PPO came close to the
side-effect score of the best DQN agent, but this still did not show a significant reduction. The Uniform
Random Agent had the highest side-effect score, indicating that unguided exploration leads to more
disruption.

Exploration and Episode Length The study found that increased exploration generally led to more
negative side-effects. PPO agents had a clear positive correlation between exploration rate and side-
effects, particularly for agents trained with more steps. There was also a positive correlation between
the length of an episode and the side-effect score, suggesting that longer episodes provide more op-
portunities for the agent to cause unintended disruptions.

The experiments revealed that the difficulty of the SafeL.ife tasks, influenced by the environment’s com-
plexity, significantly affected both the agent’s performance and the side-effects generated.

Overall, Burden et al. suggests that further study is needed to explore how different environment pa-
rameters and agent behaviors influence side effects, potentially leading to more nuanced insights into
the safety-performance trade-offs. Investigating metacognitive proxies, such as the agent’s confidence
or uncertainty, could help predict when an agent is likely to cause significant side effects. This informa-
tion could be used to develop more conservative policies that prioritize safety. Expanding SafeLife [18]
or creating new benchmarking environments that capture a broader range of side effects and agent
behaviors could improve the generalizability of these findings and contribute to safer behavior.
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4.1.3 Text-based Reinforcement Learning

Hoang et al. [67] address the need for safe reinforcement learning in text-based environments. Specif-
ically, they aim to bridge two research areas that are traditionally distinct - safe reinforcement learning,
where agents must operate under safety constraints, and text-based reinforcement learning, where
agents interact with their environment using natural language. The key problem they are trying to solve
is the lack of a unified benchmark that incorporates both safety constraints and text-based interactions
in reinforcement learning systems.

To achieve this, the authors propose the Safety-Constrained Environments for Reinforcement Learning
(SCERL) benchmark. This environment suite consists of a set of 20 games derived from TextWorld
[81, to simulate real-world safety constraints (e.g., fire hazards, chemical risks]. Ech game includes
safety constraints, like keeping certrain items off (e.g., fire hazards like candles) or locked away (e.g.,
chemicals), and monitoring agents for safety violations. The schema for safety annotations allows the
definition of soft penalties (non-terminal, like a score decrease) and terminating penalties (immediate
game termination for a violation).

The games were tested with two types of baseline agents, a text-based agent using LSTM-A2C (Long
Short Term Memory - Advantage Actor Critic) [82] that acts on textual observations, and KG-2AC
(Knowledge-aware and commonsense agent) [83], which encodes world states into a knowledge graph.

The evaluation showed that both types of agents struggled to adhere to safety constraints, especially in
complex environments. Early in training, they violated constraints frequently but showed improvement
over time. However, their performance was inconsistent, with significant variation in how quickly they
adapted to safe behavior.
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4.2 Reward Regularization

Reward Regularization is an approach to augment the observed reward with an auxiliary component
that regularizes the primary reward function of an agent.

Let’s consider a reward function R : S x A x S — R, that maps the current state s;, the chosen action
a; and the following state s, at time step ¢ to a real value.
The function

R(=\- F)(styae, St+1) = R(st,ap, 8141) — A+ F(x) (4.4)

is defined as regularized reward function, where F(z) — R is an arbitrary function to regularize the
primary reward function and \ defines the influence of the regularization measure. F(z) is also often
referred to as auxiliary reward function.

4.2.1 Avoiding Negative Side Effects by Considering Others

Alizadeh Alamdari et al. [58] incentivize agents to consider the future wellbeing and agency of others,
and augment the reward with an auxiliary component that reflects the impact of their actions on others.
This approach uses a distribution over value functions to capture uncertainty about what is beneficial
for others. Given a finite set V of possible value functions V' : S +— R and a probability distribution P(V)
over this set, the function

aq - R(s¢,at, Se41) if s;41 is not terminal

Ryatue (S, at, St41) = { (4.5)

ay - R(sgyap, $441) +v-ag- F(V, P,si+1) otherwise
is defined as augmented reward function, where a; and «y are coefficients to control the influence of
the primary reward function and the auxiliary reward function.

The authors consider three definitions of F'(V, P, s;+1), where each function F' is defined based on the
set of value functions V and their probabilities.

The first variant denoted expected future return is defined as

F(V,Psiy1) = Y P(V)-V(siy1) (4.6)
Vey

and represents the expected value of s, ; based on the distribution of value functions. This formulation
allows future activities to start from a distribution of states rather than exactly where the agent left off.
When the discount factor v in augmented reward function is 1, this formulation generalizes Krakovna et
al’s auxiliary reward [50], which assumed future value functions depended solely on the acting agent’s
abilities and tasks.

The second variation denoted worst-case future return is defined as

FOV.Posia) = min  V(si) (4.7)

and uses the worst-case value function from V with positive probability, incentivizing the agent to avoid
negative side-effects and potentially create positive ones. To avoid positive side-effects, Krakovna et
al. suggested comparing the final state to a reference state [50], a method also applicable here.
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The third formulation denoted penalize negative change is defined as

F(V, P, st4+1) Z P(V) -min (V(s¢4+1), V(s0)) (4.8)
vey
and compares the value of s;,; to the initial (starting) state sy, penalizing the agent for reducing the ex-
pected future return without rewarding it for increasing the same. This approach aims to avoid negative
side-effects without incentivizing positive ones.

Alizadeh Alamdari et al. [65] build up from their previous work on avoiding negative side effects by
considering others [58], where they are using information about value functions to augment the reward.
They introduce two new additional variants to augment the reward of an acting agent by treating agents
differently or by assuming that agents are equipped with a set of options [84], that could reflect particular
skills or tasks they are capable of realizing.

The first variant distinguishes between individual agents with indices i = 1, 2, ..., n assuming the acting
agent is agent 1. Each agent i has a set of possible value functions {Vl(i), Vz(i), ...,Véi)}, with P (V)
being the probability that Vj(i) is the real value function of the agent i. They then define an augmented
reward function for the acting agent

aq - R(s¢, ag, Se+1) if $411 is not terminal
a1 R(s,at, se41) +7 2, i 3 P(Vij) - V;(St+1) otherwise
with consideration of fairness by potentially using the worst-off agent’s expected return, inspired by the

maximin (or "Rawlsian") social welfare function, which focuses on the utility of the least advantaged
agent [85].

R(falue(stv ag, 5t+1) = { (4.9)

The second variant considers agents equipped with options [84], which are tuples (Z, r, 8) where Z C S
is the initiation set, 7 is a policy, and g is a termination condition. Given a finite set O of initiation sets
of options and a probability function of a uniform distribution P(Z) giving the probability that Z is the
executing initiation set after the agent has terminated, the function

a1 - R(s¢, at, Se+1) if 5441 is not terminal

Roption(stu at, St+1) = { (41 0)

ar - R(sg, a4, 8041) +v-22) 7c0 P(Z) -Iz(st41) otherwise

yields the augmented reward for the acting agent, where Iz : S — {0,1} is the indicator function
for Z C S. a3 and as weigh the primary reward function R and the reward for initiating an option,
respectively. The parameter «; can also be viewed as a kind of "budget” for how much negative reward
the agent is willing to accept to allow an option to execute.

An extended version defined with

aq - R(sy, ag, Se41) if $;11 is not terminal

R ption (5t at, St41) = {
oPhe a1 R(s, ap, se41) + 7 023 iz vyeo PUZV)) - Iz(st41) - V(stq1)  otherwise

(4.11)
incorporates both options and value functions, where (Z, V') defines the distribution over these pairs.
This version is similar to R,ption as defined in equation Equation 4.10, but also accounts for the value
function V (s.4+1) as the originally proposed augmented reward using information about the value func-
tions ryaue [58] as defined in Equation 4.5.
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4.2.2 Avoiding Epistemic Side Effects

Klassen et al. [69], [74] build op from their previous work with Alizadeh Alamdari et al. [58], [65] and
propose an reward regularization approach to avoid epistemic side effects. The authors refer to epis-
temic side effects as unintended changes to the knowledge or beliefs of agents caused by their actions.
These side effects, particularly in partially observable and multi-agent environments, can be problem-
atic if they lead to false beliefs, ignorance or even harmful true beliefs.

The authors consider a setup, where an agent acts in a fully observable environment, while a human
operates in partially observable environment (POMDP) with the same state space. The agent’s reward
function is augmented to consider the human’s expected return, thereby discouraging physical and
epistemic side effects. The augmented reward function is defined by

ay - R(s¢, a4, s if s is not terminal
R/(St,at,StH) = ! ( o t+1) o ' (4.12)
aq - R(sg,at, Si41) +v - az - Eyop[V(h, si+1)]  otherwise

where a; and ay are again hyperparameters to control the influence of the primary reward function
and the auxiliary reward function, and V' (h, s;+1) is the history-state value function that accounts for the
human’s history of observations and actions h [86].

However, the approach has limitations, such as not explicitly representing human beliefs, which can
make it challenging to address tasks with purely epistemic goals, like learning an object’s location.
Furthermore the agent only accounts for the expected return a human might get, which limits this
approach to not directly penalizing false beliefs.
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4.2.3 Occupancy-Regularized Policy Optimization

Laidlaw et al. [75] tackle the issue of avoiding negative side-effects with an approach, that also ad-
dresses reward hacking, where an Agent exploits its reward function in unintended ways, leading to
undesirable or unsafe behavior. Reward hacking occurs when the agent maximizes a proxy reward
function that does not align perfectly with the true objectives of the system designers.

The authors aim to prevent reward hacking by proposing a novel regularization technique based on oc-
cupancy measures to regularize the impact of the agent. Occupancy measures capture the distribution
of state-action pairs visited by a policy, offering a more comprehensive understanding of the policy’s
behavior compared to action distributions alone. The core idea is to regularize the policy by penalizing
the divergence between the occupancy measures of the learned policy and a safe policy. The occu-
pancy measure (s, a) of a policy 7 is defined as the expected discounted number of times the agent
visits a particular state-action pair with

pin(5,0) = (1 — ) [thn{st — a1 = a) (4.13)
t=0

where ~ is the discount factor and 1{s; = s,a; = a} is an indicator function that equals 1 when the
agent is in state s and takes action « at time step t.

The goal is to minimize the total variation (TV) distance between the occupancy measures of the
learned policy 7 and a safe policy 7,z With

| — MﬂsafeHl = Z pr(s,a) — Mﬂsafe(sva)| .
(s,a)

This regularization ensures that the learned policy remains close to the safe policy in terms of the
state-action pairs it visits. The authors implement this occupancy measure with the introduction of an
algorithm called Occupancy-Regularized Policy Optimization (ORPQ), which replaces the traditional KL
divergence regularization with occupancy measure regularization. The optimization objective is

maximize J(m, R) = | |pr — /J’Wsa.feHl

where J(m, R) is the expected return of the policy 7 under a proxy reward function R and ~ is the reg-
ularization coefficient. ORPO approximates the occupancy measure divergence using a discriminator
network, which estimates the KL divergence between the occupancy measures of the learned and safe
policies. This discriminator is trained adversarially, similar to techniques used in Generative Adversarial
Networks (GANs) [87].
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1
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Figure 4.1: llustration of the limitations of using actions distribution divergence for policy regularization within a
MDP [75].
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Figure 4.1 illustrates the limitations of using action distribution divergence for policy regularization within
a MMDP. The agent remains in state s;, where it accumulates a reward of 1 per time step until it takes
action ag, transitioning into state s, where it receives no further reward. The accompanying plot shows
the return J(w, R) as a function of the policy’s action distribution at s; when v = 0.99. Although policies
7 and 7w, appear close in terms of action distribution divergence, their returns differ significantly.
However, m and 7,z are distant in the action distribution space but yield nearly identical returns.
This highlights that occupancy measure divergence, as proposed with ORPO, overcomes these in
inconsistencies, providing a more reliable measure for policy regularization.

The authors validate ORPO through experiments in a gridworld with a reward-hacking scenario and an
autonomous vehicle control environment. The results show that ORPO significantly reduces negative
side-effects and reward hacking compared to traditional action distribution-based regularization. In
both environments, policies regularized with occupancy measures performed better in achieving the
safe reward while avoiding undesirable behaviors.
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4.3 Impact Regularization

Impact Regularization uses distance-impact penalties as a concrete approach of reward regularization,
where we can augment the primary reward function based on a distance measure to estimates the
impact of an agent’s action.

Similar to Krakovna et al. [50], we can quantify the impact of an agent’s actions by comparing the actual
state of the world s; at time step ¢ with a counterfactual state sg.

The impact of the agent’s actions is measured using a state-distance function d : S x S — R that quan-
tifies the difference between the actual and counterfactual states [21]. Please note that this distance
function is not a metric in a mathematical sense, as it is neither positive definite, nor symmetric and
does not fulfill the triangle inequality.

Let S be a state-space, and A be an action-space, the function
Ad(sy,ap, Spy1) = A (d(3t+1, sgp1) — d(sq, sf)) (4.14)

is defined as the distance-impact penalty, where Ad : S x A x S — R, and X controls the influence
of the distance-impact penalty [21]. A = 0 would not account for the impact and neglect the penalty
completely.

Distance-impact penalties can have two outcomes [21]:
1. d(st41, 85,1) > d(sq, s§) punishes actions and increases impact, or
2. d(sir1,57, 1) < d(s¢, sf) rewards actions and decreases impact.

Given an MDP M, we can augment M with Ad to get M a4 with a penalized reward function. Let A > 0
be a regularization parameter and R be a reward function, the function

(R—X-Ad)(s¢,ae, S14+1) := R(s¢,ag, S14+1) — Ad(s¢, ag, Se41) (4.15)
is defined as the penalized reward function using distance-impact measures for Reward Regularization.

Most distance-impact penalties assume a no-op action in the agent’s action space @ € A, where
the agent takes no action at a given time step ¢ [20], [47], [50], [55], [56]. This builds up from the
assumption, that the counterfactual state s{ is determined inductively in their algorithms with sy = s§
and s¢, | ~ T'(s¢, @) [21].

Eresheim et al. [73] relaxes this assumption and proposes alternative baselines for distance-impact
measures that do not require a no-op action in the agent’s action space (o ¢ A).
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4.3.1 (Relative) Reachability Measures

Krakovna et al. [47] introduce a framework for penalizing negative side-effects based on a baseline state
and a deviation measure. They identify two bad incentives (interference and offsetting) that arise from
baseline choices and propose the stepwise inaction baseline to avoid them. To address insensitivity
issues in existing measures, they introduce a magnitude-sensitive relative reachability measure.

The authors consider a discounted MDP M = (S, A, R, p,v) and they assume that there is a no-op
action in the agent’s action space @ € A which leaves the environment unchanged. A transition is
defined as a tuple (s, at, s¢+1), and 55’“) is used to represent the state obtained by starting in state s
and taking the no-op action ¢ — k times.

The authors discuss distinguishing intended effects from negative side-effects with motivating exam-
ples, e.g. to ensure that minor disruptions like breaking a vase are avoided unless it is outweighed by a
significant task-related reward like breaking eggs to make an omelette. To allow the agent to learn such
distinguishing effects, the authors propose a regularized reward function modified by an impact penalty
d(st, s}) to balance task achievement with environmental disruption, which measures the deviation of
the current state s from a baseline state s’. The total reward the agent can receive at time step ¢ is
defined with

R(st, at, se1) — B - d(st+1, 8441) (4.16)
where $ is a scaling parameter balancing the task reward and the penalty. The baseline state s’ and

deviation measure d can be chosen separately and the authors discuss several possibilities for each of
these components.

So :R(St,SD

agent policy

Sp_1 ’
R(st,S) ’ R(s¢,S)
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s t(t—l) s t(0) ¥

(a) Choices of baseline states s}, where the blue arrows (b) Choices of deviation measures d, where the dotted

St

referees to the actions drawn from the agent’s pol-  line shows the unreachability measure, while the rel-
icy, while the dashed gray arrows show the actions  ative reachability measure is shown by the solid and
derived from the inaction policy. dashed lines.

Figure 4.2: Designers can choose between different baseline states and deviation measures to penalize the
reachability of states [47].

Figure 4.2a illustrates the different baseline states that can be chosen with the starting state baseline
s0, the inaction baseline s§°> if the agent had done nothing, and the stepwise inaction baseline sgt_l) i

the agent had done nothing from the previous time step.

Given a function R(x,y), that defines the reachability of y from z, Figure 4.2b compares the different
deviation measures. First, the unreachability measure dyg(s:, s;) := 1 — R(st, s;) which gauges how
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difficult it is to reach the baseline state s, from the current state s;, and the relative reachability measure
drr(st, sy) = |—§| Y .es max(R(s}, s) — R(sq, 5),0) for assessing the average reduction in reachability of
all states s from the current state s, compared to the baseline state s;.

Baseline states The starting state baseline uses the initial (starting) state s, = sy when the agent
was deployed as the reference point. This approach is effective in environments where the agent is
the primary source of change, as it encourages reversibility by rewarding the agent for reaching states
that resemble the initial state distribution. However, in dynamic environments where changes occur
independently of the agent’s actions, this baseline can inadvertently penalize the agent for irreversible
transitions caused by other factors, leading to undesirable interference with other agents or environ-
mental processes to prevent these changes.

The inaction baseline considers a counterfactual state s, = s§°> representing what the environment

would look like if the agent had taken no actions throughout the episode. This baseline effectively avoids
penalizing the agent for changes that would have occurred without its intervention, thus preventing
interference in dynamic environments. However, it introduces an offsetting behavior where the agent
is incentivized to undo its previous actions, as any deviation from inaction is penalized, leading to
potentially delayed side-effects.

The stepwise inaction baseline refines the inaction baseline by considering a counterfactual state s, =
5§H> that branches off from the previous state s;_; rather than the initial starting state s [20], [55],
[56]. This baseline is generated by following the agent’s policy for the first ¢ — 1 time steps and then
applying the inaction policy on stet ¢. This approach avoids the offsetting incentive since each transition
is penalized at the same time it is rewarded. However, it struggles to account for delayed effects
of previous actions. To address this, inaction rollouts are compared, which involves simulating the
sequence of states that would result from applying the inaction policy starting from either the current
state s; of the baseline state s;. The penalty for an action must therefore consider the differences
between these rollouts, which helps to capture the delayed consequences of actions, such as when an
action sets off a chain of events which result in negative side-effects later.

Deviation measures Krakovna et al. [47] build the deviation measure based on reachability, which is
defined as
R(z,y) = max E[yN=(@v)]

where N, (z,y) is the number of steps required to reach state y from 2 under the policy 7, and v € (0, 1]
is the discount factor.

The unreachability measure is defined with the function
dur(st, sy) :=1—R(st, s})

and quantifies how difficult it is to return to the baseline state s, from the current state s,. The reachabil-
ity of the initial (starting) state s is often used as a baseline [88], [89], where the agent is incentivized
to take actions that keep the reachability value function high. However, this measure fails to distinguish
between minor and major irreversible actions, as it assigns the maximum penalty for any action that
makes the baseline state unreachable, regardless of the extent of the disruption.
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To improve upon this, the authors propose the relative reachability measure, which is defined with the
function

dRR Stast |S| Zmax St? R(St> ) O)
sES

and accounts for the average reduction in reachability across all states. This measure adjusts penalties
based on how much an action diminishes the ability to reach various states, providing a more refined
assessment that better captures the severity of disruptions.

In dynamic environments where actions may have delayed effects, these deviation measures are mod-
ified using inaction rollouts from s; and s, = stt 2 [47]. When using this modification on the unreacha-
bility measure, the function

t t
dSUR(Stvsff) =1- Z’Y t+k’ :5(4_)]9)

is denoted stepwise unreachability. The same modification can also be made on the relative reachability
measure, where the function

dsrr(st, s}) : ‘S‘Zmax RV (sy,8) — RV (s, 8),0)
ses

defines stepwise relative reachability, with

RV (5,5) = 27 $t+k7
denoting the rollout value of 3; € {s;, s;} with respect to the agent’s state s.

By combining this measure with the stepwise inaction baseline, stepwise relative reachability demon-
strates its effectiveness in avoiding negative side-effects and bad incentives in the Al safety gridworld
environments [15], providing essential components for safer Al behavior.
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4.3.2 Attainable Utility Preservation

Turner et al. [20], [56] proposes Attainable Utility Preservation (AUP), an approach similar to the step-
wise inaction baseline Stepwise Relative Reachability [47], by optimizing the agent on a primary reward
function while also preserving the ability to optimize for auxiliary reward functions. A key insight is that
the correct primary reward function may not be among the auxiliary reward functions, which can be
randomly generated and uninformative about the correct reward function.

The authors consider a deterministic MDP M = (S, A, R, T,~) and assume that the designer provides a
finite set of auxiliary reward functions R ¢ RS*4, where each R; C R has a corresponding action-value
function Qr,. The function

R|
PENALTY (s¢, as) Z\QR (st,a1) — Qr, (s¢, )] (4.17)

is defined as the AUP penalty, which is simply put the L, distance from the no-op action in a state
embedding. To normalize the AUP penalty to the agent’s situation, the authors make if roughly invariant
to the absolute magnitude of auxiliary action-values with

i
SCALE(s,) ZQR (s1,2 (4.18)

to scale with respect to some mild action (in this case the no-op action @), where SCALE : S +— Ry in
general.

Optionally AUP can penalize the average change in action-value for the auxiliary reward functions using
|R| instead of SCALE(s;) defined in Equation 4.18 with the goal to prevent the agent from reducing the
optimal value for the true reward function Ry,.., by maintaining stable optimal values across a wide
range of auxiliary reward functions [20], [55].

The full AUP objective is defined with
A
Raup(st,at, Si+1) := R(s¢, at,y Sp+1) — ﬁ PENALTY (s, at) , (4.19)

where u scales the penalty by

. {SCALE(st) or (4.20)

IR

and A > 0 regularizes the influence of the auxiliary reward functions on the primary reward function
with A = 0 completely neglecting the ability to optimize for auxiliary goals.

The AUP reward function defined in Equation 4.19 defines an updated MDP M = (S, A, Rayp,T,7)
to compute the optimal policy n* with respect to the primary goal R and the set of auxiliary reward
functions R. The auxiliary action-value functions are updated, before computing an update on the
primary action-value function using the full AUP objective.

A full update step to learn the optimal action-value function Q 4y p(s¢, a;) as well as the corresponding
auxiliary action-value functions Qr,cr(s¢, a;) can be seen in algorithm 1.
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Algorithm 1: AUP update [20], [55], [56]
1 fori € |R| U {AUP} do
2 L QR (st,at) = Qr,(st,at) + a(Ri(st, at, se+1) + max Qr, (8t+1,a") — Qr, (51, ar))

3 Qaup(st, ar) = Qaup (s, ar) + a(Ravp(se, ar) + max Qavp(str1,a') — Qaup(st, ar))

AUP can be used model-free to perform single-step no-op comparisons, but when the penalty is insuffi-
cient (in e.g. environments with delayed effects, where these effects take multiple steps to occur), AUP
can also use a model to compute rollouts for estimating the penalty.

Turner et al. [20], [55] build up on their own work and show, that even considering a single auxiliary
reward function alone can achieve competitive performance and mitigate negative side-effects in more
complex environments. Specifically, instead of hand-selecting an informative auxiliary reward, a contin-
uous Bernoulli variational autoencoder (CB-VAE) [90] was used to generate a structured and learnable
auxiliary reward signal through random exploration, proving more efficient than uniformly randomly
generated functions in high-dimensional tasks like SafeLife [18].

While AUP shows promising results in toy environments like the Al Safety Gridworlds [15] and even
complex environments like SafeLife [18], the assumption of a no-op action in the agent’s action space
@ € Astill limits AUP to tasks, where doing nothing for a time step is a valid option. Some environments
however, like factory floors or fast-moving vehicles, lack a no-op action in the agents action space, mak-
ing AUP unsuitable as it depends on this option. In such scenarios, agents still risk causing unintended
and negative side-effects.

Eresheim et al. [73] relax this assumption and propose alternative baselines that do not require a no-op
action, extending the concept of AUP to environments where a no-op action (e.g. standing still) is not
feasible. The authors consider the same setting and assumptions as AUP [20], [55], [56], but the no-op
action is removed from the agent’s action space (& ¢ A). They introduce four alternative baselines to
estimate the impact of the agent’s actions.

The average baseline (avg) measures the impact of an action by comparing its action-value to the
average action-value across all actions in a given state. This approach

( . - et (1 Swean o) oo
Ravg(st, a, sev1) = R(st, ae, S441) — 57 4.21
g ‘R’ R,CR ﬁZa’GAQRi(Staa,)

assumes that every action influences the environment’s dynamics and uses the absolute difference
from the average as a measure of potential impact.

The average-others baseline measures the impact of an action by comparing its action-value to the
average value of all other possible actions, excluding the selected one. This baseline

v 1) = (4 Suca Qulond))

Roth(stu ag, St+1) = R(St, ag, St+1) - ﬁ

(4.22)
RieR A are\(a) Qi (51, @)

highlights the difference between the chosen action and all alternatives.
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The advantage baseline (adv) evaluates the impact of an action by calculating its advantage value
A(st,a) = Q(st,ar) — V(s¢) [16], which represents the contribution of that action to the expected
cumulative reward relative to the state’s value. This baseline

A QR (8t,at) = Y e asy) TQr, (@'[8t) Qr,(st,d")|
Radgv(st; at, st41) 7= R(st, ar) — @ Z SAla) >, (4.23)

RieR PweATQr, (@|st) Qr,(st, a’)

measures the absolute advantage values of actions, averaged over multiple reward functions, as an in-
dicator of theirimpact. To achieve this, the authors exploit the equation v, (s;) = >,/ c 4 7(a'[st) ¢r(st,a")
[16], where 7 : S x A — [0, 1] is the agent’s policy that maps the state-action pairs to probabilities of
choosing the corresponding actions.

Last, the random-action baseline (rand) compares the action-value of the agent’s chosen action to that
of a randomly selected alternative action from the available actions, excluding the chosen action. This
baseline

A (s¢,at) — Qg (s¢,a
Ryand(se, ar, sev1) = R(se, ar, sp41) — R Z Qn,( tQ;)(St%Ij)l( 6 )l (4.24)
Ri€R E

measures the impact of the agent’s action relative to a random action, ensuring that the penalty can
never get 0 by excluding the chosen action a; # o’ from the comparison.

The proposed baselines show similar capabilities to mitigate negative side-effects as AUP [20], [55],
[56] and are more broadly applicable due to fewer assumptions, but show reduced ability to avoid NSE
in environments with irreversible actions and are more sensitive to parameter settings.
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4.3.3 Safety Aware Reinforcement Learning

Miret et al. [51] address the challenge of safety in reinforcement learning, particularly focusing on pre-
venting undesired side-effects when agents interact with complex, dynamic environments. The primary
problem is how to ensure that an agent performs its primary task without causing irreversible or harmful
changes to its environment. A key challenge they highlight is the difficulty of abstracting and generaliz-
ing the concept of safety in RL across different tasks and environments.

The authors propose a framework called Safety Aware Reinforcement Learning (SARL). In this model,
they introduce a virtual safety agent that modulates the actions of the main agent, minimizing poten-
tial side-effects. The safe agent learns a task-independent safety policy, and its actions are used to
regularize the main agent’s behavior.

The agent’s loss function is regularized by the distance between the action probabilities of the main
task agent A(#) and the virtual safety agent Z(v). The objective function of the task agent is given by

Fy(0) = Lo + B * Laist(Pry, Pr,) (4.25)

where 3 is a regularization parameter, and P, as well as P, represent the action probabilities of
the task and safety agent respectively. The distance metric used for regularization can be either the
Jensen-Shannon distance or the dual formulation of the Wasserstein distance [91], both commonly
applied in RL problems.

Backpropagation

Task Action H
iL l Probabilities I | Task Loss I

Task Agent 5~ 7 T
" 3 -+ Total Loss
Environment §
Rollout beomnmneannaaes { Distribution Loss ]
Virtual ;
Safe Agent Safe Action

Probabilities

Figure 4.3: An overview of the co-training framework for Safety Aware Reinforcement Learning (SARL) [51]. The
task agent A(9) generates action probabilities based on the environment, while the virtual safety agent
Z (1) provides alternative safe action probabilities from the same environment state. The framework
computes a distribution loss Lg;s:(6, ), representing the divergence between the task and safe ac-
tions, which is combined with the task loss to compute the total loss during backpropagation. This
process ensures that the task agent balances task performance with safety by considering the sug-
gestions from the safety agent.

Figure 4.3 describes the co-training framework used in SARL and this method was tested on the
SafelLife suite [18], a set of complex environments based on cellular automata dynamics. The re-
sults demonstrated that SARL agents could generalize safety across different tasks and environments
without requiring task-specific side-effect penalties. The SARL agents performed comparably to meth-
ods that relied on task-specific penalties while offering the additional benefit of task-agnostic safety. In
particular, SARL agents using the Jensen-Shannon distance often outperformed the baseline methods
in terms of task performance and side effect minimization.
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4.3.4 Future Task Approach

Krakovna et al. [50] considers the current task of an agent as part of a sequence of two tasks, the
current task and an unknown future task. This leads to an auxiliary reward function that penalizes side
effects by considering the potential reward of the future task. This future task starts from the state
left by the current task, making the consequences of the agent’s actions matter (e.g., breaking a vase
impacts future tasks involving the vase). The authors simplify defining side effects to defining possible
future tasks, using a uniform prior over possible goal states. They furthermore formalize interference
incentives and introduce a baseline policy (e.g., doing nothing) as a filter for achievable future tasks.
By modifying the future task reward to align with the baseline policy, an agent is also able to avoid
interference incentives.

‘ Future task 1: ‘ J { Future task 1: ‘ b 4
Current task achieved with ‘ { Future task 2:6 V Current task achieved with : [ Future task 2: @ J

[

Figure 4.4: Future task approach, that aligns the current task on an agent with unknown future tasks by using an
auxiliary reward function, that penalizes negative side-effects [50].

The authors consider a discounted MDP defined by the tuple (S, A, R, p,~,s0), where R : S — R is
defines as the reward function for the current task, and sq is the initial (starting) state of the agent.

At time step t, the agent receives the state s, and reward R(s;) + rquz(st), where

Rauz(st) = BD(st) Z F(i)Vi*(s1) (4.26)

is defined as the auxiliary reward for future tasks with i denoting a future task drawn from the uniform
distribution F'(i) = 1\ |S| with all goal states. D(s;) = 1if s; is terminal and 1 —~ otherwise. § represents
the importance of future tasks relative to the current task, while V;*(s;) = E[y":(s*)] defines the optimal
value function for task i, computed using the goal distance N;.

The goal distance N, referees to the number of steps it takes 7 to reach g; from state s with the given
length P(N;(s¢) = n) = > _P(7)I(|7| = n), where 7 is a trajectory from s to g; with length |7|, and P(r)
is the probability of 7} following .

Figure 4.4 shows a simplification of the future task approach, that considers unknown future tasks
in conjunction with the agent’s primary objective. In the first example, the current task of the agent
is achieved with an intact vase as also considered through the unknown future tasks. In the second
example, the future task related to the vase fails and the agent breaks the vase in its current task.

To now avoid interference incentives, the auxiliary reward is modified to be maximized by following a
baseline policy 7/, where the agent receives the full auxiliary reward if it performs at least as well as the
baseline policy on the future task. The baseline policy represents the default outcome, filtering out side
effects not caused by the agent’s actions. It helps avoid interference incentives by ensuring the agent
is not penalized for outcomes it does not cause.
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Figure 4.5: Future task approach with a baseline policy 7/, where a hypothetical agent (shown in blue) runs on
future task 4 [50].

Figure 4.5 shows the future task approach with a baseline policy, that is run from s, for ¢ time steps,
reaching state s;. A future task i is sampled from F' and the primary as well as an additional hypothetical
agent follow states s; and s to the goal state g;. The primary agent receives a reward R; (s, s;) = 1 of
both agents reach g; simultaneously, otherwise the reward is 0. The auxiliary reward function is updated
with

Raua (s, 5t) = BD(s1) Y F()V;" (s4, ) (4.27)

and the value function in Equation 4.26 now also depends on the reference state s; [50].

This future task approach differs from previous work such as relative reachability [47] and attainable
utility preservation [20], [55], [56], [73], that use a baseline in a stepwise manner, while the future task
approach runs the baseline from the beginning of the episode.

46



4 Systematic Literature Review

4.3.5 Potential-based Multiobjective Reinforcement Learning

Vamplew et al. [64] propose a potential-based approach within the multiobjective reinforcement learning
(MORL) framework to balance the agent’s primary objectives with the need to minimize environmental
impact. This approach introduces an additional reward signal that is derived from the state of the
environment and is designed to penalize actions that cause undesirable changes.
A critical aspect of the proposed method is the derivation of impact utility values, which measure the
extent to which an agent’s actions disrupt the environment. The authors propose using a potential-
based reward function to calculate this impact. This impact-related reward R;! at time step ¢ is defined
as

R = ¢(s") — ¢(sit1) (4.28)

where ¢(s{') and ¢(s;* |) represent the potential of the current and the previous state respectively. This
potential function is defined as
¢(si) = —D(s{", 50) (4.29)

where D(s{, s{) is a distance measure between the current state and a desired state (in this case,
the initial starting state). This distance can be a simple metric like the geometric distance or a more
problem-specific measure. This potential-based approach incentivizes the agent to make changes to
the environment only if they are necessary and reversible, as the agent is not penalized for restoring
the environment to its original state.

The authors method addresses three key challenges:

1. Permissible changes: The environment’s state features are divided into Sp (features that can
be safely changed) and S 4 (features that should remain unchanged).

2. Reversibility: The agent is encouraged to make only reversible changes, ensuring that it can
return the environment to its initial state if needed.

3. Importance of changes: The framework allows for differential weighting of state changes, pe-
nalizing more critical or irreversible changes more heavily

To ensure that the agent appropriately balances its primary task with minimizing environmental impact,
the authors explore non-linear action-selection operators, which allows the agent to learn policies that
are not discoverable under the maximum expected utility. One key approach is lexicographic ordering
for MORL [92], where the agent first maximizes the primary utility U (s;, a;) and then, among actions
that are equally optimal for the primary utility, chooses the action that maximizes the alignment utility
U4 (s, as). However, the authors augment the lexicographic ordering (denoted >A) to allow the agent

lex
to maximize the primary reward subject to the primary and alignment utility. This ordering is defined
with
VSt,CLt,CLH_l ﬁ(st,at) l>-A (j(st,atﬂ) <
U (st,a0) > U (51, ar41) (4.30)

Y ((UA(St,at) = UA(Staat—l—l)) N (UP(Suat) > UP(StaatJrl)))
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and can also be reversed with =< to prioritize the primary utility first, maximizing U” (s, a;) before

lex
UA(St, at).

However, lexicographic ordering alone may not be sufficient, as it focuses heavily on the first objective.
To provide a more balanced approach, the authors propose Thresholded Lexicographic Ordering (TLO),
which introduces thresholds for both objectives. The agent aims to maximize one objective subject to
the other objective meeting a minimum threshold value with

Vst, Qat, Q41 ﬁ(st, at) > ﬁ(st, at+1) <=
TLOA

min (UA(st, at),TA> > min(UA(st, at+1),TA)

v <<min (UA(st,at),TA> - min(UA(st,atH),TA)) (Up(st,at) > UP(st,atH)))
v <<min (UA(st, at),TA> - min(UA(st, atH),TA)) (Up(st,at) = UP (s, am))

A (UA(Shat) > UA(st,at+1)>>
(4.31)

and allows more nuanced control over the trade-off between achieving the primary task and minimizing
environmental impact. TLO also allows to be extended to apply thresholding to more than one objec-

tive, and again similar to - in Equation 4.31 can be changed to prioritize the primary utility with
lexA TLO

- and switching U4 with U* and vice versa. T4 as well as Tp, if prioritizing the primary utility, de-
TLO

termine the minimum acceptable performance levels, ensuring that the agent does not sacrifice safety
for marginal gains in task performance, or vice versa.

The experiments show that the potential-based reward system effectively guides agents in minimizing
their impact on the environment while still performing their primary tasks. The TLO method is partic-
ularly effective in balancing safety and task performance, though it is noted that the method can be
sensitive to noisy Q-value estimates, which may affect the agent’s decision-making process.
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4.3.6 Challenges using Impact Regularization

Using impact regularization for avoiding negative side-effects introduce new variables which need fine-
tuning and can substantially impact how the agent performs. Lindner et al. [61] emphasize on how
different baselines, deviation measures and the magnitude of the regularizer can influence the perfor-
mance of agents and what challenges are associated with it.

Baseline Selecting an appropriate baseline is crucial and poses some challenges. Two common
baselines are the inaction baseline [50] and the stepwise inaction baseline [20], [47], [55], [56]. The
inaction baseline models the state distribution if the agent does nothing from the initial state, while the
stepwise baseline does so from the previous state. While the stepwise baseline mitigates some issues,
like offsetting behavior [20], [56], where an agent undoes its task outcomes to reduce deviations, both
baselines have drawbacks. Inaction baselines can be unsafe, particularly in environments requiring
continuous control, such as driving a car, where doing nothing can lead to disasters [61].

Offsetting behavior can be either desirable [50] or undesirable [20], [47], [55], [56], [73], depending on
the situation. For instance, undesirable offsetting occurs when the agent reverses beneficial actions
to minimize deviation, while desirable offsetting happens when the agent undoes actions to prevent
negative side effects, such as closing a door to stop wind from knocking over objects inside [50].
Current baselines struggle to differentiate between these scenarios, emphasizing the need for better

approaches [61].
In highly dynamic and chaotic environments, agents may develop inaction incentives, where they avoid
acting to prevent potential negative side-effects or even get shut-down [93]. This issue is more pro-

nounced in agents with advanced predictive capabilities, which may over-regularize their actions, lead-
ing to inaction [61]. The challenge is further complicated by the granularity of state features, as too
fine-grained features might expose the agent to irrelevant information, while too coarse ones could
overlook critical details [94]. Addressing these challenges requires carefully designed deviation mea-
sures in to balance action and inaction effectively [61].

Deviation Measure Choosing a deviation measure is essential for determining how much an agent’s
actions deviate from a predefined baseline and whether these deviations should be penalized or re-
warded. Currently, key deviation measures include the (stepwise) relative reachability measure [47],
the attainable utility measure [20], [55], [56], [73], and the future task reward [50]. While these mea-
sures often focus on the reachability of tasks, there is still a need to integrate the value of the impact
more effectively to ensure that agents perform optimally [61]. Additionally, new rollout policies that
account for delayed effects in the environment are necessary to accurately measure these deviations.
Not all side effects of an agent’s actions are negative, as they can also be neutral or positive. Therefore,
it is important to distinguish between these different types of impacts. Neglecting this distinction can
lead to suboptimal behavior by the agent. For example, if an agent discovers a way to achieve a positive
side effect, it should be encouraged to do so [61]. While value differences can help differentiate between
positive and negative impacts by comparing the value of different outcomes [20], [47], [50], [55], [56],
[73], designing accurate value functions to reflect real-world consequences remains a challenge.

Delayed effects of an agent’s actions pose another challenge, as they may not be immediately observ-
able. The stepwise inaction baseline typically ignores actions that took place before the previous time
step [20], [47], [55], [56], which can lead to inadequate penalization of delayed effects. To address this,
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future trajectory rollouts should be used to simulate the effects of actions over time [20], [47], [50], [56].
However, the choice of rollout policy is critical. While current approaches often use the inaction policy
for these rollouts, this method has limitations, as it does not allow the agent to plan for future actions
beyond the initial one [20], [47], [50], [55], [56]. Future research should explore alternative rollout poli-
cies, such as using the agent’s current policy, to better account for the impact of its actions over time
[61]. Another approach may be a rollout policy that considers tasks a human wants to complete after
the agent has acted. For example, the agent should optimize for its primary goal while also accounting
for not making the future tasks of a human more complex or more time intensive to complete.

Magnitude of the regularizer The magnitude or strength of the regularization poses another chal-
lenge for effectively integrating impact regularization with a specified reward function of the primary
objective. Turner et al. describe the magnitude as reflecting the designer’s confidence in the accuracy
of the reward function to balance the trade-off between mitigating undesirable side-effects and allowing
the agent to achieve its primary objective [20], [55], [56]. Small regularization may fail to prevent harm-
ful side-effects, while a too-large magnitude can excessively constrain the agent’s actions, reducing it’s
effectiveness [61].

In practice, the regularizer must also address unit conversion to ensure compatibility with the reward
function [61]. From a Bayesian perspective, the magnitude encodes prior beliefs about the reward spec-
ification, controlling how much the regularizer influences the posterior outcome. Alternatively, OpenAl
with benchmarking safe exploration in deep reinforcement learning argue, that the regularizer can be
seen as a dual optimization problem, where the magnitude acts as a Lagrange multiplier that aligns the
solution of the penalized problem with a constrained optimization problem, providing a mechanism to
communicate safety constraints to the Al system [95].

Overcoming these challenges Lindner et al. [61] outline promising ideas for future research di-
rections to address these challenges associated with impact regularization and how to improve safe
reinforcement learning agents in the future.

For goal-based tasks, a causal framing of offsetting can be used to differentiate between desired and
undesired offsetting behaviors [96], which may help to prevent interference with states directly resulting
from a task’s completion. For general tasks without distinct goal states, causal influence diagrams could
offer a framework, though this area remains unexplored [97].

The authors also suggest that using probabilities instead of counterfactuals as a baseline [94] for mea-
suring impact may be a valuable way forward. Current implementations rely on counterfactual states,
which can be unreliable in chaotic environments. By comparing probabilities that account for all external
perturbations, a more robust measure of an agent’s impact could be developed.

Improving human-computer interaction is also highlighted as essential for reducing negative side-effects
to enhance the designer’s ability to communicate intent to the agent. Lindner et al. [61] highlight re-
cent advances in interpretability [98] and verification [99] of machine learning models look particularly
promising. Additionally, feedback from humans [100] or even multi-objective approaches [53], [71],
where the agent actively seeks feedback from designers during the learning process, could improve
the system’s understanding of human intent. This approach could also shift the role of impact regular-
ization, suggesting that a high regularization value might indicate the need for human feedback rather
than directly penalizing environmental impact [101].

50



4 Systematic Literature Review

4.3.7 Theoretical Considerations

Similar to Krakovna et al. [50], Griffin et al. [21] quantifies an agent’s negative side-effect by comparing
the observed state s; after the agent’s action a; with a counterfactual state s§f under consideration,
that the agent took no action @. The authors prove that distance-impact penalties depend solely on
the final state and therefore only on the agent’s final impact on the environment and explore, how
penalty choices affect agent behavior, establish conditions for policy optimality to remain unaffected by
misspecification and provide error bounds for optimal policies.

Terminal distance Distance-impact penalties in reinforcement learning are designed to punish ac-
tions that increase the impact on the environment, as measured by a distance function as defined in
section 4.3. Specifically, when the distance between the current state s; and a counterfactual state s,
increases (d(s¢+1,Sc+1) > d(st, sc)), the agent is penalized. Conversely, when de distance decreases,
the agent is rewarded. Over a trajectory, these rewards and penalties balance out, so the total punish-
ment depends only on the final state.

Griffin et al. show that for any trajectory 7 = so, ag, 71, 51, a1, ..., ||, the difference in returns between
using the original reward function R and a reward function adjusted by distance-impact penalties R— Ad
is given by Gr_aa(r) = Gr(r)—~/7-d(s,, s71). Similarly, the initial state-values under any policy  differ
by V5 A4(50) = VE(s0) — E-[y/7] - d(s|, s'J‘)]. Essentially, these penalties target negative side-effects
that persist after the agent has finished acting, focusing on the difference between the final state and
the hypothetical counterfactual state if the agent had not intervened. The authors essentially prove that
summing up Ad terms results in a telescoping series, where only the terms d(so, sp) and d<3|7\>5|67|)

remain.

Augmentation invariance Ng et al. [102] already demonstrated that adding any reward functions of
the form F(s;, ar, s¢41) = v - ®(si41) — ®(s¢) to an MDP, where @ is a potential-based function, do not
alter the set of optimal policies when the environment has a single terminal state [21]. This form of F'is
both necessary and sufficient for maintaining this invariance when the transition function 7" and reward
function R are unknown.

Griffin et al. [21] restate and generalize this finding in terms of distance measures. In static environ-
ments, where the discount factor v = 1 and the inaction policy (e.g., as used by [20], [47], [50], [55],
[56]) does not alter the state (i.e., T'(so,as) = so). Therefore augmenting and MDP with a distance-
impact penalty —Ad does not affect optimal behavior of an agent if and only if there exists a constant
¢ such that d(sr, sg) = c for all states in the set of terminal states s € Sp. This implies that generally,
adding a distance-based penalty encourages behavior that lowers impact, except in MDPs with a single
terminal state |Sp| = 1 where the penalty does not affect an agent because the distance d is constant.

Translation invariance If the transition function 7" is unknown, small errors in specifying the reward
function R can lead to undesirable behaviors. This raises the questions of how inaccuracies in state-
distance measures might affect optimal behavior. Consider a scenario where d; reflects the crucial
differences between states, but a designed measure ds; deviates slightly from it. Griffin et al. state that
two state-distance measures are considered equivalent (d; = ds) if augmenting an MDP with a penalty
—Ad; results in the same set of optimal polices as augmenting it with —Ad,. For this equivalence, it
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is both sufficient and necessary that the difference between the measures d; and d, remain constant
across all terminal states

di=dy < 36 € R,Vs; € Sp,dy (ST, 80) — dg(St, So) =9J. (432)

This result implies that if the state-distance measure is misspecified by a constant amount, the optimal
policies remain unaffected. However, any non-constant difference between the two measures, when T’
and R are unknown, will influence the learning process and potentially alter the resulting policies.

e-terminal difference A key implication of distance-impact measures it that they are not scale-invariant,
meaning that a measure d is generally not equivalent to its scaled version - d for any factor p € R\ {1}.
This enables the balancing of the primary goal of an agent and the avoidance of negative side-effects by
appropriately weighting R and Ad. However distance-impact penalties are more robust to misspecifica-
tion than reward functions. Griffin et al. state that if the maximum difference between two state-distance
measures d; and ds across all terminal states s, € Sy is at most ¢, then this absolute difference is also
reflected in their respective penalized value functions for the initial (starting) state

Vi-ad, (50) = ViR—ad,(s0)| < € (4.33)
under any policy 7 [21].

Additionally, the optimal policy 75 for R — Ads is at most 2e suboptimal according to R — dd;. This
finding indicates that when using an algorithm that converges to an optimal policy 7*, the cost of the
misspecification of d is bounded by 2¢. In contrast, the misspecification of a reward function by ¢ at any
state-action-state triplet (s, a, ") can result in sub-optimality of up to 2¢|7]|.

Turner et al. [72] aims to address the challenge of properly specifying the reward function, which often
leads to unforeseen negative side-effects. The authors formalize the problem as a special type of
assistance game [103], which is a POMDP played by an agent and a human, where an agent operates
under uncertainty about its true objective, balancing immediate rewards with the preservation of its
ability to achieve a range of potential future goals. The human designer knows the true objective and
may reveal it later, prompting the agent to switch to an optimal policy for that objective, ensuring that
the agent remains adaptable and minimizes negative side-effects.

Agents converge to optimal policies that tend to seek power Power-seeking policies relate to the
agent’s ability to achieve a wide range of goals under certain symmetries of environments [104]. This
ability is defined by any bounded-support distribution D over reward functions with

*

. 1— * *
POWERp(s,7) := 71*1§7 v RIEJD[VR(S,V )+ R(s)] (4.34)

where s € S is a state and v € [0, 1] is the discount factor [72]. While this power of an agent relates to
goal-achieving abilities, these symmetries however also exist in environments, where the agent can be
shut down.
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Trade-off between Average Return and POWER, The agent’s value in the assistance game [103]
reduces to a balance between the expected immediate reward and the expected ability to optimize a
range of future objectives, quantified by POWERp [72]. This trade-off is defined by

expected t-step R-return under

t
Wswitch(ﬂ':ﬂ’*,:t) _ ] (.
oo VR 0| = (-3 BN 52 g [

(4.35)

expected ability to optimize D once corrected

+ B |4 POWERD(st,V)]

tNT,StNTI'

and underlines the importance of maintaining an agent’s potential to achieve future goals, which in-
herently helps minimizing unintended side-effects. However the authors caution that in some environ-
ments, maximizing the agent’'s own POWER might not be ideal. If the agent shares the environment
with humans, the agent might prevent human intervention to continue optimizing its current objective
[10], [20], [55], [56], leading to undesirable outcomes. Additionally, if the agent moves too far away,
it may become difficult for humans to correct its behavior, potentially resulting in unintended conse-
quences.

Special Cases for Delayed Specification Solutions Turner et al’s proposition outlines specific sce-
narios where the agent’s optimal policy simplifies under certain conditions. The average reward is
constant across all states or if the discount factor v = 1, the optimal policy maximizes POWERp.
Furthermore if POWERp is constant across all states, the optimal policy maximizes the immediate
expected reward. This identifies situations where the trade-off between immediate rewards and future
potential becomes less complex, allowing for more straightforward policy determination.

This also highlights the conditions under which all prefix policies (the portion of an agent’s policy be-
fore it observes the true reward function) are optimal or when the agent’s optimal policy maximizes
POWERyp or the immediate expected reward. This clarifies when side-effect regularization simplifies,
providing a clearer strategy for designing agent behaviors in specific environments.

Alternate Form for Solutions to the Low-Impact POMDP An alternative formulation for the reward
function in assistance games [103] shows, that the optimal policy can be derived by modifying the
immediate reward with a term related to the decrease in POWERqp.

Turner et al. [72] propose an modified reward function given by the prefix policy = solving the MDP with

M D p * *

R (silso) == R(si) — ﬂRIED S?NIE@\SO [Vi(s?sm)] = Vii(sis ) (4.36)
if = is optimal for the reward function at discount rate y4ayp := (1 — p)y while starting from the initial
(starting) state sg.

This proposition aligns with existing methods like AUP [20], [55], [56], suggesting that minimizing impact
can be achieved by focusing on maintaining the ability to optimize a wide range of objectives.
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Follow an Optimal Policy after observing the True Reward Function After the agent observes the
true reward function Ry, it should switch to an optimal policy for that reward function.. This ensures that
once the agent has accurate knowledge of the objective, it can act optimally, reinforcing the idea that
initial actions should preserve flexibility.

Stationary Deterministic Optimal Prefix Policies Optimal policies can be derived by solving an
MDP that balances immediate reward maximization with POWERp for a geometric distribution of cor-
rect times. This builds up from the work of Krakovna et al. [50] by demonstrating that when an agent
has a fixed probability p of learning the true objective at each time step, it is possible to directly com-
pute stationary optimal prefix policies using an MDP, which is computable more efficiently than solving
a POMDP with PSPACE (polynomial) time complexity [105].

54



4 Systematic Literature Review

4.4 Model-based Penalty Prediction

Model-based penalty prediction is an approach that focuses on anticipating and mitigating negative side
effects by integrating predictive models into the agent’s decision-making process. Unlike traditional RL
methods that rely solely on reward signals to guide behavior, model-based approaches seek to predict
potential penalties for harmful actions before they occur. This enables the agent to adjust its policy to
avoid actions that could lead to undesirable consequences, improving overall safety.

This section explores different methods for penalty prediction, including the use of human feedback,
model learning, and constrained optimization, to help agents operate more safely in complex envi-
ronments. By leveraging predictive models, these approaches aim to strike a balance between task
performance and minimizing harmful side effects, ensuring safer and more reliable behavior from RL
agents.

4.4.1 Human Feedback

Zhang et al. [45] propose a method based on the concept of minimax-regret querying that allows
an agent to operate safely by avoiding negative side-effects using human feedback, while minimizing
the number of queries it needs to make to the oracle (user) about the changeability of features. The
agent is designed to ask the user about the permissibility of changing certain features to minimize
the potential regret of its actions (i.e., the worst-case difference in outcome between the chosen and
the best possible policy). They formalize the problem using FMDPs [26] and introduce a strategy for
selecting a minimal set of features to query that would lead to a safe and optimal policy for the task.

The FMDP is defined as (S, A, T, R, so,7), where T'(s'|s, a) is the probability from transitioning to state
s’ by taking action a in state s, R : S x A — R is the reward function and s is the initial (starting) state
of the agent. A linear programming formulation is used to find safe and optimal policies to maximize the
expected cumulative reward while ensuring an agent following this policy does not visit states where
locked or unknown features are changed. This algorithm is defined with

max Zw(s,a)R(s,a) s.t.
vs' e S, Z:U(s',a') = ’ny(s, a)T(s'|s,a) + 5(s', s0) (4.37)

Vs € S¢£U¢§4,Va € A,x(s,a) =0

where z : S x A — R are occupancy measures in the linear program (i.e. the expected discounted
number of times that a state-action pair (s, a) is visited by the agent following policy ). ¢f denotes
locked features that are not allowed to be changed by the agent, and qﬁ?‘ are the unknown features
where the agent does not know if they are considered freely changeable or locked by the human oracle.
Sy C S is a set of states with one or more different values from s, with respect to the features ¢ and
the function
: /
3(s,s') = {1 ifs=s (4.38)
0 otherwise

is used to reward the agent with a bonus of 1 if the agent transitions (back) to the initial (starting) state
so to check, if its actions altered the environment.
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A minimax-regret query approach is used to minimize the worst-case regret across all possible sets of
changeable features ¢. C qﬁ’?“, where

u(¢g, ) = max VT (4.39)
eI, A\ (9gnoe)

is the safe policy after the human’s response u, if the agent asks for changeable features ¢. using the
the feature-query ¢,. The maximum regret M R(¢,) of a query ¢, is defined with

MR = max PMR(¢g, Py 4.40

(¢q) b O o (¢q, q') (4.40)

where ¢,.; represents the set of relevant features to query about, & is the number of features allowed

in the query, and PM R(¢q, ¢g) = max (u(pg, bc) — u(Pq, dc)) is the pairwise maximum regret defined
$cC o3

similar to the work of Regan and Boutilier [106].

The full minimax regret query objective ¢)'** can then be formulated with

éwMR = arg min MR(¢q) (4.41)

¢qg¢r6l7‘¢q‘:k

which defines the (k-)feature-query ¢, the agent uses to ask the human oracle.

Zhang et al. [45] evaluated their approach through empirical investigations in a navigation task, where
the agent is tasked to navigate an office and turn off a switch at the other end of the environment. How-
ever, there are multiple clean carpets in the way where the agent does not know if the human oracle
cares about if they get dirty if the agent moves over it. This carpets are randomly placed in the environ-
ment and their locations are used as features for the feature-query. The authors approach clearly show
that their strategy significantly reduces the number of queries needed while ensuring the agent learns
and follows a safe policy with respect to the human oracle’s answers. Their approach is also compared
to other methods, such as brute force and heuristic approaches (e.g. Chain of Adversaries by Viappiani
et al. [107]), and is found to be more efficient and effective in identifying critical queries that lead to a
safe policies with minimal regret.

Frye et al. [46] introduce the parenting approach, that addresses key safety concerns by incorporating
human input into the learning process. The primary goal is to design a safe RL framework that mitigates
risks by drawing inspiration from human parenting, where a human teacher (analogous to a parent)
guides the learning process of the agent.

The parenting algorithm incorporates four key components to ensure safe learning of the agent.

First, human guidance plays a crucial role in preventing the agent from engaging in dangerous behavior.
Whenever the agent encounters unfamiliar situations, it pauses and requests approval from a human
teacher before proceeding with any action. This mechanism ensures that the agent does not make
decisions that could lead to unsafe outcomes.

Another critical aspect of the methodology involves the use of human preferences. The agent records
its behavior in the form of clips, which are stored in a preference set X, where the human teacher
reviews these clips in pairs. The teacher provides feedback on which actions are desirable, guiding
the agent toward safer and more appropriate behavior. This feedback is incorporated into direct policy
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learning, where the agent’s policy gets updated through a supervised learning process. The policy is
trained to predict the human’s preferred actions using the binary cross-entropy loss function

(i)
£=-"3 uDlog m{ag”|s0) (4.42)

< 5 (al”|s0) + m(al”|s0)

where X contains past queries for human preferences and consists of the trajectories taken by the
agent as well as p = [ p™M] with the parent’s preference. 1 = [0 1] would indicate the human’s
preference for the second clip, while e.g. © = [0.50.5] signals a tie.

A distinctive feature of the approach is the introduction of maturation. This process allows the agent to
gradually optimize its policy over longer sequences of actions. Initially, the agent learns from feedback
on short clips of its behavior, but as it matures, it begins to receive feedback on longer sequences. This
progression enables the agent to refine its strategy and eventually surpass the performance level of its
initial human guidance.

The authors conducted experiments in the Al Safety Gridworlds [15] and demonstrate that parenting
effectively reduces risky behavior while allowing the agent to generalize its learnings to new environ-
ments. Overall, the methods employed focus on leveraging human input to guide the learning process,
ensuring that the agent develops safe and reliable behavior patterns while also enabling it to optimize
and generalize its policy over time.

Saisubramanian et al. [52], [53] introduce an approach that is able to mitigate NSE using an acquired
model, an MDP M = (S, A, T, R) which includes a single objective denoted to the primary task of the
agent. However, the agent is situated in a more complex environment with an additional secondary
objective, initially unknown to the agent. This more complex environment is an extension of M and is
modeled as an LMDP denoted M*. The two objectives in M* are the assigned task to the agent (o)
and to mitigate NSE (02), where o, is the successor of 01 (01 = 02).

The authors consider following assumptions to show the effectiveness of their approach and to ap-
proach an optimal policy 7* for M, optimizing the primary objective defined by R:

1. M includes all the necessary components to achieve oy, the optimal policy which is also optimal
in M* with respect to 0;

2. Prior knowledge about oy reflecting the NSE and its penalty denoted Ry are unknown to the
agent

3. Regarding oy in M*, M may only have limited state representation
4. M and M* are stationary

5. Occurrences of NSE correlates with the features in S to ensure, that perfect information is not
required

These assumptions allow the agent to learn the penalty Ry using its model M, but since the agent
optimizes for o, alone, executing a primary policy can result in NSE. The agent is not able to observe
the NSE and can only observe the penalty.
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Let Q2 : S x A — R be a mapping by choosing action a in state § denoting the severity of the expected
NSE. States in where the chosen action may lead to an immediate NSE (Q2(s,a) > 0) are called
susceptible states, where the penalty is proportional to the severity of the side-effect and provided by a
feedback mechanism.

Saisubramanian et al. [52], [53] focus on identifying and mitigating NSE using various feedback mech-
anisms without redesigning the entire model. They consider a slack value ¢ denoting the maximum
allowed deviation of a policy from the optimal return for the primary objective. This allows the agent
to compute a policy that optimizes for o; given M, while avoiding NSE subject to 6. The proposed
method of the authors is therefore able to handle settings with both avoidable and unavoidable side-
effects. They achieve this by augmenting the corresponding LMDP with M = (S, A, T, R,0,4) as the
augmented MDP of a given model M, where

e S =S is the state space,

A = A is the action space,

T = T is the transition function,

R = [Ry, Ry] is the reward function with R; corresponding as the primary objective and Ry = Ry
associating the reward with the NSE,

e 0 = [01,09] is the objective with o0, as the primary objective and o, the objective to minimize NSE
with 0; = 09, and

0 > 0 is the slack from the optimal return for o, in order to minimize NSE.

3. Compute NSE-
minimizing policy

[ \ / NSE Model Learning \ ( \

1. Data collection 2. Learn Ry

(s1.a1) m :;stceesptible
(Sz; az) T f? Hl: Vl*(SO) P
¥ oA R
M — (s3,a3) 3 f6 fl N g

(54. a4) % ] ¥ >

fe fg
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Feedback mechanism Random forest regression Multi-objective planning

Figure 4.6: Multi-Objective Approach to Mitigate Negative Side-Effects Framework using a feedback mechanism
of collected NSE data, Random Forest regression to predict the penalty Ry, and multi-objective
planning to compute a NSE-mitigating policy [52], [53].

The proposed framework (Figure 4.6) involves three steps for minimizing NSE:
1. Data about NSE is collected by the agent using various types of feedback

2. The agent is generalized to unseen observations, represented as a reward function Ry by using
the gathered data to train a predictive penalty model
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3. Computation of a policy = by solving M with the given slack § and learned penalty function Ry

Primary objective Policy space  Primary objective + slack  Policy space
Valid policies
: . o NSE-minimizing
for atSSIEned Valld. policies for bolicies for
as assigned task assigned task
Minimal or _—
no NSE Minimal or
no NSE
Secondary objective Secondary objective

(a) Disjoint policy sets without using slack (b) Joint policy sets with using slack

Figure 4.7: Differences of policy sets with and without using slack [52], [53]

Slack Estimation Small slack values limit the setting for minimizing NSE while higher values disallow
the agent to fulfill o;. The minimal slack ¢ required to avoid negative effects completely is estimated
using the expected reward of the model M before and after disabling all the actions the agent can take
that lead to NSE. Figure 4.7 highlights the differences between disjoint policy sets without using slack
and slack-induced policies for minimizing negative side-effects.

Algorithm 2: Slack Estimation (M, Q) [52], [53]

10 ¢ 00

2 V*(s,) + M optimally with respect to o,

3 Compute NSE-free transition (7') by disabling all actions that result in negative side-effects,
v(5,a,d):

a T(3,a,5) « {

T(3,a,8) if Q(5,a) =0

0 otherwise

o

if solution exists for (S,

S,A,T,R) then
6 L Vi (s,) « Solve (S, A, T, R) optimally for o;
7 | 6 [Vi*(so) — Vi(so)]
8 return

Learning From Feedback To now learn negative side-effects by training a regression model to pre-
dict the penalty Ry, the authors consider two different approaches of feedback for data collection that
correlate with the features in the state space S: feedback in form of an (human) oracle signaling unde-
sirable actions, or by exploring the environment.

The authors consider different feedback mechanisms by an (human) oracle:

1. Random Queries: The agent randomly selects state-action pairs (s, a), queries an oracle for
exact penalties, and learns the true penalty model as the budget increases.
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2. Approval (HA): The agent queries a human who approves or disapproves actions based on
randomly selected state-action pairs (s,a) without replacement (Figure 4.8). Approved actions
are mapped to zero penalty Ry(s,a) = 0, disapproved to a fixed penalty Ry(s,a) = k. The
authors differ between two types of approval, strict (HA-S) disapproves all NSE actions, while
lenient (HA-L) disapproves severe NSE actions only.

3. Corrections (C): The agent follows its policy while a human corrects unacceptable actions, guid-
ing it to acceptable actions or minimal NSE actions. Acceptable actions are mapped to a zero
penalty Ry(s,a) = 0, others are mapped to a non-zero penalty Ry (s,a) = k.

4. Demo-action mismatch (D-AM): The agent compares its actions to limited human demonstra-
tions. Actions not matching the demonstration are penalized with Ry (s, a) = k.

J Approve
O
Dlsapprove
Susceptlb[e —
) >>states feedback

aD User

Agent

Figure 4.8: Learning from user feedback to mitigate negative side-effects using the approval (HA) strategy, where
the agent queries a human who approves or disapproves actions based on randomly selected state-
action pairs [52], [53].

Exploring the environment to collect NSE feedback may be used when feedback by an oracle is too
expensive or unavailable. In this case, the agent uses an e-greedy policy for action selection to explore
and learn about the NSE penaltiesRy(s,a). Three exploration strategies are described: conservative
with € = 0.1, moderate with € = 0.5, and radical with e = 0.9. The agent only explores to learn Ry (s, a),
while its final policy is computed by solving M.

Model Learning To now make accurate predictions about the penalties Ry(s,a), any regression
technique may be used. The authors opted for random forest regression to handle the continuous
nature of the penalty. The selected model is then used to update the augmented MDP M, enabling the
agent to compute a policy that minimizes NSE. Empirical evaluations demonstrate that the framework
effectively mitigates NSE, with different feedback mechanisms introducing distinct biases that affect
NSE identification.

Saisubramanian et al. [71] build up on their previous work [52], [53] and elaborate on the four main
limitations of learning from feedback:

1. Accurate feedback collection: Different feedback approaches have their drawbacks and ran-
dom queries require precise human-specified penalties, which are difficult to obtain. Approval
methods cannot differentiate NSE severity, and humans may struggle to provide feedback on
random state-action pairs. Autonomous exploration avoids supervision but relies on designer-
specified penalties, which can lead to misspecification and unsafe learning.
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2. Bias in the feedback mechanism: Additionally, feedback mechanisms introduce sampling bi-
ases as the states are correlated, affecting learning. Random sampling provides better state
space coverage, while exploration techniques are restricted to regions critical to the agent’s pri-
mary objective.

3. Fidelity of state representation: Effective learning assumes the agent’s state representation
includes necessary features for identifying NSEs. Limited fidelity in the state representations can
hinder learning, resulting in conflicting feedback signals and affecting the agent’s ability to mitigate
NSE.

4. Unavoidable and non-markovian NSE: Updating the agent’s policy alone is insufficient for un-
avoidable NSEs and alternate approaches beyond agent learning are needed. Non-Markovian
NSEs, associated with trajectories, pose another challenge. The framework requires penalties
linked to state-action pairs, making it unsuitable for scenarios where penalties are not decom-
posable. An alternate approach involving human assistance beyond feedback is needed for such
settings.
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4.4.2 Constrained Models

Liu et al. [62] seek to create a model-based RL approach to that ensures safety during learning by
minimizing constraint violations while maintaining high task performance, even when the dynamics and
constraints of the MDP are unknown. They propose a constrained model-based RL framework using a
robust cross-entropy (RCE) method within a Model Predictive Control (MPC) [108], [109] framework.

The authors consider a CMDP, where both, the dynamics denoted with f : S x A — S in this case as a
deterministic state transition function, and the cost function ¢ : S — {0, 1} are unknown.

These two functions are learned from data with an ensemble of neural networks to predict the system
dynamics, allowing the estimation of epistemic uncertainty (uncertainty due to lack of data). This un-
certainty is crucial for safety, as it helps the model to account for potential errors in predictions [110].
The loss function for training each neural network in the ensemble is given by

1055(0) = E(s,.0,5001)eDy | 15t41 + fo, (51, ar)] (4.43)

where 6 are the model's parameters, D, is a subset of the dataset to prevent overfitting [111], [112],
and fy, represents the b-th neural network in the ensemble.

The MPC framework optimizes the sequence of actions to maximize the expected reward [108], [109]
while ensuring safety by avoiding constraint violations. This optimization problem is formulated as

x = argmax E
ap,ai,...aT

T
Z’th(stH)] (4.44)
t=0

s.t. vt € {0,1,...T — 1} the learned dynamics s;+1 = f(s¢, a;) and the constraint C(s;+1) = 0.

To solve the constrained optimization problem, the RCE method by using trajectory sampling [110] is
used. This approach involves sampling action sequences, evaluating them based on predicted rewards
and costs, and selecting the best samples to update the action distribution iteratively. The method
accounts for model uncertainty by considering the worst-case scenario in terms of constraint violations.
Given an action sequence X, RCE estimates the reward with

T B
R(z;50) = » o' (113 > R(si’ﬂ)) (4.45)
b=1

t=0
and the cost with

T
. _ t b
C(x;50) = t§:0: B'max C(st,,) (4.46)
where B is the number of models in the ensemble, and 3 is a discount factor for the cost.

The proposed MPC-RCE method was tested in the OpenAl Safety Gym environment'!), where it
demonstrated superior performance in minimizing constraint violations compared to other model-based
and model-free baselines. It also showed significantly better sample efficiency, requiring fewer interac-
tions with the environment to converge to a safe and effective policy.

™ https://openai.com/index/safety-gym/
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Ma et al. [70] propose another framework called Conservative and Adaptive Penalty (CAP) for model-
based safe reinforcement learning, that not only builds a model to predict penalties associated with
negative side-effects, but also uses the cost feedback of the environment to do so.

The authors consider a finite CMDP [25] and define a cost-aware value function V" : S — R derived
from the policy 7 such that V™ := E, 7[> 72 v c(se, ar)|so = s].
On the realizability of V", the authors assume that there is a parameter g > 0 and a function class F
such that V™ € gF for every policy 7. The CAP framework now introduces a cost function that accounts
for uncertainty in the model’s predictions. This penalty is derived from an upper bound on the difference
between the true cost J,.() and the estimated cost .J, () with

Z (p7(s,a) — pL(s, a))c(s,a) < Zpﬂf(s, a)dp(T(s,a), T(s,a)) (4.47)

s,a 5,a

where p7. and p7, are occupancy distributions under the true and learned models, and 7 (7'(s, a), T'(s, a))
is the integral probability metric (IPM) between the learned transition model 7" and the true model 7.

Since the conservative penalty might be overly strict, CAP dynamically adjusts the penalty using feed-
back from the environment. This adjustment is performed using a proportional-integral controller (PI),
a simple variant of the PID controller [113], which tunes a penalty scale « based on the observed
discrepancy between the trust and the constraint threshold C by

K1 = ke + a(Je(m) — C) (4.48)

where « is the learning rate, and J.(m;) is the observed cost of the policy .

The CAP algorithm iterates between updating the transition model, optimizing the policy with the con-
servative cost penalty, collecting new data, and adjusting the penalty. This ensures that all intermediate
policies during training remain feasible and safe.

The authors evaluate CAP on both tabular gridworld environments and high-dimensional continuous
control tasks (e.g., Mujoco Half Cheetah® based on Wawrzynski [114] and Car Racing®’ based on
Chris Campbell’s Top-down car physics'¥). CAP was shown to achieve near-optimal performance
while significantly reducing the number of unsafe actions during training [70]. It also demonstrated
greater sample efficiency compared to model-free safe RL methods. The adaptive penalty mechanism
effectively balanced exploration and safety, reducing the number of safety violations.

Srivastava et al. [77] address the challenge of mitigating negative side-effects with non-markovian na-
ture, which depend on the entire sequence of actions (trajectory) rather than just individual state-action
pairs.

To achieve this, the authors assume a CMDP with constraints on negative side-effect occurrences and
propose a framework called Controller-Assisted Safe Planning (CASP), which involves the following
three steps:

@ https://gymnasium.farama.org/main/environments/mujoco/half_cheetah/
(©)
(4)

https://gymnasium.farama.org/main/environments/box2d/car_racing/
https://www.iforce2d.net/b2dtut/top-down-car
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1. Learning NSE Models: The system first gathers data about negative side-effects through ob-
served state-action trajectories. The data includes information about the severity of NSEs asso-
ciated with these trajectories.

2. Finite State Controllers: The authors use finite state controllers (FSCs) and EM algorithms
[115] to predict the severity of negative side-effects for given trajectories. FSCs are compact
representations that summarize the history of state-action pairs to make predictions about future
states and associated side-effects.

3. Constrained Markov Decision Process: The system integrates the learned FSC into a CMDP
model. The CMDP uses the underlying MDP information about the FSC to plan actions while
avoiding negative side-effects. The planning is performed using a variant of the dual linear pro-
gramming method (dual LP) for MDPs [116].

The optimization problem is solved by integrating the FSC into the dual LP formulation [25] and defining
a cross-product MDP [117], which considers both the environment states and FSC states . The resulting
transition function of this cross-product MDP can be defined with

P(uit1, Se1|ue, Se,ar) = T(s¢, ar, Se41)0(uet1|u, 0 = L(st, ar, Se41)) (4.49)

e uis a node in the FSC, L(-) is the labeling function, and ¢ is the slack indicating how much the optimal
expected value is allowed to deviate when the agent updates its policy.

The dual LP can then be solved by maximizing

max R(st, aty sp41)y(us, e, at) (4.50)
{y()}

u,s,a

where y is a occupancy measure denoting the total expected number of times the FSC state is w.

The empirical evaluation demonstrates that the CASP approach is effective in learning and mitigating
both markovian and non-markovian NSEs. The results show that CASP can efficiently learn from limited
historical data and outperform existing methods in avoiding NSEs. Specifically, CASP successfully
avoids NSEs that other methods, such as those based on multi-objective MDPs, fail to handle due to
their inability to deal with non-markovian dependencies.
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4.4.3 Planning with Reduced or Incomplete Models

Saisubramanian et al. [48] aim to address the issue of negative side-effects that arise when planning
with reduced models. Reduced models simplify planning by considering only a subset of possible
outcomes for each state-action pair, but this simplification can lead to situations where the agent en-
counters states during execution that are not covered by the precomputed policy. Replanning in these
states can be risky, especially if the state is unsafe for deliberation, such as a robot needing to replan
while on a busy street. The challenge is to retain the computational efficiency of reduced models while
minimizing these negative side effects.

The authors propose a planning approach that uses a portfolio of reduced models to minimize negative
side-effects. This approach involves selectively improving the model fidelity in states that are identified
as risky for replanning. The authors consider a Stochastic Shortest Path (SSP) problem defined my an
MDP M = (S, A, T, R, so, Si), where sg is the initial (starting) state, and SG is a set of goal states. The
optimal policy pi* can be calculated using the optimal value function

V*(st) = min Q*(st,a’) (4.51)
where calculated using the optimal value function

Q*(St, at) = R(St, ag, St+1) + Z T(St, ag, St+1)V*(St+1) (452)

S/

denotes the optimal action-value function in the SSP of the MDP [118].

A reduced model of an SSP MDP is defined by altering the transition function such that only a subset of
possible outcomes is considered for each action. This is denoted by the tuple M’ = (S, A, T", R, s, Sg),
where T" is the altered transition function such that V(s,a) € S x A,60'(s,a) C 6(s,a). The function
0 (s, ar) = {st41|T"(st, ar, s¢+1) > 0} defines the set of outcomes in the reduced model.

The authors introduce a portfolio-based approach where different outcome selection principles are
applied depending on the state. In risky states, a more comprehensive outcome selection is used,
while in safe states, a simpler reduced model is enough. For this, they introduce a 0/1 reduced model
(0/1 RM), which alternates between considering one outcome by ignoring stochasticity completely, and
using the full model (considering all outcomes fully accounting for stochasticity) based on a heuristic
reachability analysis.

a a;
a, az

(a) Original problem (b) MLOD (c) 0/1 RM

Figure 4.9: Comparison between the original problem, most likely outcome determinization (MLOD) and 0/1 RM
approach [48].

Figure 4.9 shows the differences between the original problem Figure 4.9a, using the most likely out-
come determinization (MLOD) by using a uniform outcome selection principle Figure 4.9b, and 0/1 RM
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Figure 4.9c, where sj is a risky state with a negative side-effect. MLOD ignores the risky state of the
original problem, while 0/1 RM uses the full model in this situation including s; and is able to account
for the negative side-effect.

The proposed method was empirically tested on three different domains with an electric vehicle charg-
ing problem using real-world data [119], a racetrack problem [120], and a sailing domain [121]. The
results showed that the 0/1 reduced model effectively minimized negative side effects without signifi-
cantly increasing computational time. The approach achieved nearly optimal solutions, demonstrating
its effectiveness in balancing computational efficiency and safety.

Low et al. [76] aim to enhance the safety of decision-making agents operating in uncertain environ-
ments, especially those modeled as CMDPs. They seek to mitigate negative side-effects that occur
when agents operate in environments with incomplete models. Previous methods typically address
safety by imposing constraints on the immediate state-action pairs (markovian constraints), but these
may fail to account for long-term or complex safety issues. The authors propose a method to learn
non-markovian safety patterns (i.e., safety concerns that depend on entire trajectories, not just single
states or actions), and integrate this into a framework for safe MDP planning.

The problem is framed as a CMDP, where the objective is to maximize rewards while satisfying safety
constraints. Instead of using predefined safety cost functions, the method learns from labeled trajecto-
ries that identify various categories of NSEs. The key CMDP objective is defined with

max Ja(70) = Erer, [Z V' R(si, atﬂ (4.53)
t=0
s.t. Je,(m9) = Ernrr, [Ci(7) < di] Vi=1,2,.., K (4.54)

where C;(7) denotes the safety constraint to be learned from state-action pairs (s;, a;).
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Figure 4.10: GRU network to predict negative side-effects subject to the defined CMDP objective based on state-
action pairs in the trajectory [76].

The authors use Gated Recurrent Units (GRU) [122] to classify trajectories based on their NSE risk.
Figure 4.10 shows the classifier predicting the likelihood of NSEs based on the sequence of states and
actions in the trajectory. To solve the CMDP, a Lagrangian relaxation method [123], [124] is employed.
The safety constraints are enforced by adjusting the Lagrange multipliers, which act as penalties for
violating the constraints. The Lagrange function is defined with

K
minmax L(A,0) = Jr(m) — z; AilJe, (mo) — di (4.55)
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and gradients are computed to update both, the policy

x = Jo.(m0) = di = Ernr, [Ci(T) — (4.56)
and Lagrange multipliers

oL K
o5 = Von(mo) - > AiVaJg, () (4.57)

=0

K ~

= VoJr(m9) = > AiVoErm,[Ci(7)] (4.58)

=0

respectively to provide a local optimum of the problem.

Stochastic computation graph of C;(7) using GRUs to classigy the likelihood of negative side-effects
across a trajectory  with K = 3 NSE classes. The GRU process sequences of states and actions,
while the Lagrange multiplier method adjusts the policy 7y to enforce safety constraints based on the
classification of the trajectory.
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Figure 4.11: Stochastic computation graph of C;(7) using GRUSs to classigy the likelihood of negative side-effects
across a trajectory T with K = 3 NSE classes. The GRU process sequences of states and actions,
while the Lagrange multiplier method adjusts the policy 7y to enforce safety constraints based on
the classification of the trajectory [76].

Figure 4.11 shows the combination of a GRU and the Lagrange multiplier method to classify negative
side-effects based on state-action pairs of the trajectory.

The method was empirically tested in both discrete and continuous environments and successfully
learned to satisfy non-markovian safety constraints while optimizing the agent’s overall rewards. The
approach was more scaleable and effective than previous approaches that only handled markovian
NSEs and the policy produced outperformed previous methods, especially in balancing between maxi-
mizing rewards while mitigation negative side-effects.
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4.4.4 Symbolic Planning

Klassen et al. [60], [68] aim to address the issue of negative side-effects in sequential decision-making
processes, particularly within the context of symbolic planning. Traditional planning approaches often
focus on achieving specific objectives without considering the unintended consequences (side-effects)
these actions may have on the environment or other agents. The problem is especially critical when
multiple independent agents share an environment, as one agent’s actions can inadvertently hinder
the ability of others to achieve their goals. The authors seek to formalize the notion of side-effects and
propose methods to minimize these negative impacts.

The authors formalize the problem as planning problem in the context of a state-transition system [125]
with

P = (%, s0,5¢) (4.59)
where ¥ = (S, A, §) is a state-transition system with § : S x A — S as a partial function that defines
state transitions, sy € S is the initial (starting) state, and S C S is the set of goal states.
A sequence of actions m € A* is considered a plan for P if and only if o(sg,7) € S meaning the
execution of 7 from sy leads to a state in the goal set S¢.

The authors use the Stanford Research Institute Problem Solver (STRIPS) [126] formalism to define
the planning problem as tuple (F, I, A,G), where F is a finite set of propositional symbols (fluents),
I C F represents the initial state, A is a finite set of actions, and G C F' represents the goal. Each
action a € A is described by

e Add list: Add(a) - the set of fluents added by the action,
o Delete list: Del(a) - the set of fluents removed by the action, and
e Precondition list: Pre(a) - the set of fluents that must be true for the action to be executed.

The state-transition system § in this case is defined such that

i(s,a) =

{(3 \ Del(a)) UAdd(a) if Pre(a) C s (4.60)

undefined otherwise

To minimize negative side-effects, the authors introduce the concept of a change-minimizing plan.
Given a distance function d : S x S +— [0,00), which measures the change between two states. A
plan 7 is change-minimizing if

V7T/ c A*,d(5(80,7rl), So) > d(d(SO,W), 80) . (461)

This means that = leaves the world as close as possible to its initial state after reaching the goal to
minimize negative side-effects in the context of not taking actions leading to drastically changes to the
environment compared to the starting state.

The experimental results validate that the proposed compilations can effectively generate plans that
minimize side effects. The authors tested their methods on several domains, showing that their ap-
proach can produce plans that are less likely to interfere with other agents’ goals. This capability is
crucial in multi-agent environments and other applications where safety and ethical considerations are
critical.
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4.4.5 Environment Shaping

Saisubramanian et al. [63], [71] introduce an approach using environment shaping by allowing human
operators to reconfigure the environment. The agent optimizes its task, potentially causing negative
side-effects, while a human modifies the environment to mitigate these side effects without affecting the
agent’s task completion. The setup involves an actor agent and an environment designer agent. The
actor operates in a configurable environment described by a configuration file E, optimizing its primary
objective op using an MDP M. The designer evaluates the impact of NSE and modifies the environment
as needed. Modifications, such as moving objects or removing obstacles, are finite and specified in the
problem setup. Key assumptions are that the actor’s start and goal conditions remain fixed and that
modifications are tentatively applied to ensure they do not hinder the agent’s task performance.

A . . ‘ Modification to
Next action?
Trajectories minimize NSE?
=) /\
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configuration
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Agent Environment
designer

Figure 4.12: Cyclic relationship between an agent and an environment designer to mitigate negative side-effects
using environment shaping. [63], [71].

The authors consider an actor-designer framework for negative side-effect mitigation (AD-NSE) defined
as (Fo, &, M, My,04,6p), where:

e [ is the initial environment configuration,

£ is afinite set of possible reconfigurations of Ey,

M represents the actor's MDP,

My = (Q,¥,C, Ry) is the model of the designer with

Q as a set of valid modifications, including @ for no changes,

¥ & x Q— & gives the new environment modification after applying a modification w € Q
C : & x Q — Ris the cost function for doing modifications C(E,w), with C(E,0) = 0,VE € &€

Ry measures the penalty for NSE, with Ry (7, E) denoting the penalty associated with policy
m in environment £ € £

d4 > 0 is the slack for the actor representing the maximum allowed deviation from the optimal
policy for op when recomputing its policy in a modified environment

dp > 0 represents the designer’s tolerance threshold for NSE.
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Figure 4.12 shows a simplification of the actor-designer framework. The actor’s goal is to compute a
policy 7 that maximizes its expected reward mal_}ld/p”(§0|E), where
TE

VI (50) = R(3,7(3)) + Y _ T(5,7(5),5) - V7 (3),V5s € S (4.62)
§eS

with 5y being the initial (start) state in environment E.
When the environment is modified, the actor may need to recompute its policy, which might lead to a
longer path to its goal. The slack §4 allows deviation from the optimal expected reward in the initial
environment Eg, where

V' (50l Eo) — V7 (30| E') < da (4.63)

and 7’ is the policy in the modified environment E’.
The designer estimates the NSE penalty Ry (7, R) and if the penalty exceeds the tolerance thresh-
old ép, the environment is reconfigured. The designer selects a modification w to maximize its utility

rgggUﬂ (w), where

Ur(w) = (RN(ﬂ', E) — Ry(m, w(E,w))) —C(E,w) (4.64)

reduction in penalty

to balance the penalty of the negative side-effect against the cost of the modification. The cost is
measured in the same unit as the penalty and may gradually reduced over episodes.

The AD-NSE framework ensures that the actor’s performance remains bounded while minimizing nega-
tive side-effects through strategic environment shaping. Instead of sharing the complete policy, which is
impractical for large problems, the actor provides demonstrations D = {7, 72, ..., 7, } of its optimal policy
for op. These demonstrations help the designer understand the actor’s policy and estimate its negative
side-effects. The designer uses this information to shape the environment effectively, as more and
diverse demonstrations improve the designer’s ability to accurately choose appropriate modifications.
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4.4.6 Safety Wrappers

Burden et al. [66] propose a method that can reduce the occurrence of negative side-effects by lever-
aging confidence measures to trigger safer behavior when the agent’s certainty in its actions is low.
The core of the proposed solution lies in the development of safety wrappers for reinforcement learning
agents. These wrappers modify the agent’s behavior based on its confidence in its actions, ensuring
safe operation. The safety wrapper consists of a base policy m.s. as the default policy for interacting
with the environment, and a safety policy 7., . as safer alternative that the agent switches to when it
detects a drop in confidence.

These two components are encapsulates as options in the framework of the agent. The base option
Ovase = (Zvases Thases Brase) €X€cutes the base policy when the agent is initialized, and the safety option
Osate = (Lsates Tsafe, Bsafe) triggers the safety policy when the agent’s confidence is low. 7 and B serve
as initiation and termination sets of the corresponding option respectively.

The agent’s confidence in this framework can be measured in two ways, depending on if we want to
change the orientation on the reward or the goal. The reward-oriented confidence measure is based
on the agent’s own network output. For The Proximal Policy Optimization (PPO) [38] algorithm, the
confidence is computer as the inverse of the entropy of the policy with

C(s) = 1—H(s,m) = 1— > m(als)log 4 m(als) (4.65)

acA

where H (s, ) is the entropy of the policy 7 at state s. For DQN [30], a similar approach is applied using
the softmax of the @Q-values. The goal-oriented confidence is estimated using a logistic regression
model trained on the states encountered by the agent during previous episodes. The model predicts
the likelihood of success for each state, which serves as the confidence measure.

The safety wrapper monitors the confidence value C(s), and compares it against a predefined threshold
. It C(s) < /delta, the base option Oy, terminates, and the safety option O, ¢. activates. The initiation
7 and termination B sets are defined as

Isafe = Bpase = {3 ’ C(S) < 5} (466)

and
Bsafe = Ibase = S\Isafe (467)

where O, . is the same set as O,,s. and vice versa. This allows to store and compare the initiation
and termination conditions of the inverse option.

This means the safety policy takes over when the agent’s confidence drops below the threshold 4,
and it return control to the base policy when the confidence is restored. Furthermore, the modular
approach using a safety wrapper around the agent allows a designer to construct .. freely. The
authors consider a subset of safe actions (a no-op action @ € A for not moving) as well as domain
knowledge providing a hand-crafted policy for their experiments.

The experiments showed that wrapping RL agents like DQN [30] and PPO [38] with these safety mech-
anisms significantly reduced the occurrence of negative side effects while maintaining competitive per-
formance. In the Vase World environment [13], the wrapped agents demonstrated a marked improve-
ment in safety scores, with only a slight reduction in reward compared to unwrapped agents. Similarly,
in the more complex SafeLife environment [18], safety-wrapped agents expanded the Pareto frontier,
achieving better trade-offs between performance and safety.
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4.5 Inverse Reinforcement Learning

Inverse Reinforcement Learning (IRL) [40] is a technique where agents learn underlying reward func-
tions by observing the behavior of experts, rather than being provided with explicit rewards. In the
context of avoiding negative side effects, IRL is particularly useful for learning safe and robust policies
when the explicit specification of rewards is incomplete, ambiguous, or difficult to define. By leveraging
demonstrations, IRL helps the agent infer the preferences and constraints that guide expert behavior,
allowing it to avoid harmful actions and prioritize safety.

This section explores the use of IRL to mitigate negative side effects, focusing on how agents can learn
safe policies from expert demonstrations and implicit human preferences. It covers approaches that
ensure robust performance, even in uncertain environments with incomplete reward information, and
methods that infer human preferences from observations to prevent harmful behaviors.

4.5.1 MDP Solver

Huang et al. [44] introduce a method that enables agents to learn a robust policy that maximizes
rewards while ensuring safety, even in the presence of incomplete or inaccurate information. The
key is to leverage demonstrations from experts to guide the learning process. The authors propose
a max min learning framework [127], [128], related to inverse reinforcement learning (IRL) [40] and
apprenticeship learning [129] designed to learn policies that are robust to worst-case scenarios in
reward specifications.

The approach involves an exact MDP solving algorithm based on the ellipsoid method and a more
practical approach using Follow-the-Perturbed-Leader (FPL) [130]. The authors consider a finite MDP
M = (S, A,p, R,~, x), where the reward function is assumed to be linear in some feature space ¢ : S —
[0,1]%, expressed as R(s) = w - ¢(s),Vs € S and w € R* represents the reward weights. The goal is to
solve the max min problem

max min wTu
MEPF’UJGPR

where = E [ Srto Y b (se)| M, w} is the feature expection under the agent’s policy =, Pr is the polytope
containing the representations of all policies in the feature space, and P is the set of reward functions
consistent with the expert’s knowledge.

The Problem is formulated as a linear program (LP)

max z
subject to z < pu-w, Yw € Pg, (4.68)
w € Pp

and the authors use separation oracles to optimize linear functions over convex sets:

e Separation Oracle for Pr: This oracle checks whether a given p lies in Pr by solving the MDP
with the reward function R(-) = w - ¢(+) using the MDP solver.

e Separation Oracle for Pi: The oracle verifies whether a given reward weight wy is consistent
with the expert’s demonstration by checking if it satisfies the condition pug-wy > p-wo—e, Yu € Pr.
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An ellipsoid-based separation oracle for LP feasibility then checks whether a candidate pair (uo, z0)
satisfies the constraints of the linear program.

While this problem may be computationally expensive to solve, the authors propose a FPL method
as an online learning algorithm that approximates the max min policy through iterative updates. This
algorithm ensures that after T iterations, the policy is within O(1/+/T) of the true max min policy.

The proposed methods demonstrate the ability to learn robust policies that avoid negative side-effects
and are resilient to reward misspecification. The experimental results, conducted in both discrete
gridworlds and continuous environments like cartpole provided by OpenAl Gym [131], show that the
max min policies outperform baseline methods by ensuring safety even in complex scenarios with un-
certain or incomplete reward information.
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4.5.2 Implicit Preference Information

Shah et al. [49] proposes an approach to mitigate negative side-effects with the goal to infer human
preferences, particularly those related to avoiding side effects, from the initial state of the environment

in which the agent operates.
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Figure 4.13: lllustration of learning preferences from an initial (starting) state using Reward Learning by Simulat-
ing the Past (RLSP) [49].

The authors introduce an algorithm called Reward Learning by Simulating the Past (RLSP) to infer
human preferences from the initial state of the environment. Figure 4.13 illustrates the learning process,
where Alice (human) moves in an environment with a vase and carpets, aiming to reach a specific goal.
The robot (agent) observes the environment’s current state sy, where the vase remains intact, after
Alice has acted from a previous state s_p. The agent infers that intact vases suggest Alice’s preference
to avoid breaking them, even though no explicit instruction was given. The agent considers different
possible reward functions for Alice, identifying those that are consistent with the observed state (vase
intact) and those that are not (vase broken).

The key insight of RLSP is that the environment’s initial state is already optimized according to human
preferences. They use Maximum Causal Entropy Inverse Reinforcement Learning (MCEIRL) [43] to
model human behavior and infer a reward function from the initial state. Since the authors only have a
single end state s, of the trajectory 7o = (s_7,a_r, ..., S0, ap), they update the likelihood of observing s
in the trajectory 7y given the reward parameters 6 by marginalizing over all other variables with

p(solf) = > p(mlo)
S_T,a_T,...,80,00
where p(79|0) is the likelihood of the trajectory 7, as defined in MCEIRL [43]. The idea behind this
algorithm is to maximize the log-likelihood of the initial (starting) state sy to find the reward function that
best explains it.

The results demonstrate that RLSP can successfully infer preferences that lead to avoiding side effects
and achieving tasks in various environments. The inferred rewards align well with human preferences
as observed in different proof-of-concept environments, showing that the initial state contains valuable
information about implicit preferences. The method effectively penalizes harmful side effects while
allowing positive ones.
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[54] [54] build up from their previous work with RLSP [49] and introduce a formalism for learning from
the state of the world [54]. The key contributions involve three components to implicitly use preference
information for avoiding negative side-effects:

1. Learning from Partial Observability: Extending the formalism to handle environments where
neither the human nor the agent can observe the entire state of the world at each time step.

2. Assistance Formulation: Integrating reward learning and control by solving assistance prob-
lems, where the agent not only learns a reward function from the human but also actively seeks
further information to refine its understanding.

3. Reinforcement Learning and Planning: Algorithms are developed to infer a reward function (6)
from the initial state of the world (sy) observed by the agent upon deployment. The agent then
follows a policy that balances this inferred reward with a specified reward.

By combining these three components, the authors introduce Deep RLSP, which extends RLSP to
high-dimensional and continuous environments where traditional methods like tabular RLSP are not
applicable. The main idea is to scale RLSP to more complex environments where the state space is
continuous, the dynamics are not fully known, and there is no predefined feature function.

Deep RLSP uses a Variational Autoencoder (VAE) [132] to learn the feature function f. The VAE is
trained on environment interactions and encodes states into a latent feature representation that can be
used to learn a reward function [54]. Furthermore, the VAE is used to train a inverse dynamics model
T—1, which is a neural network that predicts the previous state s;_; given the current state s; and action
a;. This model helps to simulate the past trajectories 7 that lead to the current state. The policy of the
human model 7y is learned using Soft Actor-Critic (SAC)[39], which optimizes the policy based on
the inferred reward function. This policy is coninuously updated throughout the training process. The
gradients are computed by simulating backwards from the observed state s, and then rolling out forward
from the inferred initial state s_ [54]. The difference between the backward and forward feature counts
is used to updated the reward parameters 6. Deep RLSP starts with a short horizon 7 and gradually
increases it as the training progresses, making it easier to maintain consistency between the simulated
past and the observed states.

Deep RLSP [54] has been shown to perform well in environments such as MudoCo’s Inverted Pendu-
lum®) based on the work by Barto et al.[133] and Half Cheetah(®) based on Wawrzynski[114] where it is
capable of learning reasonable behaviors from a single state. Although it does not achieve expert-level
performance, it can still infer useful skills like balancing and jumping with varying degrees of accuracy
depending on the number of states provided.

® https://gymnasium.farama.org/main/environments/mujoco/inverted_pendulum/
® https://gymnasium.farama.org/environments/mujoco/half_cheetah/
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5 Resulis

For the systematic literature review on mitigating negative side-effects in reinforcement learning, we
classify the identified studies based on specific criteria, including a classification of agents based on
the approach used and what assumptions lie under their algorithms. Furthermore, we analyze the
results to detect gaps in the literature and elaborate, on how this research area can be advanced in
the future. This taxonomies facilitates a structured understanding of the existing strategies and their
effectiveness in promoting safe RL behaviors.

5.1 Classification of Agents

To classify the assumptions, research fellows in the Topic-wise field took to design safe RL algorithms,
we defined following taxonomies to classify retrieved studies:

Fully Observable State The agent has complete access to all relevant information about the current
state of the environment. In other words, the agent can directly observe all aspects of the environment
that are necessary for decision making.

No-Op Action The action space of the agent contains a no-op action (e.g. “standing still”), where the
action of the agent has no influence on the environment for one time step. They are often included in
environments to allow the agent to choose not to take any action.

Known Dynamics The agent has complete knowledge or a model of how the environment behaves
over time. In other words, the agent has information about the internal dynamics of the Markov Decision
process (MDP) and knows, how the environment will evolve in response to its actions.

Linear Feature Reward The reward an agent receives is linearly dependent from some sort of fea-
tures or attributes of the current state. Most often, each feature is associated with a weight, and the
reward is calculated as the dot product of the feature vector and the weight vector.

Action-Independent Reward The agent receives rewards that are not influenced by specific actions.
Instead, the reward depends only on the current state of the environment. This can simplify the learning
process since the agent does not need to consider the effects of its actions on the reward.

Known Past States The agent has access to a history of past states that is has observed or visited
during interaction with the environment. Having knowledge of past states can be useful for making
decisions and learning patterns of trends in the environment.
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5.1.1 Agents without safety mechanisms

While many reinforcement learning (RL) agents are designed with safety mechanisms to mitigate nega-
tive side-effects, several approaches explore agent behavior in environments where such mechanisms
are absent. These agents often prioritize reward maximization without explicit regard for the safety
of their actions, leading to unintended consequences or disruptions in the environment. The study of
agents without safety mechanisms highlights the importance of designing constraints and regulariza-
tions that ensure safe and reliable behavior, particularly in complex environments where agents interact
with dynamic or stochastic elements.

Most of the reviewed studies in this category operate under fully observable states, where agents have
access to all relevant information about the environment. Additionally, many of these approaches rely
on a no-op action, which allows agents to choose to remain inactive, providing a baseline for assessing
the impact of their actions. However, unlike other frameworks that use linear feature rewards or track
the impact of actions over time, agents without safety mechanisms do not typically utilize these features,
leading to a focus on short-term reward optimization without long-term safety considerations.

Full Linear .

State Reward
Leike et al. [15] v v v X X X
Waisi [57] v X v X X X
Wainwright et al. [18] v 4 X X X X
Burden et al. [59] v v X X X X
Hoang et al. [67] X X X X X X
Amodei et al. [6] - - - - - -

Table 5.1: Taxonomy of agents without safety mechanisms based on the proposed classification criteria. Re-
trieved studies show a strong dependence on fully observable states and a no-op action in the agent’s
action space. The reward is not dependent on (linear) features and only dependent on the actions
taken by the agents. Information about past states are not available in the learning algorithms. Amodei
et al. [6] focuses only on the theoretical foundations on avoiding negative side-effects without propos-
ing a new algorithm or doing empirical experiments, therefore no classification was done.

Table 5.1 summarizes the reviewed studies, illustrating the common reliance on fully observable states
and the presence of no-op actions. The following subsections describe specific methods used in envi-
ronments without safety mechanisms and discuss the challenges and limitations of these approaches,
especially in balancing task performance with the avoidance of negative side-effects.
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Tabular Solution Methods

Waisi [57] explored the challenge of avoiding negative side-effects without embedding ad-hoc con-
straints into the agents’ objective functions. By employing tabular solution methods such as Q-learning
[29] and Sarsa [28], the study compared agent performances in two distinct environments: a safety
setting where agents were unaware of penalties for side effects, and a standard setting where such
penalties were explicitly enforced. The environments utilized were variants of the Sokoban game [15]
and the Cliff-walking environment [16], both of which offer fully observable states and known dynamics.
The findings revealed that agents trained with direct penalties for side effects demonstrated superior
performance and more optimal behavior, whereas those in the safety setting struggled to avoid unin-
tended consequences. This underscores the critical role of explicit safety mechanisms in enhancing
agent reliability, albeit with potential trade-offs in overall performance.

Deep Reinforcement Learning

Leike et al. [15] introduced the Al Safety Gridworlds, a suite of environments designed to evaluate
agents’ adherence to safety constraints. These gridworlds are characterized by fully observable states,
no-op actions, and known dynamics, allowing agents to navigate safely through tasks such as safe
interruptibility and robust exploration. Utilizing advanced deep reinforcement learning techniques like
Advantage Actor-Critic (A2C) [36] and Rainbow [17], the study demonstrated that agents lacking in-
herent safety mechanisms often prioritize visible rewards over safety, leading to behaviors that exploit
reward function loopholes or cause unintended disruptions. This highlights the vulnerability of DRL
agents to safety breaches in complex environments, emphasizing the need for integrated safety con-
siderations in their design.

Wainwright et al. [18] developed SafeLife, a procedurally generated gridworld environment aimed at
benchmarking RL agents’ ability to avoid negative side-effects while accomplishing their goals. Safe-
Life incorporates fully observable states and no-op actions, presenting dynamic and stochastic ele-
ments inspired by cellular automata. Agents trained using Proximal Policy Optimization (PPO) [38] were
evaluated based on their task performance and the extent of environmental disruptions they caused,
quantified using the earth mover’s distance (EMD) [80]. The results indicated that while agents could
effectively complete primary tasks, they frequently induced significant side-effects, underscoring the
challenge of aligning agent objectives with environmental safety without explicit constraints.

Burden et al. [59] extended the evaluation of RL agents within the SafeLife environment [18] by ana-
lyzing side-effects produced by different DRL algorithms, including Deep Q-Networks (DQN) [30] and
Proximal Policy Optimization (PPO) [38]. The study focused on the append-still task, assessing agents’
ability to create stable structures while minimizing disruptions. Findings revealed that DQN agents,
despite achieving higher pass rates and rewards with extensive training, did not significantly reduce
side-effects. Conversely, PPO agents exhibited a nuanced relationship between reward optimization
and side-effect generation, with moderate rewards correlating with higher side-effect scores. Addi-
tionally, increased exploration and longer episode lengths were associated with greater environmental
disruptions. This research highlights the persistent difficulty in balancing performance and safety in
DRL agents, advocating for more sophisticated safety mechanisms and benchmarking environments to
better capture and mitigate unintended consequences.
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Text-based Reinforcement Learning

In the context of reinforcement learning (RL), much of the research on avoiding negative side-effects
has focused on physical or simulated environments. However, Hoang et al. [67] introduced a new ap-
proach by exploring the problem of safety in text-based reinforcement learning, a domain where agents
interact with their environment using natural language rather than direct sensory inputs or physical ac-
tions. This work falls under the category of Agents without safety mechanisms but does not fit into
any of the predefined classification criteria (i.e., it operates in environments where the agent lacks
full observability, no-op actions, known dynamics, linear feature rewards, action-independent rewards,
or access to known past states). As such, this approach stands as a distinct case in reinforcement
learning research, addressing unique challenges related to text-based interaction.

The authors highlighted the lack of benchmarks that unify these two domains, motivating the develop-
ment of their proposed solution with the Safety-Constrained Environments for Reinforcement Learning
(SCERL) benchmark. SCERL is a suite of 20 games adapted from TextWorld [81], designed to simulate
real-world safety challenges, such as managing fire hazards or chemical risks. Each game in the suite
includes explicit safety constraints, such as ensuring that potentially dangerous items (e.g., candles or
chemicals) are handled properly to avoid hazards.

The safety constraints in SCERL are enforced through a system of penalties. These penalties can either
be soft penalties (which do not terminate the game but decrease the agent’s score) or terminating
penalties (which immediately end the game if a severe violation occurs). This dual system allows
agents to gradually learn safe behavior without being prematurely penalized for minor infractions, while
still imposing strict consequences for critical safety violations.

Five Main Pillars of Safety in Reinforcement Learning

The research of Amodei et al. [6] and Raji et al. [7] emphazises the importance of designing RL agents
that can operate safely without causing unintended or harmful behavior due to design flaws. The
discussion identifies five main pillars of Al safety in reinforcement learning, which is further outlined
chapter 1.

The thesis concentrates on the first pillar, avoiding negative side-effects, which is a crucial aspect of en-
suring that RL agents do not cause harm while carrying out their tasks. This particular safety problem,
although sometimes conflated with other issues, forms its own distinct research area. Addressing neg-
ative side-effects is fundamental to ensuring the safe and reliable deployment of RL agents in real-world
scenarios.
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5.1.2 Reward Regularization

Reward regularization is a key approach used to guide agents in reinforcement learning by augmenting
their reward functions to minimize negative side-effects. By incorporating auxiliary reward components,
agents are encouraged to consider not just the primary task performance but also the broader conse-
quences of their actions, such as the environment, or other methods regularizing the main reward. The
central idea of reward regularization is to penalize harmful or undesirable behaviors while rewarding
safe and aligned actions, helping to avoid issues like reward hacking or unintended side-effects.

Most methods in this category assume fully observable states, allowing the agent to observe all rele-
vant information needed to make decisions. Known dynamics are often utilized, enabling the agent to
accurately predict the outcomes of its actions. However, unlike many other approaches, these methods
do not depend on linear feature rewards or action-independent rewards, focusing instead on the con-
textual impact of the agent’s decisions. Some approaches further incorporate past state information,
helping the agent track the cumulative effects of its actions over time.

Fully Linear .
Study Observable No-pp Know.n Feature Action-Independent Known
Action | Dynamics Reward Past States
State Reward
Alizadeh Alamdari et al. [58] v X v X X X
Alizadeh Alamdari et al. [65] v X v X X v
Klassen et al. [69] X X v X X v
Klassen et al. [74] X X v X X v
Laidlaw et al. [75] v X X X X X

Table 5.2: Taxonomy of agents using reward regularization based on the proposed classification criteria. All
agents rely on a fully observable state and known dynamics of the environment. The reward is only
dependent on the actions take by the agents and not on some sort of (linear) features.

Table 5.2 summarizes the identified works, highlighting the common use of fully observable states
and known dynamics. The following subsections delve into specific methods of reward regularization,
discussing how they balance task performance with the avoidance of negative side-effects and other
unintended behaviors.
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Avoiding Negative Side Effects by Considering Others

Alizadeh Alamdari et al. [58] introduced a reward regularization approach that incentivizes agents to
consider the impact of their actions on the future wellbeing and agency of others. This method operates
under the assumption that the agent has access to a fully observable state, known dynamics, and
known past states (considering their approach penalizing negative change from the starting state). By
augmenting the agent’s reward function with an auxiliary component, the agent’s actions are influenced
not only by the primary task but also by their potential side effects on others. This is achieved by
defining a distribution over possible value functions that capture uncertainty regarding what is beneficial
for others.

The authors propose three variants of the augmented reward function:

1. Expected Future Return: This formulation considers the expected value of the next state based
on a distribution of value functions, thereby allowing the agent to consider a range of possible
outcomes rather than a single trajectory. This approach generalizes earlier methods, such as
those proposed by Krakovna et al. [50], by allowing the agent to anticipate the future impact of its
actions.

2. Worst-Case Future Return: This variant focuses on minimizing the worst possible outcome
among all potential value functions, which encourages the agent to avoid actions that could lead
to the most negative side-effects. This is particularly useful in scenarios where avoiding the worst
outcomes is more critical than maximizing the expected value.

3. Penalize Negative Change: This approach compares the value of the next state to the initial state
and penalizes the agent for reducing expected future returns, without rewarding it for increasing
them. This variant is designed to prevent the agent from causing harm without incentivizing
unintended positive side-effects.

Building on this foundation, Alizadeh Alamdari et al. [65] expanded their work by introducing additional
variants that differentiate between agents and consider the options available to them. For example, they
proposed an augmented reward function that treats agents differently by considering their individual
value functions and applying fairness principles, such as the maximin social welfare function. Another
variant incorporates the concept of options, where the reward function accounts for the initiation and
execution of predefined options, reflecting the agents’ specific skills or tasks.
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Avoiding Epistemic Side Effects

Klassen et al. [69], [74] extended the work of Alizadeh Alamdari et al. [58], [65] by focusing on avoiding
epistemic side effects, which are unintended changes to an agent’s knowledge or beliefs caused by
its actions. This approach is particularly relevant in environments where agents operate alongside
humans, who may have limited access to information (i.e., partially observable environments. The
objective is to prevent agents from causing changes in the human’s knowledge or beliefs that could
lead to harmful outcomes.

In their proposed framework, the agent operates with a human in a partially observable Markov decision
process (POMDP) with the same state space and has access to a fully observable state space with
known dynamics. The agent’s reward function is augmented to account for the human’s expected
return, thereby discouraging both physical and epistemic side effects. The augmented reward is defined
by an auxiliary function that integrates the expected return of the human’s history-state value function,
which considers the human’s past observations and actions.

Despite the promising nature of this approach, it has limitations. For instance, the model does not
explicitly represent the human’s beliefs, which can be crucial for addressing tasks with epistemic goals,
such as learning or inferring the location of an object. Additionally, since the agent only accounts for
the expected return of the human, it may not directly penalize the formation of false beliefs, which could
be critical in certain applications.

Occupancy-Regularized Policy Optimization

Laidlaw et al. [75] proposed a novel approach called Occupancy-Regularized Policy Optimization (ORPO),
which focuses on regularizing an agent’s behavior based on occupancy measures. This method is cat-
egorized under Reward Regularization and applies in scenarios where the agent operates in a Fully
Observable State, meaning the agent has complete access to all relevant information about the envi-
ronment at any given time.

The core idea behind ORPO is to prevent negative side-effects and reward hacking by regularizing
the distribution of state-action pairs visited by the agent, known as occupancy measures. These oc-
cupancy measures provide a broader view of the agent’s behavior compared to focusing solely on the
actions it takes. The regularization is achieved by minimizing the difference between the occupancy
measures of the agent’s learned policy and a predefined safe policy. This helps ensure that the learned
policy behaves similarly to the safe policy, reducing the chances of negative side-effects or unintended
behaviors that arise from reward hacking.

Unlike traditional regularization methods that rely on comparing action distributions, ORPO uses oc-
cupancy measures, which provide a more reliable indicator of the agent’s overall behavior in the envi-
ronment. The method ensures that the learned policy does not deviate too far from a safe baseline,
thereby encouraging safer decision-making over time.
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5.1.3 Impact Regularization

Impact regularization focuses on mitigating negative side-effects by discouraging agents from making
irreversible or disruptive changes to their environment. This approach introduces penalties for actions
that deviate too much from a baseline, thereby minimizing unintended side-effects and ensuring that
the agent can achieve its goals while preserving the environment’s integrity. Agents using impact reg-
ularization often balance task performance with environmental impact, ensuring that changes caused
by their actions are minimal and, where possible, reversible.

Most methods in this area operate in fully observable environments, allowing agents to assess the
complete state of the system before making decisions. Many also incorporate a no-op action, which
serves as a neutral choice for the agent, providing a baseline to compare the impact of its actions.
While some approaches rely on known dynamics to model how the environment evolves, others focus
on preserving the agent’s ability to pursue auxiliary or future goals. Linear feature rewards are less
commonly used in these approaches, with most methods focusing on dynamic, multi-objective trade-
offs between the agent’s primary task and minimizing its long-term impact.

Study Obsl::rl\ll‘;ble No-'Op Know'n F':;f::_; Action-Independent Known
State Action | Dynamics Reward Reward Past States
Krakovna et al. [47] v v v X X v
Turner et al. [56] v v v X X X
Turner et al. [55] v v v X X X
Krakovna et al. [50] v X v v X X
Miret et al. [51] v X X X X X
Vamplew et al. [64] v X X X X X
Turner et al. [72] v v v X X X
Lindner et al. [61] - - - - -
Griffin et al. [21] v v X X X X
Turner [20] v v X X X X
Eresheim et al. [73] v X 4 X X X

Table 5.3: Taxonomy of agents using impact regularization based on the proposed classification criteria. All
agents rely on a fully observable state and a no-op action in the agent’s action space builds an often
used assumption. Lindner et al. [61] focuses only on the challenges of using impact regularization
on a theoretical side without proposing a new algorithm or doing empirical experiments, therefore no
classification was done.

Table 5.3 summarizes the reviewed works, highlighting the common use of fully observable states and
no-op actions. The following subsections delve into specific methods of impact regularization, outlining
how each approach handles task performance and environmental preservation.
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(Relative) Reachability Measures

Krakovna et al. [47] propose a framework based on relative reachability, which introduces a stepwise
inaction baseline to penalize negative side-effects by comparing the current state with a baseline. They
highlight two bad incentives, interference and offsetting, which arise from baseline choices. To miti-
gate these, the authors develop a magnitude-sensitive relative reachability measure that balances task
achievement with minimizing environmental disruption. The deviation from the baseline is penalized
using a regularized reward function, and they use stepwise inaction baselines to evaluate the impact of
the agent’s actions in environments with fully observable states, known dynamics, and a no-op action.
The key innovation here is the introduction of a penalty for actions that deviate from an inaction baseline,
allowing agents to distinguish between intended and unintended side-effects. This framework is well-
suited for environments where the agent can observe all necessary states, make predictions about
future state changes (due to known dynamics), and maintain a history of past states to track cumulative
effects. Additionally, the presence of a no-op action helps the agent simulate what the environment
would have looked like had it taken no action.

Attainable Utility Preservation

In their works, Turner et al. [20], [55], [56] build up on the concept of stepwise inaction baselines [47] by
proposing Attainable Utility Preservation (AUP). AUP preserves the agent’s ability to achieve auxiliary
reward functions while pursuing a primary goal, thus mitigating negative side-effects. The AUP penalty
is calculated by comparing the agent’s current action values with the value of taking a no-op action.
This approach assumes a fully observable environment and known dynamics, and it depends heavily
on the availability of a no-op action in the action space.

AUP focuses on maintaining the agent’s ability to optimize for auxiliary goals, ensuring that no action
drastically reduces future rewards. Like the relative reachability measure, AUP benefits from the pres-
ence of known dynamics and fully observable states, which allow the agent to predict and avoid actions
that might reduce future attainable utility.

Recognizing the limitations of AUP in environments where a no-op action may not exist, Eresheim et al.
[73] propose alternative baselines for avoiding negative side-effects when no-op actions are not avail-
able. This work extends AUP by introducing the average baseline, average-others baseline, advantage
baseline, and random-action baseline, all of which evaluate the impact of actions without relying on a
no-op action. These approaches still assume fully observable states and known dynamics, but they do
not require an agent to compare its actions to a no-op action.

This extension significantly broadens the applicability of AUP in environments where agents are ex-
pected to act continuously (e.g., factory floors or fast-moving systems) by eliminating the dependency
on the no-op action while still mitigating unintended side-effects.
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Safety Aware Reinforcement Learning (SARL)

Miret et al. [51] present a framework called Safety Aware Reinforcement Learning (SARL), which in-
troduces a virtual safety agent to guide the main task agent’s actions in a manner that minimizes
side-effects. SARL operates in environments with fully observable states but does not rely on known
dynamics, a no-op action, or past states. Instead, the safety agent and task agent co-train through reg-
ularization, where the distance between their action distributions is minimized, ensuring that the task
agent’s actions align with safety concerns.

This method does not depend on specific assumptions like the presence of a no-op action or known
dynamics, making it more generalizable across different environments. By co-training with a virtual
safety agent, SARL provides a task-agnostic approach to safety that is adaptable to various complex
environments.

Future Task Approach

Krakovna et al. [50] present the Future Task Approach, which introduces an auxiliary reward function to
mitigate negative side-effects by considering the consequences of the current task on future tasks. The
approach assumes that the agent’s current task is part of a sequence of tasks, and the state the agent
leaves after completing the current task serves as the starting state for future unknown tasks. This
future task framework penalizes actions that cause interference with future tasks by using a uniform
prior over possible future goal states. By aligning the future task reward with a baseline policy (e.g.,
doing nothing), the approach helps avoid interference incentives. The agent is rewarded for performing
as well as or better than this baseline.

The future task approach leverages a fully observable state space and known dynamics to predict how
current actions impact future tasks. The use of linear feature rewards simplifies the computation of
future task rewards based on the state features, making it easier for the agent to penalize actions that
could have long-term negative effects.

Potential-based Multiobjective Reinforcement Learning (MORL)

Vamplew et al. [64] propose a Potential-based Multiobjective Reinforcement Learning framework to
balance the agent’s primary objectives with minimizing environmental impact. In this framework, an
impact-related reward is derived from the potential difference between the current and previous states,
encouraging the agent to avoid irreversible or undesirable changes. The agent is tasked with dis-
tinguishing between permissible and impermissible changes in the environment, ensuring reversibility
when necessary. Lexicographic and thresholded lexicographic ordering techniques are used to balance
the primary task with minimizing environmental disruption.

This approach operates in a fully observable state space, where the agent’s actions are assessed based
on their potential impact on the environment. The key innovation is the introduction of potential-based
rewards to guide the agent in minimizing harmful side-effects, ensuring that environmental changes are
reversible and penalizing more critical changes.
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Challenges using Impact Regularization

Using impact regularization to avoid negative side-effects in reinforcement learning introduces several
challenges. Lindner et al. [61] highlight key difficulties in selecting appropriate baselines, deviation
measures, and determining the magnitude of the regularizer. Different baselines, such as inaction and
stepwise inaction, can lead to issues like offsetting behavior, where the agent undoes beneficial actions
to minimize deviations. Deviation measures, such as stepwise relative reachability and attainable utility,
also face challenges in distinguishing between positive, negative, and neutral impacts. Moreover, de-
layed effects of actions are often overlooked, requiring improved rollout policies that consider long-term
impacts.

The magnitude of the regularizer is another critical factor, as too small a value may fail to prevent harm-
ful side-effects, while a large magnitude may overly constrain the agent. Additionally, the integration
of impact regularization with reward functions poses unit conversion and compatibility challenges. Fu-
ture research directions include exploring causal framing to better manage offsetting behaviors, using
probabilistic measures to assess impact, and incorporating human feedback to enhance the agent’s
understanding of intent.

Theoretical Considerations

Griffin et al. [21] explore the concept of impact regularization by developing a formal framework for
distance-impact penalties, showing how they can influence the agent’s behavior by punishing actions
that increase the difference between the agent’s current state and the counterfactual state. Addition-
ally, the authors address how these penalties remain invariant to certain augmentations of the reward
function, and they provide error bounds for optimal policies under misspecification of the state-distance
measure.

Griffin et al. [21] assume with their approach a fully observable state and relies on the existence of a
no-op action. The no-op action is used as a counterfactual baseline, allowing the agent to measure
the environmental impact of its actions compared to a scenario where it did nothing. This framework
ensures that the agent avoids making irreversible changes by minimizing its long-term impact.

Turner [20] tackle the challenge of power-seeking policies in reinforcement learning, which can result
in agents taking actions that give them more control over future rewards, often leading to negative
side-effects. The authors propose a formalization of the problem as an assistance game, where the
agent must balance maximizing immediate rewards with preserving its ability to achieve future objec-
tives (referred to as POWER). They demonstrate how power-seeking behavior can be moderated by
minimizing impact on future goals and ensuring that the agent is adaptable to potential future changes
in the reward function.

This work also operates in a fully observable state space and incorporates the no-op action as part
of the solution for balancing immediate task performance with long-term impact minimization. The
assistance game framework allows for delayed specification of the true reward function, ensuring that
the agent maintains flexibility and avoids locking into power-seeking behaviors that may lead to side-
effects.
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5.1.4 Model-based Penalty Prediction

Model-based penalty prediction is a crucial approach in reinforcement learning (RL) that enables agents
to anticipate and mitigate negative side-effects (NSEs) by leveraging learned models of the environ-
ment. In such frameworks, the agent typically utilizes feedback mechanisms, human inputs, or learned
dynamics to predict penalties associated with harmful actions and adjust its policy to avoid them. These
approaches often ensure that agents not only optimize task performance but also consider safety, con-
straint violations, and unintended consequences of their actions.

The majority of methods in this category assume a fully observable state, where the agent can directly
observe the necessary aspects of the environment. Additionally, many rely on known or learned dy-
namics, allowing the agent to predict how the environment evolves in response to its actions. Some
approaches incorporate advanced feedback mechanisms or human intervention to refine penalty pre-
dictions. While linear feature rewards are commonly used in some frameworks to simplify learning,
others depend on analyzing entire trajectories to handle non-Markovian side-effects, and only a few
incorporate the use of no-op actions to further ensure safety.

Full Linear .

State Reward
Zhang et al. [45] v X X X X X
Frye et al. [46] v X v X X X
Saisubramanian et al. [52] v X v v X X
Saisubramanian et al. [53] v X v v X X
Saisubramanian et al. [71] v X v v X X
Liu et al. [62] v X v X X X
Ma et al. [70] v X v X X X
Srivastava et al. [77] v X v X X X
Saisubramanian et al. [48] v X X X X X
Low et al. [76] v X X X X v
Klassen et al. [60] v X X X X X
Klassen et al. [68] v X X X X X
Saisubramanian et al. [63] v X X X X X
Saisubramanian et al. [19] v X X X X X
Burden et al. [66] v v X X X X

Table 5.4: Taxonomy of agents using model-based penalty prediction based on the proposed classification crite-
ria. Nearly all agents rely on a fully observable state and known dynamics, while only one approach
assumes a no-op action the agent’s actions space as wells a providing information about past states
of the environment.

Table 5.4 summarizes the identified works, highlighting the reliance on full state observability and
learned dynamics. The following subsections delve into specific approaches to model-based penalty
prediction, discussing how each method balances performance optimization with safety considerations.
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Human Feedback

Zhang et al. [45] propose a minimax-regret querying approach aimed at mitigating negative side-effects
by involving human feedback in the learning process. The agent operates in an environment modeled
as a factored Markov decision process (FMDP) and queries a human oracle about the permissibility
of changing certain features. The goal is to minimize the worst-case regret of its actions by carefully
selecting the features to query, thus minimizing the number of interactions required with the oracle while
maintaining a safe policy.

In terms of classification, this approach operates in a fully observable state, where the agent has ac-
cess to all relevant information about the environment, including state features necessary for decision-
making. The agent can directly observe the states and the effects of its actions, which allows it to apply
the minimax-regret strategy efficiently.

Frye et al. [46] introduce the "parenting" algorithm, which mimics human parenting in guiding reinforce-
ment learning agents to safe behaviors. The agent, when faced with unfamiliar or potentially dangerous
situations, pauses and requests feedback from a human teacher. This approach is designed to prevent
unsafe behavior by leveraging human input to guide decision-making. Furthermore, the agent uses hu-
man preferences to adjust its policy, learning from comparisons between action sequences evaluated
by the human.

This method is classified under the assumption of a fully observable state, where the agent has com-
plete visibility of the environment and can rely on human feedback to learn safe behaviors. By observing
all relevant state information, the agent can determine when to ask for human intervention and adjust
its policy accordingly.

Saisubramanian et al. [52], [53] present a framework to mitigate NSEs by augmenting the traditional
MDP with a secondary objective aimed at minimizing NSEs. In this approach, the agent uses an
acquired model of the environment to optimize for a primary task. Meanwhile, a more complex, aug-
mented model handles the secondary objective of minimizing NSEs.

Building on their previous work, Saisubramanian et al. [71] focus on improving feedback mechanisms
and addressing limitations in learning from human inputs, particularly biases in feedback collection and
issues with state representation fidelity. They explore how different feedback mechanisms, such as
random queries and human approval, impact the learning process and how biases introduced through
feedback affect the agent’s ability to mitigate NSEs. They also address challenges related to non-
Markovian side-effects, which are not directly associated with individual state-action pairs but with tra-
jectories over time.

This approach is classified as utilizing a fully observable state, where the agent has access to all the
necessary state information for its decision-making. Additionally, it operates with known dynamics,
meaning the agent has knowledge of the environment’s internal transition model, allowing it to predict
how the environment will evolve in response to its actions. Furthermore, the reward structure in this
framework is linearly dependent on features of the state, which enables the agent to compute optimal
policies by calculating the reward as a linear function of state features.
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Constrained Models

Liu et al. [62] propose a model-based reinforcement learning framework that aims to ensure safety by
minimizing constraint violations while optimizing task performance. The framework uses a constrained
model-based RL approach within a Model Predictive Control (MPC) framework. This approach as-
sumes the system’s dynamics are initially unknown but can be learned from data using an ensemble of
neural networks. The robust cross-entropy (RCE) method, which accounts for model uncertainty, helps
ensure safety during learning.

This work is classified as assuming a fully observable state, meaning the agent has complete knowl-
edge of the environment’s relevant aspects, and known dynamics, where the dynamics are either
learned or given, allowing the agent to make accurate predictions about future states.

Ma et al. [70] introduce the Conservative and Adaptive Penalty (CAP) framework for safe model-based
RL. CAP incorporates environmental cost feedback to predict and mitigate negative side effects (NSEs).
The framework dynamically adjusts the penalty imposed on the agent based on feedback, balancing
exploration and safety while ensuring that the agent avoids unsafe actions. CAP is designed to operate
in environments where the agent has full observability and where the underlying transition dynamics of
the system can be learned or modeled.

Like Liu et al. [62], this approach assumes a fully observable state and known dynamics. The agent
is aware of all relevant environmental information and uses that knowledge to optimize its policy while
minimizing negative outcomes.

Srivastava et al. [77] address the challenge of mitigating negative side effects in reinforcement learning
with non-Markovian characteristics, which depend on entire trajectories rather than individual state-
action pairs. Their Controller-Assisted Safe Planning (CASP) framework leverages finite state con-
trollers (FSCs) to represent the sequence of actions and learn about potential NSEs. The FSCs are
integrated into a constrained Markov Decision Process (CMDP), and the agent uses this enhanced
model to plan while avoiding negative side effects.

This work is classified as operating with a fully observable state, where the agent can observe all
relevant aspects of the environment, and known dynamics, as the CMDP relies on learned or known
transitions to make predictions about future states.

Planning with Reduced or Incomplete Models

Saisubramanian et al. [48] tackle the problem of negative side effects arising from planning with re-
duced models, where only a subset of possible outcomes for each state-action pair is considered.
Their approach focuses on improving the efficiency of planning by using reduced models while selec-
tively enhancing model fidelity in risky states to avoid side effects. This method is designed for use in
stochastic shortest path problems and balances computational efficiency with safety.

The method is classified under fully observable state, where the agent can observe all necessary
information in the environment to make informed decisions. However, it does not assume knowledge
of the full transition dynamics upfront, differentiating it from other approaches that rely on learning or
modeling the environment’s dynamics.
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Low et al. [76] aim to enhance safety by learning non-Markovian safety constraints—safety issues that
depend on entire trajectories rather than just immediate state-action pairs. The method uses Gated
Recurrent Units (GRUs) to classify state-action trajectories based on the likelihood of NSEs. The
approach is framed as a CMDP, where the agent maximizes rewards while satisfying safety constraints
that are learned from labeled trajectory data.

This work is classified as assuming a fully observable state, known dynamics, and known past states.
The agent has access to the full state information, understands the environment’s dynamics, and can
reference past states to identify and avoid NSEs that depend on historical sequences of actions.

Symbolic Planning

Klassen et al. [60], [68] focus on addressing negative side-effects in sequential decision-making pro-
cesses within symbolic planning frameworks. They formalize the problem as a state-transition system
and propose the concept of a "change-minimizing plan" to minimize unintended side-effects. This con-
cept is built upon measuring the changes in the environment before and after the plan execution. The
goal is to ensure that after achieving its objectives, the agent leaves the environment as close to its
initial state as possible, thereby minimizing unintended negative impacts.

This work assumes a fully observable state, where the agent can directly observe all necessary aspects
of the environment, and known dynamics, where the transition function governing state changes is well-
defined and deterministic. This allows the agent to accurately predict the outcome of its actions, leading
to plans that minimize unintended changes.

Environment Shaping

Saisubramanian et al. [19], [63] propose an actor-designer framework to mitigate negative side-effects
by involving a human designer who can modify the environment. The actor agent operates within a
configurable environment, optimizing its task while potentially causing side-effects. The human de-
signer agent evaluates the environment and reshapes it to minimize these side-effects without dis-
rupting the actor’s task performance. The framework ensures that any environmental reconfiguration
remains within specific constraints to avoid hindering the actor’s goal achievement.

This approach assumes a fully observable state, where both the actor and designer have full knowledge
of the current state of the environment, and known dynamics, allowing the designer to predict the effects
of environment modifications and the agent’s behavior accordingly.

Safety Wrappers

Burden et al. [66] introduce the concept of "safety wrappers" for reinforcement learning agents to miti-
gate negative side-effects by switching the agent to a safer behavior when its confidence in its actions is
low. The safety wrapper monitors the agent’s confidence and triggers a safety policy when confidence
drops below a certain threshold. The safety policy could include actions such as a no-op (standing
still) or other safe alternatives designed to prevent harm. This mechanism helps the agent avoid risky
actions without drastically reducing its performance.

This work assumes a fully observable state, where the agent can observe all relevant information about
the environment, and includes the concept of a no-op action, allowing the agent to perform a neutral
action when uncertain, which prevents it from affecting the environment negatively.
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5.1.5 Inverse Reinforcement Learning

Inverse Reinforcement Learning (IRL) is a powerful framework that allows agents to infer reward func-
tions by observing the behavior of an expert, rather than being provided with an explicit reward func-
tion. This approach is particularly useful in scenarios where it is challenging to handcraft a reward
function that encapsulates human preferences, especially when safety and the avoidance of negative
side-effects are of critical concern. In the reviewed studies, IRL is leveraged to learn robust and safe
policies, either by simulating expert trajectories or by inferring human preferences from observed states.

The approaches reviewed rely heavily on key assumptions to achieve effective learning. Most notably,
they assume a fully observable environment, where the agent has complete access to all relevant state
information. Additionally, many methods operate under known or learnable dynamics, allowing agents
to accurately model how the environment transitions in response to their actions. Some approaches
further utilize linear feature rewards to simplify the learning process, while others draw upon the history
of past states to infer preferences and ensure safety.

Fully Linear .
Study Observable No-.Op Know.n Feature Action-Independent Known
Action | Dynamics Reward Past States
State Reward
Huang et al. [44] v X v v X X
Shah et al. [49] v X v X X v
Shah [54] v X v X X v

Table 5.5: Taxonomy of agents using inverse reinforcement learning based on the proposed classification criteria.
Retrieved studies show a strong dependence on fully observable states and known dynamics. One
approach uses (linear) dependent features for the reward function, while other approaches rely on
known past states to learn from human expert trajectories.

Table 5.5 summarizes the classification of the identified works based on these criteria, highlighting a
strong reliance on fully observable states and known dynamics. The remainder of this section delves
into specific methods for inverse reinforcement learning and their applications in ensuring safety and
robustness in decision-making tasks.
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MDP Solver

Huang et al. [44] propose a method for learning robust policies that maximize rewards while ensuring
safety, even when faced with incomplete or inaccurate information. The key to this method is leveraging
expert demonstrations to guide the learning process through a max-min learning framework, closely
related to inverse reinforcement learning (IRL) and apprenticeship learning. The approach solves a
max-min problem in a finite MDP, where the reward function is assumed to be linearly dependent on
state features.

This work is classified as operating under a fully observable state, where the agent can observe all
relevant information about the environment, and known dynamics, where the transition function is given
or can be learned. Furthermore, the reward function is based on linear feature reward, meaning that
rewards are calculated as a linear function of the state features, simplifying the process of learning
robust policies.

Implicit Preference Information

Shah et al. [49] introduce an algorithm called Reward Learning by Simulating the Past (RLSP) to infer
human preferences from the initial state of an environment. The key insight is that the initial state of
the world is already optimized according to human preferences. The agent infers these preferences
by simulating past trajectories that could have led to the observed initial state. Using maximum causal
entropy inverse reinforcement learning (MCEIRL), the agent updates its reward function to reflect the
inferred preferences from the observed state.

This work is classified as using a fully observable state, where the agent can see the current state of the
environment, and known dynamics, as the agent relies on the known or learned transition dynamics
to simulate past trajectories. Additionally, the method depends on known past states, as it explicitly
simulates the past to infer the reward function based on how the current state was reached.

Building on their previous work, Shah [54] extend RLSP to high-dimensional and continuous environ-
ments with Deep RLSP. This method integrates reward learning, planning, and reinforcement learning
to infer human preferences from the initial state and optimize the agent’s behavior accordingly. Deep
RLSP employs a Variational Autoencoder (VAE) to learn a feature representation of the state space
and uses a neural network to simulate past trajectories. The human model’s policy is learned through
Soft Actor-Critic (SAC), which continuously updates based on inferred rewards.

This work operates under the assumption of a fully observable state and known dynamics, where
the agent can observe and predict the effects of actions. It also relies on known past states, using
simulations of past trajectories to infer the reward function based on the observed initial state.
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5.2 Gaps in the Literature and Future Directions

Despite the significant progress in mitigating negative side-effects in reinforcement learning, several
gaps remain. These gaps highlight areas where current approaches are insufficient, underexplored, or
limited by simplifying assumptions that constrain their applicability in real-world scenarios. Addressing
these gaps is essential for advancing the field and ensuring safe RL deployment in increasingly complex
environments.

5.2.1 Handling Partial Observability and Non-Markovian Side-Effects

Many studies, such as those on Attainable Utility Preservation [55], [56], [73], assume fully observable
environments. However, real-world environments are often partially observable, requiring agents to
make decisions based on incomplete or noisy data. Agents may lack critical information about the
environment, leading to unintended side-effects when crucial elements are hidden or uncertain.

Additionally, much of the literature assumes Markovian dynamics, where the effects of an agent’s ac-
tions depend solely on the current state. However, real-world systems often exhibit non-Markovian dy-
namics, where the consequences of actions depend on past events. Existing frameworks like Occupancy-
Regularized Policy Optimization [75] are limited in addressing long-term or cumulative side-effects,
which are critical in domains like environmental conservation.

Future Directions Developing methods that handle partial observability and non-Markovian dynam-
ics is essential. Approaches such as Partially Observable Markov Decision Processes (POMDPSs),
memory-based architectures, and non-Markovian reward functions can help agents operate safely un-
der uncertainty and track long-term consequences of actions.

5.2.2 Real-Time Human Feedback and Interaction

While some studies explore incorporating human feedback into RL, such as minimax-regret querying
[45], most rely on static or batch feedback. This is insufficient in dynamic environments where real-
time adjustments are critical. Delayed responses to hazards in safety-critical domains like autonomous
vehicles or healthcare can lead to side-effects that could have been avoided with timely intervention.

Future Directions Research should focus on developing interactive reinforcement learning methods
that allow agents to query humans in real-time during uncertain or high-risk situations. Techniques
like active learning and collaborative decision-making frameworks could enable agents to incorporate
human guidance dynamically and adapt more effectively to evolving environments.
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5.2.3 Lack of Standardized Benchmarks and Real-World Transferability

Current RL safety research lacks a unified set of benchmarks that comprehensively evaluate agents’
ability to mitigate negative side-effects across various tasks and environments. While environments like
Al Safety Gridworlds [15] and SafeLife [18] provide useful testbeds, they often focus on specific sce-
narios and oversimplify real-world complexities such as hardware failures, unpredictable environmental
changes, and human interactions.

Future Directions There is a need for standardized, diverse benchmarks that include various do-
mains (e.g., healthcare, robotics, autonomous vehicles) and reflect real-world complexities like dy-
namic, stochastic, and partially observable settings. Additionally, research should focus on improving
the transferability of RL agents from simulation to real-world environments by enhancing simulators and
developing domain adaptation techniques.

5.2.4 Challenges in Balancing Task Performance and Safety

A persistent challenge in RL systems is the trade-off between optimizing task performance and ensuring
safety. Reward regularization and impact minimization strategies, such as those described by Alizadeh
Alamdari et al. [58], penalize harmful actions but can lead to overly conservative agents that sacrifice
performance. For example, in SafeLife [18], agents trained to minimize side-effects struggled to balance
task completion with minimizing disruptions.

Future Directions Future research should explore dynamic safety mechanisms that adapt to the con-
text and complexity of the task. Multi-objective optimization frameworks that balance task performance
and safety could help agents be neither too conservative nor too reckless. Dynamic regularization
strategies could adjust safety constraints based on the risk level or task progress.

5.2.5 Safety in Multi-Agent Systems and Emergent Side-Effects

Most current research focuses on single-agent RL environments, yet many real-world systems involve
multiple agents interacting simultaneously. In multi-agent settings, actions taken by one agent can
influence others, leading to emergent side-effects that may not be present in single-agent systems. This
is particularly important in domains like autonomous traffic systems, smart grids, or robotic swarms.

Future Directions Future work should develop safety mechanisms for multi-agent environments, fo-
cusing on cooperation, communication, and coordination among agents. Social welfare functions and
mutual safety guarantees are crucial for avoiding negative side-effects in these systems. Research
should also explore how safety mechanisms scale as the number of interacting agents increases.
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5.2.6 Long-Term Safety Guarantees

Existing safety mechanisms often focus on minimizing short-term side-effects without addressing the
cumulative, long-term impact of agent actions. For example, approaches like relative reachability [47]
penalize immediate negative side-effects, but they do not account for the compounding effects of re-
peated actions. This is particularly critical in areas like environmental management or resource con-
servation.

Future Directions Future work should develop theoretical frameworks that provide long-term safety
guarantees. This could involve continuous monitoring of agent behavior, incorporating predictive mod-
els to anticipate future risks, and applying formal verification techniques to ensure agents remain
aligned with safety objectives over time.

5.2.7 Ethical Considerations and Consistent Definitions of Side-Effects

Many safety mechanisms in RL implicitly embed value judgments about what constitutes safe behav-
ior, which may not align with social or ethical standards. Furthermore, there is a lack of consistent
definitions and metrics for side-effects across different domains, such as healthcare and autonomous
driving, making cross-domain evaluations challenging.

Future Directions Future work should integrate ethical considerations into the design and evaluation
of RL safety mechanisms, ensuring fairness, accountability, and transparency. Additionally, efforts
should focus on developing standardized definitions and metrics for side-effects across domains to
enable clearer comparisons and more versatile safety solutions.
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We reflect on the findings presented in chapter 5, focusing on the effectiveness and limitations of exist-
ing strategies for mitigating negative side-effects in reinforcement learning. The discussion is organized
into three primary areas with the assumptions underlying current safety mechanisms, the trade-offs
between performance and safety, and the challenges in applying these mechanisms to real-world sce-
narios.

6.1 Assumptions and Limitations of Current Safety Mechanisms

A central theme in the literature is the reliance on several key assumptions, which, while simplifying the
design of safe RL agents, also limit their applicability. Many approaches depend on fully observable
states, the availability of a no-op action, and known dynamics in the environment.

Fully Observable States A significant number of studies assume that the agent operates in a fully
observable environment, where it has access to all relevant information about the current state. This
assumption greatly simplifies decision-making by removing uncertainty about the environment. How-
ever, this is a highly idealized scenario and real-world environments are often partially observable, with
agents having to make decisions based on incomplete or noisy information. For instance, autonomous
systems such as robots or self-driving cars frequently encounter situations where critical elements of
the environment are hidden or ambiguous. This limits the generalizability of many RL safety mecha-
nisms, where agents must infer the state of the environment from partial observations. Moreover, the
assumption of full observability can make agents overly dependent on the availability of complete and
accurate sensory data, which is rarely the case in practice.

No-Op Action as a Baseline Many of the studied agents include a no-op action, allowing them to
choose to do nothing for a time step. This serves as a neutral reference point for assessing the impact
of actions. While the no-op action is useful for analyzing agent behavior in controlled environments, it
may not always be feasible in dynamic, real-world applications where inaction can itself have negative
consequences. For example, in domains such as autonomous driving or healthcare, choosing not to act
could lead to accidents or missed opportunities for intervention, making the no-op action an inadequate
baseline for safety evaluation in such contexts.

Known Dynamics and Their Limitations A common assumption in many safety mechanisms is that
the agent has knowledge of the environment’s dynamics or can learn them through interaction. This
assumption allows the agent to predict the consequences of its actions and minimize unintended side-
effects. However, environments with unpredictable, stochastic, or evolving dynamics pose significant
challenges for such approaches. In these settings, the assumption of known dynamics becomes a
limitation, as agents may struggle to adapt to unexpected changes, leading to safety failures.
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6.2 Performance-Safety Trade-offs

A critical challenge highlighted in the results is the trade-off between optimizing for task performance
and ensuring safety. Many RL systems prioritize reward maximization, which can lead to behaviors that
exploit loopholes in the reward structure, causing unintended negative side-effects.

Reward Regularization and Impact Regularization Reward regularization approaches, such as
those discussed in section 4.2, attempt to mitigate negative side-effects by incorporating penalties
for harmful actions into the agent’s reward function. While effective in encouraging safer behavior, this
often results in agents becoming overly conservative, sacrificing task performance in the process. Sim-
ilarly, impact regularization (section 4.3) penalizes actions that deviate from a baseline state, ensuring
that agents minimize disruptions to the environment. However, this can lead to unintended outcomes,
such as agents undoing beneficial changes to avoid penalties, highlighting the difficulty of balancing
safety and performance. In many cases, these approaches lead to suboptimal behavior, especially
in complex environments where strict safety constraints conflict with the need to complete tasks effi-
ciently. For example, in the SafeLife environment [18], agents trained to minimize side-effects struggled
to achieve high task performance, emphasizing the tension between these two competing objectives.

Challenges in Long-Term Safety Another important aspect of the performance-safety trade-off is the
difficulty in ensuring long-term safety. Most reviewed approaches focus on minimizing immediate side-
effects, but fail to address the cumulative impact of actions over time. This is particularly problematic
in scenarios where the full consequences of an agent’s behavior may not be apparent until much later,
such as in environmental management or resource conservation. Short-term optimization, as seen in
many reward-driven agents, often overlooks these long-term risks, leading to decisions that may appear
safe in the moment but cause significant harm over time.

6.3 Challenges in Real-World Applications

A recurring issue in the literature is the gap between simulation-based safety mechanisms and their
application in real-world environments. While simulations offer controlled and repeatable testbeds for
evaluating agent safety, they often fail to capture the full complexity and unpredictability of real-world
settings.

Over-Reliance on Simulated Environments Most of the experiments discussed in this thesis rely on
simulated environments such as Al Safety Gridworlds [15] and SafelLife [18]. These environments are
valuable for testing theoretical models of safety, but they often simplify key aspects of the real world,
such as sensory noise, hardware constraints, and human interaction. As a result, agents that perform
well in simulations may struggle when transferred to real-world applications, where the dynamics are
more complex and less predictable. For example, simulations typically assume that the agent has
access to perfect information about the environment, or that the dynamics are deterministic, allowing
for accurate predictions of action outcomes. However, in real-world systems, factors such as sensor
errors, hardware malfunctions, and human unpredictability can significantly affect an agent’s ability to
operate safely.
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Ethical Considerations in Reinforcement Learning Safety Another challenge in the deployment of
RL agents in real-world applications is the ethical implications of safety mechanisms. Reward structures
and regularization methods implicitly encode value judgments about what constitutes safe or desirable
behavior, and these judgments may not always align with societal or ethical standards. For instance,
safety mechanisms designed to prioritize efficiency or cost reduction in healthcare could inadvertently
lead to inequitable outcomes, such as reduced access to care for vulnerable populations.

Additionally, many of the safety mechanisms discussed in this thesis lack transparency, making it dif-
ficult for human operators to understand or interpret the agent’s decisions. This lack of interpretability
can undermine trust in RL systems, especially in high-stakes environments like autonomous vehicles or
critical infrastructure. Furthermore, the absence of accountability mechanisms raises concerns about
how responsibility will be assigned if an agent’s behavior leads to harmful outcomes.
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7.1 Answering the Research Questions

The goal of this thesis was to conduct a systematic literature review to investigate the methods used
to avoid negative side effectsin reinforcement learning and to identify gaps in the literature that require
further exploration. In this section, we revisit the research questions posed and provide answers based
on the findings of the literature review.

“What approaches have been taken in previous studies to ensure that reinforcement
learning agents avoid negative side effects while completing their tasks?”

The review identified a wide range of approaches designed to mitigate negative side effects in RL.
These can be broadly categorized into several methodologies:

Reward Regularization: One of the most commonly used techniques involves augmenting the re-
ward function to penalize negative side effects. Methods such as Occupancy-Regularized Policy Op-
timization (ORPO) [75] and reward regularization frameworks [58] incentivize agents to balance task
performance with the safety of their actions. These approaches penalize agents for harmful behaviors
while rewarding them for actions that align with both the task goal and environmental safety.

Impact Regularization: Several studies have adopted impact regularization methods, such as rela-
tive reachability [47] and attainable utility preservation [56], which penalize deviations from a baseline
state. These approaches focus on minimizing irreversible or disruptive changes in the environment,
thus mitigating the risk of long-term negative side effects.

Inverse Reinforcement Learning: Another approach identified in the review is the use of IRL, which
allows agents to infer reward functions by observing human experts or analyzing the initial state of the
environment. Studies like those by Shah et al. [49] and Huang et al. [44] highlight how IRL is used to
learn robust, human-aligned policies that minimize negative side effects by inferring preferences from
demonstrations or initial state configurations.

Human Feedback and Model-Based Penalty Prediction: Incorporating human feedback to guide
RL agents’ behavior is another prevalent method. Approaches like minimax-regret querying [45] and
the parenting algorithm [46] involve real-time or batch feedback from humans to prevent unsafe actions.
Model-based methods like those introduced by Saisubramanian et al. [53] also allow agents to predict
penalties for unsafe actions, ensuring safety through learned dynamics of the environment.
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Safety Constraints in Multi-Agent Systems: Although less explored, some studies have examined
the challenges of avoiding negative side effects in multi-agent systems. Environments like SafeLife [18]
have been used to evaluate agents in multi-agent scenarios where the actions of one agent can impact
others, leading to emergent behaviors that require robust safety mechanisms.

Overall, the identified approaches reveal a strong reliance on regularization techniques, model-based
penalty prediction, human feedback integration, and the growing importance of IRL in handling complex,
safety-critical environments.

“What areas within the domain of avoiding negative side effects in reinforcement
learning require further exploration?”

Despite the progress made in addressing negative side effects in RL, several gaps in the literature
remain, highlighting opportunities for further research:

Partially Observable Environments: The majority of studies assume fully observable environments,
where agents have complete knowledge of the state space. However, real-world scenarios are of-
ten characterized by partial observability, where agents must make decisions based on incomplete or
noisy data. This is a significant gap in current research, and developing approaches that can handle
uncertainty in such environments is crucial for advancing safe RL in practical applications.

Lack of Standardized Safety Benchmarks: There is a need for more diverse, standardized bench-
marks that can evaluate RL agents’ safety across a range of domains and environments. Current
benchmarks, such as Al Safety Gridworlds [15] and SafeLife [18], provide valuable insights but are lim-
ited in their generalizability. Future work should focus on creating benchmarks that can assess safety
in complex, real-world tasks.

Non-Markovian Side Effects: Most current approaches rely on Markov Decision Processes, which
assume that the next state only depends on the current state and action. However, real-world environ-
ments often exhibit non-Markovian dynamics, where the consequences of actions depend on historical
events. There is a need for frameworks that can handle non-Markovian side effects, particularly in
long-term, dynamic environments.

Real-Time Human Feedback Integration: While human feedback has been incorporated into some
safety frameworks, real-time feedback mechanisms are underexplored. Integrating continuous human
input into RL systems could allow for more adaptive, on-the-fly decision-making in dynamic environ-
ments, thereby enhancing safety.

Balancing Task Performance and Safety: A key challenge across the reviewed studies is the trade-
off between maximizing task performance and ensuring safety. Current regularization methods often
result in overly conservative agents that sacrifice performance to minimize side effects. Future research
should explore dynamic safety mechanisms that allow agents to balance performance with safety, ad-
justing their behavior based on the complexity or risk of the task.
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Multi-Agent Systems and Emergent Side Effects: Research on avoiding side effects in multi-agent
systems is still in its infancy. The interactions between agents can lead to emergent behaviors that
cause side effects, and more work is needed to develop safety mechanisms that can manage these
complex, multi-agent environments.

Ethical Considerations in Safety Mechanisms: Finally, the ethical implications of RL safety mech-
anisms are largely underexplored. As RL systems are deployed in high-stakes environments, it is
essential to consider the fairness, accountability, and transparency of safety measures, particularly
when they influence real-world decision-making processes.

In conclusion, while significant progress has been made in developing approaches to mitigate negative
side effects in RL, several important research gaps remain. Addressing these will be essential for
advancing the field and ensuring the safe deployment of RL agents in increasingly complex and real-
world environments.

7.2 Limitations and Mitigation Strategies

While systematic literature reviews provide valuable insights by synthesizing existing research, they are
not without limitations. This section outlines key challenges encountered during the review process and
presents strategies employed to mitigate these limitations.

Publication bias Systematic literature reviews are inherently dependent on the availability of pub-
lished research, which can introduce publication bias. Studies with positive or significant findings are
more likely to be published than those reporting null or negative results, leading to an overrepresen-
tation of certain outcomes. This skewed availability may limit the comprehensiveness of the review by
underreporting less favorable or inconclusive findings.

To address this bias, we included preprints from reputable sources like ArXiv, provided the authors
had peer-reviewed publications in the field or affiliations with respected research organizations such
as Google DeepMind or OpenAl. This expanded the scope beyond traditional peer-reviewed outlets,
ensuring a more comprehensive overview of existing research, regardless of publication status.

Selection bias Even with a systematic search strategy, there is a possibility that some relevant stud-
ies might have been missed. Variations in database search capabilities or the specificity of search
terms could lead to the exclusion of important studies. Moreover, inclusion criteria may inadvertently
omit studies that offer valuable perspectives on the topic, resulting in selection bias.

To minimize this risk, we employed a multi-pronged search strategy, combining database searches with
targeted workshops and author-specific queries. This method ensured that we captured a broad range
of studies across different venues and research contexts. Additionally, four independent reviewers
scored the retrieved records, which helped minimize individual bias in study selection.
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Quality of included studies Systematic reviews typically include studies with varying methodologies,
which can introduce uncertainty in the findings. Low-quality studies, if given equal weight as high-quality
ones, can skew conclusions or introduce bias into the review.

To address the quality of included studies, we implemented a scoring system that assigned weights
based on relevance and innovation. Studies with higher methodological quality and more significant
contributions were prioritized. By setting a threshold score for inclusion, we ensured that only studies
meeting a certain quality standard were considered in the final analysis.

Heterogeneity of studies The included studies often vary in terms of methodologies, study designs,
and evaluation environments, which introduces heterogeneity. This diversity can make it difficult to
compare results or draw unified conclusions across different research approaches and findings.

We classified the studies using predefined taxonomies (e.g., agent assumptions, safety mechanisms)
to organize the diverse findings into distinct categories. This approach facilitated the synthesis of
heterogeneous studies by providing a structured framework for comparison, allowing us to identify
patterns within specific subsets of the literature.

Inability to establish causality Systematic literature reviews are primarily retrospective analyses,
summarizing existing evidence rather than generating new data. As such, they cannot definitively
establish causal relationships between interventions and outcomes. The focus is on identifying associ-
ations rather than proving cause and effect.

Although causal claims are outside the scope of this review, we focused on identifying trends, gaps, and
potential associations within the existing literature. By clearly outlining the limitations of the reviewed
studies in drawing causal inferences, we maintained transparency about the scope of conclusions.

Time lag The process of conducting a systematic review, from literature searches to synthesis and
analysis, is resource-intensive and time-consuming. Consequently, by the time the review is completed,
new studies may have been published, potentially affecting the findings’ relevance or currency.

To mitigate the impact of this time lag, we specified a publication window from 2019 to 2023, ensuring
the review reflected the most recent developments. Additionally, by including preprints and ongoing
research, we aimed to capture emerging trends that could inform future research directions.

In conclusion, while the systematic review process used in this thesis comes with inherent limitations,
proactive strategies were employed to mitigate their impact. By broadening the scope of literature
sources, employing rigorous scoring and selection methods, and ensuring transparency in reporting,
we sought to provide a comprehensive and reliable synthesis of research on avoiding negative side
effects in reinforcement learning.

102



7 Conclusion

7.3 Future Work

The findings of this thesis highlight several areas where future research is essential for advancing safe
reinforcement learning. While we already elaborated on future research directions in section 5.2 with
gaps in the literature and future directions, we want to provide a comprehensive overview on how
avoiding negative side-effects in reinforcement learning can be advanced in the future.

One critical direction is addressing the limitations of current safety mechanisms, many of which rely
on idealized assumptions such as fully observable states, the availability of no-op actions, and known
dynamics. In real-world environments, agents frequently encounter partial observability, where critical
information about the environment is hidden or noisy, making it challenging to ensure safety. Future
research should explore methods that allow agents to operate safely under these conditions by integrat-
ing techniques like Partially Observable Markov Decision Processes (POMDPs) and uncertainty-aware
decision-making strategies.

The lack of standardized benchmarks for evaluating safety across various RL tasks and environments is
another key challenge. Existing benchmarks already offer valuable insights, but often focus on specific
types of side-effects or scenarios, limiting their generalizability. To address this, future research should
aim to develop comprehensive and diverse benchmark suites that reflect the complexity of real-world
applications, encompassing dynamic, stochastic, and partially observable environments. Patterson et
al. [134] for example introduced a new empirical methodology with a benchmark to universally compare
RL agents across different environments and settings. The field of safe RL needs a similar methodology
to ensure standardized benchmarks and evaluations across different settings. This would allow for
more consistent cross-comparisons of safety mechanisms and improve the applicability of RL agents
in real-world scenarios.

A significant gap in the literature is the handling of non-Markovian side-effects, where the consequences
of actions depend on the history of past states rather than just the current state. Existing safety mech-
anisms often assume a Markovian structure, which simplifies the learning process but fails to capture
long-term or cumulative side-effects. Future research should focus on developing frameworks that ac-
count for these temporal dependencies, potentially using memory-based architectures or extending
Markov Decision Process frameworks to handle non-Markovian dynamics.

Moreover, while several studies have explored the integration of human feedback into RL systems, most
rely on static or batch feedback. In dynamic and high-risk environments, real-time human feedback is
crucial for adapting agents’ behavior in response to evolving conditions. Future research should investi-
gate methods for real-time human-agent interaction, enabling agents to query humans during uncertain
or risky situations. This could improve agents’ ability to make safe decisions on-the-fly, particularly in
safety-critical domains like healthcare and autonomous driving.

The trade-off between maximizing task performance and ensuring safety remains a persistent chal-
lenge. Current approaches, such as reward and impact regularization, often lead to overly conservative
agents that sacrifice performance for safety. Future work should explore dynamic safety mechanisms
that adjust safety constraints based on the context and complexity of the task. Multi-objective opti-
mization frameworks could be developed to balance performance and safety more effectively, ensuring
agents are not too conservative in situations where task completion is critical.
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In multi-agent systems, the potential for emergent side-effects caused by interactions between agents
presents a unique challenge. Current research predominantly focuses on single-agent environments,
yet real-world systems often involve multiple agents interacting simultaneously. Future work should
develop safety mechanisms tailored to multi-agent settings, focusing on coordination, communication,
and mutual safety guarantees. These mechanisms will be essential for domains such as autonomous
fleets, smart grids, and multi-robot coordination, where the actions of one agent can have significant
implications for others.

Long-term safety guarantees are also an area in need of further exploration. Most safety mechanisms
focus on minimizing immediate side-effects, but fail to account for the long-term consequences of re-
peated actions. Future research should aim to develop theoretical frameworks that provide long-term
safety guarantees, using predictive models and formal verification techniques to ensure agents remain
aligned with safety objectives over extended periods.

The over-reliance on simulated environments in RL research presents another challenge. While simu-
lations are useful for testing theoretical models, they often oversimplify real-world complexities, such as
sensory noise, hardware limitations, and human unpredictability. To ensure that safety mechanisms are
robust and transferable to real-world applications, future work should focus on improving the realism of
simulators and developing transfer learning techniques that allow agents to generalize their behavior
across different environments.

Finally, the ethical implications of reinforcement learning safety mechanisms must be given more atten-
tion. Many current approaches implicitly embed value judgments about what constitutes safe behavior,
which may not always align with social or ethical standards. Future research should integrate ethical
considerations into the design of safety mechanisms, ensuring that agents make fair, accountable, and
transparent decisions. This includes developing fairness constraints and explainability tools that allow
humans to understand and audit the behavior of RL systems, particularly in high-stakes environments
like healthcare and autonomous vehicles.
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